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Abstract

From recently, the innovative technology named as Constrained Application Protocol (CoAP)
has been classified for numerous sensors in the field of 10T. Service discovery should be
performed again in CoAP to support handover in mobile device. By this the handover delay
and packets losses improved expressively. To reduce certain amount of packet losses and delay
we will use a partial bicasting with buffering scheme. In proposed scheme, the bicasting is
implemented in the “partial” region between the Mobile Access Gateway (MAGQG) and the Local

Mobility Anchor (LMA) when a sensor node comes in the handover domain. At MAGnew data

packets are buffered throughout handover to forward to sensors nodes and to decrease data
losses.
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Introduction



Introduction

In the area of networks wireless networks are the main mechanisms where computer networks
can be established through wireless connections connecting the nodes of the network [1].
Basically, this eliminates the barrier of cable usage costs, which is why it is called a wireless
network. This implementation will be carried out in physical layer of the network of the Open
Systems Interconnection (OSI) model [2]. Communication will be possible having OSI models
from the source to the destination, therefore, data is divided into data packets, Internet protocol
distributes essentially based on the IP addresses in packet headers [3]. Currently most
commonly used IP adaptation is version 4 (IPv4). But also, version 6 of the Internet Protocol
(IPv6) begins to be compatible. Internet Protocol version 6 (IPv6) supports longer addresses,
providing the opportunity for many more Internet users. IPv6 integrates IPv4 features. Various
devices such as phones have become a need. Therefore, a specific Internet protocol is required
for mobile devices, so the permanent Internet Protocol (IP) address must be maintained even
when moving from one network to another [4]. The problem is that MIP is basically host-based.
With every movement, problems such as delay, data loss and signal overload occur. Solution
of this problem, the IP of the mobile proxy has been introduced in terms of mobile IP
technology. Functionality is updated by the system responsible for tracking the host's
developments and launching the required versatility tag in its name. [5].

It is expected that the demand for mobile computing, called "always and everywhere", and a
high level of quality of service, will multiply in future. Many types of applications that mobile
users expect from wireless networks and many specific QoS those mobile computing
environments require will dramatically increase. The rapid increase in demand for high speed
Internet- access "anytime, anywhere" is the main concerns, for network operators [6]. The most
recent tendency of the central network has been, in general, attentive to appreciate all mobile
IP networks (Internet Protocol). The totally Internet Protocol mobile networks, which can be
linked to the transmission of media (Telecommunications) and the Internet, organize networks
emphatically, where the networks in which IP operates from a mobile user to (AP) that link
wireless systems to the Internet. Mobility management are the main and greatest problem for

next generation networks [7].



1.1 Internet of Things (IoT)

Communication between different devices through internet is called, "internet of things" [8].
In simple terms, we discuss the machine send and receive data. With progress of the IOT, an
article [9] found that the amount of communications equipment on this world is steadily
increasing. The article found that the consumption of devices is greater than the total number
of inhabitants of the earth. This is the alarming situation in which we expect the number of
devices is greater than the number of people. It may be that limit increases, as it is not confirmed
on heritage of humans on other planets. From this, we can say that in 2020, in the use of devices
to increase people, there will be a huge increase in things that connect with the Web universe,
which previously did not exist, or even the introduction, this too use function. The consumption
of these devices is greater than the total number of inhabitants of the earth. This is the alarming
situation in which we expect the number of devices is greater than the no of people on this
earth. Maybe this limit exceeds, but it is not confirmed on the heritage of humans on other
globes. As we know people are in huge number in this world the author [9] also abstract that
by 2020, the 10T will exceed fifty billion linked gadgets. We can say that in 2020, in the use of
devices to increase people, there will be a huge increase in things that connect with the Web

universe, which previously did not exist, or even the introduction, this too use function.
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Figure 1. 1 Devices Consumption of 10T [9]



1.2 Wireless Body Area Network

It is the era of 2018, in which we have already touched the sky of technology, and we are
becoming more and more involved in making people feel good. A WBAN (Wireless Body
Network) and a dedicated human body network were developed to monitor, direct and
communicate various vital functions, including blood pressure, temperature, and
electrocardiogram (ECG) etc. Several sensors connected to clothing, to the body to control the
important functions of various components of the body. WBANSs have huge range of new
applications; these include the Computer-Assisted Rehabilitation, medical emergency response
system (EMRS, ubiquitous health monitoring (UHM) and even life-style promotion healthy
[10]. In general, WBAN in UHM helps people stop visiting the hospital that is very difficult
for everyone and also reduces the high dependency of a specialized workforce in the health

sector.

Internet —
Medical History
Database Server

T

Users

Personnel
‘/:erver (Ps)

Access Points (APs)

Figure 1. 2 Three-tier Architecture of WBAN [10]

However, in countries where the medical infrastructure and associated personnel are
inadequate, it is recommended, and it is difficult to quickly establish a cost-effective health
care system. The structure of the wireless body zone network using a three-tiered model is
illustrated in Figure 1.2. Basically, the WBAN is a communications network that integrates
human and computer peripherals through portable devices. In the WBAN, the common sensor
node should ensure the signal to handle the correct signal, take the signal sensor low sensor

signal, and wirelessly signal processing to the local processing unit.



1.3 Constraint Application Protocol CoAP

In WBAN for remote control, a special protocol, called CoAP [9], has been introduced, a
limited application protocol that transports the data in packets from client to server. COAP have
a much lower weight, so it's easy to use them in smaller devices that have less processing
capacity and less memory. Uses the User Datagram Protocol (UDP), which in itself is
relatively light compared to others that support options such as forwarding the same message
to different recipients simultaneously.

1.4 Problem Statement

To ease the session, reduce packet loss and avoid handover delays is the significance of
mobility management, among MN, MAG and LMA, when the MN moves from one network
to another network. After entering to a new network domain of Sensor Node (Mobile Node)
from MAGAa to MAGe MN change point of attachments. MAGg senses the mobile node
detachment and achieves the proxy binding update (PBU) functions with local mobility
anchor to remove binding state linked with mobile node at the same time. So in this process a

certain amount of handover delay and packet losses occur.

1.5 Research Contribution

The research implementations will be divided into 2 phases in 1st phase the Implementation of
existing CoOAP 10T Based Networks mobility and the 2" phase based on the Implementation

of partial bicasting with buffering for 10T scheme.

1.6 Research Expected Output

From the comparisons in form of Handover in packet loss, End to End Delay, Throughput,
Energy consumption, Data packet traces results it will be analyzed that the performance of

proposed scheme will be better as compared to the existing system.



Chapter 2

Literature Review



Literature Review

With the speedy development in numerous of mobile users and portable devices like cellular
phone, smart phones, other technologies modern systems and laptops, need for “anywhere,
anytime, and anyway” speedy Internet is an important alarm [7]. Recent improvements in many
wireless technologies, like WCDMA and IEEE 802.16 d, and many other standards such as
IETF, ITU-T and third generation partnership project (3GPP) to rise the opportunity of
realizing ubiquitous computing environments and mobile devices. However, several challenges

still persist to be resolved for achieving such goals.

Internet of things is a platform where day by devices becomes smarter, modern
communications becomes more informative as compare to actual internet and processing
becomes intelligent. But the Internet of Things communication possible through middleware’s
and some basic protocols [12]. When talking about IoT, it is very important to understand that
the connection works well. The main factor is that the communication between the endpoints
should be done so that less energy and less time is needed from one data transfer to another.
All of these IOT procedures must understand communication protocols and determine which

is best for work.

2.1 IoT Communication Protocols

Protocols normally utilized in the 10T systems are the following:

2.1.1 Constrained Application Protocol (CoAP)

The CoAP protocol is specified in RFC 7252 and complies with the open IETF standard. This
is a web transmission protocol used in nodes or restricted networks such as loT, WSN, M2M,
and so on. The protocol is designed for IoT with less memory and lower power consumption.
Because it is designed for web applications, it is also referred to as the "Web of Things
Protocol” [13]. It can be used to transport data in web applications from a few bytes to 1000
bytes. The main features of the CoAP protocol as a very efficient RESTful protocol are the
integrated web transfer protocol (CoAP: //) and the methods used GET, POST, PUT and
DELETE. Use a simple and small 4-byte header. The use of COAP for message security is used
as certificate protection based on PSK, RPK, and DTLS. For reliability, the mechanism uses
confirmable messages and non-confirmable messages. The CoAP port number is 5683 and is
used for Secure CoAP [9].



The CoAP protocol has two parts

1. Messaging
2. Request Response

Messaging: Messaging is liable for copying and submitting messages.

Request Response: For general communication this layer is useable. Figure 2.1 shows the four

messages types of CoAP.
i Client Server Client Server | Client : Server Client ‘ Server
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Figure 2. 1 Constrained Application Protocol (CoAP) Operations [9]

Confirmable: This mode shows communication reliability.
Non-Confirmable: This mode shows incredible communication.

Acknowledgement: This part is based on client-server communication. An Acknowledgement
message acknowledges that a specific Confirmable message arrived. The server communicates

directly with client to forward an answer with additional acknowledgment [14].

Reset: The specified name indicates that the response is sent from the server to the client, but
sometimes a reply is sent after the response. A Rest message indicates that a specific message
has been received (confirmable or non-confirmed), but a context to process it correctly is

missing [15].

CoAP log messages are exchanged in two modes between the CoAP client and the CoAP server
without separate response and with separate response. With a separate response, the server

informs the client of the receipt of the request message. This increases processing time but



avoids unnecessary retransmissions [13]. Figure 2.2 shows the two ways to exchange CoAP

log messages between the CoAP client and the CoAP server.
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- =
Retral‘lsn‘lission — BCK
e Request Request
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— ACK
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| —— ResP

Without Separate Response With Separate Response

Figure 2. 2 CoOAP Message Exchange [9]

2.1.2 Message Queue Telemetry Transport (MQTT)

MQTT is an ISO Standard (IEC/ISO PRF 20922) established on 1999 use the message pattern
as Publish/Subscribe based. MQTT considered for small M2M communication. It was
established by IBM and now is an open standard. MQTT use for transporting a message is TCP
and for security of messages use SSL/TLS. The port number of MQTT is 1883 and 8883.
MQTT works on top of TCP/IP protocol and give flexibility in communication patterns. MQTT
Use a Topic-based publish/Subscribe Architecture [16]. This architecture is based on 3

components.

1. Publisher
2. Broker
3. Subscribe

Publishers: In the 0T case, publishers act as sensors that need to communicate with
subscribers through brokers for communication purposes. The most important thing is that

publishers can sleep whenever they need it.

Brokers: Brokers are a bridge for publishers and subscribers. If all information collects from
publishers, the broker is responsible for the categorization and subscribers who have

subscribed. The broker transmits sensor data to these subscribers.

Subscribers: In 10T subscribers [17], these are applications where brokers need to have an



interest each time the publisher transfer new data to the broker.
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Figure 2. 3 Message Queue Telemetry Transport (MQTT) [16]
2.1.3 Secure Messages Queue Telemetry Transport (SMQTT)

SMQTT [18] is the improved form of MQTT. Everything in this log works like the Message
Queue telemetry transport. Security is main concern. In this protocol, a security is
functionality added to improve the properties of MQTT. This algorithm uses 4 parts.

1. Setup

2. Encryption

3. Publish

4. Decryption

The brokers are registered with subscribers and publisher and receive a key. Once the data is
prepared to be published, publishers will encrypt it. Subscribers receive broker information.
Subscribers with same passkey could therefore decrypt the message. It should be noted that

the key generation algorithm is not fixed.

2.1.4 The Advanced Message Queuing Protocol (AMQP)

This protocol also works as an MQTT protocol. It is specifically used for the financial sector.
It also uses telecommunication protocol and is based on the publishing and subscription model
[19].

10



1. Queues
2. Exchange
Queues: The queues are essentially the representatives of the subjects and the subscribers are

already logged on to these queues. So, when data is queued, it sends data to subscribers who
have subscribed to those queues.

Exchange: This primary responsibility for this component is to retrieve the publisher's data
and then distribute it to the predefined queues [19].

ruier s ==

Publish Subscribe

N
e

7

Exchange

L

A

Figure 2. 4 Advanced Message Queuing Protocol (AMQP) [19]

L

Table 2. 1 Analysis of 10T protocols

Protocols TCP/UDP  Architecture QoS Header Support
Security Bytes LPD
MaTT TCP PIS Both 2 Yes
AMQP TCP PIS Both 8 No
CoAP UDP Reg/Res Both 4 Yes

11



2.2 IoT Mobility Management Schemes

Demand of wireless communication technologies has led to the emergence of numerous new
protocols that offer the opportunity to provide mobile users with various superior quality
wireless services. Mobility management is key points for direct access to wireless networks
and services. This problem allows mobile users who benefit from their services to
automatically move without breaking communication systems are changing with the tendency
of world-wide connectivity through interconnection and compatibility of varied wireless
networks. The movement of a sensor is a very important factor in the 1oT range. Mobility in
network model is a very complex problem that creates numerous new problems. Thus, the
mobility management protocols must be designed with care and efficiency to fulfill the
requirements of multimedia applications. In addition, mobility in wireless communication

networks affects all communication levels [20].

Application Layer
Transport Layer
Network Layer
Data Link Layer
Physical Layer

Figure 2. 5 Network Layered Model [20]

At application level, mobility introduces new requirements, service discovery schemas, quality
of service and automatic environment configuration. At transport level, an end to end

connectivity of the MN may combine wireless and wired connections.

At the network layer level, mobile node mobility means new routing algorithms are needed.
Monitoring the movements of a mobile node and maintaining the connectivity of the moving
node are two major parts of mobility management, namely location management and
provisioning management. On data link level, mobility in wireless networks creates reliability,
bandwidth and security issues. On physical level, mobility influences are noticeable due to the
characteristics of wireless media. Reusing resources and avoiding interference are two major

issues.

12



2.2.1 Host-based Mobility Management

The mobile node / mobile host (MN / MH) moving from one network to other. All processes
related to the signaling that require Protocol modification and changes of the IP address in the
mobile node for continuity of session during the handover. That signaling operations contains
movement detection, Router Solicitation Request (RtSolReq), Binding updating (BU) and
duplicate address detection (DAD) etc. Hierarchical MIPv6 (HMIPv6), fast handover for
MIPv6 (FMIPv6) and Mobile IPv6 are the types of Host-based mobility management [21].

2.2.2 Network-based Mobility Management

MN is not involved in signaling process for network-based mobility management. The
following protocols have been developed by the IETF working group, mobility management
allows communication networks to identify roaming extreme to provide data and maintain
connections. Mobility management has two complementary parts [21], namely handover

management and location management.

Mobility Management

Location Management Handover Management

Figure 2. 6 Mobility management classification [21]

2.2.2.1 Handover Phases

Initiation Phase: Mobile user and network or both make the decision to initiate the transfer
of deliveries. When the mobile user detects the demand for, the transmission process starts. In

network management, network starts the operations.

Preparation Phase: To meet requirements of the quality of service specifications, network of

new access point must be prepared for the active call immediately after the startup phase.

Execution Phase: reserved resources have been allocated so that active calls are not interrupted
[22].

13



2.2.2.2 Handover Types

To maintain the mobile user's connections the handover operations used as they move from

one network to another these classifications shown in Figure 2.7.

Handover Types I

Based On Location Of Functions - Based On Network Elements
Based On Number Of Connections - Based On Direction Of Signaling
Based On Type Of Network R—

Figure 2. 7 Handover Classification [21]

Mobile Initiated Handover: In this handover transmission where mobile user must manage
the transmission. It makes downlink measurement, processes them, decides on the transmission,

and determines the destination AR.

Mobile Evaluated Handover: This is like a handover by mobile initiated devices, with the

difference that the decision depends on the network.

Network Initiated Handover: In this transmission handover, the networks take over the
handover. These include recording uplink measurements, processing them, choosing the

transfer, and choosing the destination access router [22].

Intra Cell: The transmission occur with the current coverage area is Intra Cell, where time

window is changed for that type of transmission.
Inter Cell: Cell boundary exceeds by mobile user, it is called a inter cell handover.

Inter Network: When the transmission is between different networks, the transmission between
networks is referred to Transfers can be classified according to the number of connections made

by a mobile user during the transfer process [23].

Soft Handover: The mobile user is simultaneously connected to two accesses. When switching

from one cell to another, it is passed "softly" from one access router to another.
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Hard Handover: The mobile user forwards the communication from the old connection to the
new connection. Therefore, there is only one active connection of the mobile user at a time. There
is a brief interruption of the transmission. This disruption must be kept to a minimum to make

deliveries transparent.

Forward Handover: Once the mobile user has determined the cell to which they will be
transferred, contact the access router that controls the cell. To disconnect the mobile user from
the old access router the new access router initiates the handover signal.

Backward Handover: Mobile device has decided which cell you want to transfer, contact the
current access router that initializes the signal to be sent to the new router access. This is called

reverse handover.

Horizontal Handover: It produces handovers between cells that belong to same network.
Vertical Handover: In this type cells belonging to different network types.
Handover Requirements

The common requirements [22] for the handover process described in this section:

Handover Delay: The total time required to complete the handover must be the mobility rate

of the mobile user. Process must be fast.

Scalability: The handover procedure must support handover without data loss within the same

network and in different networks

Quality of Service (QoS): The impact of handover on quality of service must be minimal in

order to maintain the quality of the requested performance once the transmission is completed.

Signaling Traffic: The traffic needed to make handover minimum.

2.2.2.3 Handover Performance Issues

In addition to the handover requirements described above, performance issues are required to

provide uninterrupted service and communication during handover [24].

Fast handover: The handover operations must be fast for the mobile user to receive the data

at the new location within a reasonable time frame.

Smooth handover: The handover algorithm must minimize loss, downtime can be long.
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Seamless handover: The combination of fast handover and soft hanover is sometimes called
seamless handover. While the former is mainly concerned with packet delay, the latter focuses
more on packet loss.
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Introduction

The Internet of Things is connecting of numerous physical gadgets that interconnect with
everyone to implement specific tasks and then sharing data. In Internet of Things For
communication, there are separate protocols for each level. As we discussed in the previous
chapter, we used the various protocol for each level. We assume in the analysis, that COAP is
the best Internet of Things protocol. For the transport layer we use UDP and for the network
layer, since the sensors need to be implemented on the body, so we chose PMIPv6 and inserted
the 6LOWPAN into the abstraction layer of the network that works in conjunction with
PMIPVG.

3.1 CoAP Communication Execution

Recently, the IETF approved the CoAP [9] as an open standard for M2M and IoT interaction.
CoAP uses the same four methods, PUT, POST, GET, and DELETE, as HTTP, when request
is sent from a client side to server. However, unlike HTTP, CoAP uses UDP as transport layer
protocol to avoid messages congestion and TCP-based extended resource requirements.
Reliability & is ensured by confirmable messages, so that the client can specify whether or not

to acknowledge a message.

The Constrained Application Protocol (CoAP) is a simple and cost-effective protocol
developed for environments such as low-end microcontrollers and high-bandwidth, high-error-
burdened networks such as 6LowPANS. It is defined by the open standard IETF RFC 7252. It
is available by default for UDP, but it is not limited to it because it can be implemented for
others Channel like TCP, DTLS or SMS. The CoAP is based on the request-response
communication model and includes support for resource identification, improved reliability,
URIs, and more. The protocol was originally developed for M2M requirements, but has also
been adapted for the loT, with support for gateways, high-end servers, and business integration.
COAP as HTTP for the REST model with GET, POST, PUT and DELETE, URI, response
codes, MIME types, etc., should not be considered as compressed HTTP. CoAP, however, can
easily be connected to HTTP Proxy mechanisms where HTTP clients can communicate with
CoAP servers, enabling better web services integration and meeting the requirements of the

Internet o Things.

CoAP uses a Rest model, for example, by setting a client to the desired temperature so that the

client sends Get /Temperature to the server and the server sends 225 ° C/Temperature in reply.
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For example, the CoAP client in CoAP in Figure 3.1 wants to obtain a Flash request from the
CoAP server so that it forwards “CoN [Oxal5] Get / light” to the COAP server.

In response, the CoAP server returns the defendant who received same 1D, send message, and
also include the charge. There is loss of data issue for the CoOAP client.

The problem is that the packet is lost between sending and the CoAP client uses the timeout
method. When the time is up, the client has not received a response from the server. After this
time, the client repeats the same procedure for the server. The identifier of the message should
to be identical, after receiving request, the server returns acknowledgment with the same
message ID and the payload is included. In the event of a data loss, the client again uses
Exponential to reduce the delay.

CoAP CoAP
Client Server

CON [gxaf5] GET fight

- Confirmable Request
ACK [Oxal5] 2.05 Content "dight>..."

Piggy-backed Response

Figure 3. 1 CoAP Request Method [25]

CoAP CoAP
Client Server

CON [Ox1a] GET /humidity

2 CON [Ox1a] GET /humidity
timeout -

ACK [Ox1a] 2.05 Content "<humidity>..."

-

Figure 3. 2 Data Loss in Communication of CoAP [25]
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From the server side, we assume that the server needs to do a lot of processing to return to the
client. So, the server just sends the blank confirmation with the same message ID. Once the
result is achieved, the server separately sends the acknowledgment to the client with a new
return using the same token id [25]. Proxy and caching are highly essential points in CoAP.
When a client sends information to the CoAP server, the server returns the acknowledgment as
a normal process. However, if the client again contacts the server at a specified time through a
cache proxy, the acknowledgment is returned within that time interval. This time window is

set by the developers.

CoAP CoAP
Cli_ont Server
CON [0x1b] GET Aight Token: 0x31

ACK [Ox1b] | takes 100 much time

CON [0x823] 2.05 Content flight Token: 0x31 "<ight>..."

Night ready
ACK [0x823]

o
-

Figure 3. 3 Requests Response in COAP [25]

e — i -

CoAP Server Proxy HTTP Client

HTTP GET Night

CON GET Night -

ACK max-age=30s 2.05 Content "<light>{.."

200 OK "<light>..."

( cache ANight )

HTTP GET Night

cache fresh
200 OK "<light>..."

Figure 3. 4 The Process of Proxy and Caching in CoAP Protocol [25]
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3.2 User Datagram Protocol (UDP)

The TCP which forwards information to the server, server conveys the message to client as
soon as it is received. TCP also executes an error checksum. In UDP [26], the sender constantly
sends information to the receiver without ensuring that they are received for that purpose or
not. Example is live video streaming, which occurs in the event of loss if the next packet is sent
via UDP. The video transmission is blocked at this time but will be accurate in milliseconds.

3.3 Existing Scheme

The proposed model is based on the existing model. We look at the existing scheme 1st and
then the go forward to proposed “PBB-PMIP” scheme.

3.4 Proxy Mobile IPv6 CoAP

Proxy Mobile IPv6 (PMIPV6) is a mobility management protocol based on a network designed
by the IETF and defined in RFC 5213. Proxy Mobile IPv6 supports a proxy role of the network
game operator for the mobile node in IP reporting on mobility. Installation. The mobility
substances in the system follow the start of the mobility signal, the MN movement and the
configuration of the requested routing status. The most important functional units are the
Mobile Access Gateway (MAG) and the Local Mobility Anchor (LMA). MAG carries out
mobility management. The MAG exists on access link where the mobile node is anchored.
LMA maintains the reachability status of the mobile node and is the topological anchor of the
IP address of the mobile node. The Cisco Wireless LAN Controller (WLC) implements the
MAG feature. The key objective of this protocol is to provide mobility support for each IPv6
host in a region of the localized and topologically limited network without the host having to
participate in signaling on mobility. Significant PMIPv6 capabilities are supported by support
for unmodified IPv4 and IPv6 MNs, efficient use of wireless network resources, independent
interconnect technology, and improved crossover performance. The authors [11] proposed
approach to CoAP to reduce delayed transmission problems. Figure 3.5 illustrate the process
of “CoAP-PMIP” scheme.
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1. The sensor is connected to MAGa. So, MAGa sends the PBU to LMA, which registers
the IP address of the sensor and sends a confirmation PBA to MAGa (Steps 1, 2, 3).

2. If the Client now wants to convey a request for communication, Client sends his Binding
Query to his MAGc, and the MAGc sends a Binding Query to LMA. Since LMA has IP
address and other sensor values, it receives them and receives an Acknowledgment (Steps
4,5, 6).

3. Now let’s assume a new handover take place.

4. The first sensor is connected to new MAGg and sends its address to LMA for update so
that the new value is inserted into the LMA table after handover. After the update, LMA
sends the PBA back to MAGg (Steps 8, 9, 10).

5. If the Client now wants to communicate with the sensor, Client conveys a Binding
Acknowledgment query to the LMA with MAGc. LMA contains a new sensor device value

S0 it can now communicate (Step 11).

Sensor device MAG A MAG B LMA MAG C Client
Router Advertisement
And Salicitation Update Table LMA
< > 2. Proxy [Binding Update j\

3. Proxy Binding|Acknowledgement
K Look Up From Table 4 Binding Query
5.Binding Query <

6.Binding Query ACK

7. Data Message

A
vy

Sensor Moves Position From MAG A To MAG B

8.Router Advertisement Update Table LMA
And Solicitation s
9. Proxy Binding Update ./‘

>
>

Y

<
B

10. Proxy Binding ACK | | o0k Up From Table

B

11. Data Message

A

Y

Figure 3. 5 CoOAP-PMIPV6 [11]
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3.4.1 Internet Control Message Protocol ICMP

Routers used this protocol for sending error messages to client to show that the service is not

available.

3.4.2 Solicitation
A kind of message sent by the host to any router to ask those who want to see their presence

on the network.

3.4.3 Advertisement

A message type sent by the router to the host to indicate that it is available for routing.

3.4.4 Binding Cache Entry

Caching the LMA connection. An entry contains the MN ID fields, the MAG CoA proxy, and
the MN prefix.

3.4.5 Binding Cache

LMA managed cache with ECB.
3.4.6 Binding Update List

MAG managed cache containing information about connected MNSs.

3.4.7 Proxy Binding Update (PBU)

MAG sent PMIP packets to LMA to show a new MN. The PBU has the MN ID fields (e.g.,
MN MAC), the MAG address (Proxy CoA), and a transmission flag to indicate.

3.4.8 Proxy Binding Acknowledge (PBA)

Response to a PBU sent to the MAG by the LMA. The PBA contains the MN ID, the MAG
address, and the MN assigned prefix.

Merits: If the sensor moves and the handover takes place, this approach does not use the device
discovery procedure. So, the client can therefore perform additional works, and the handover

are easy to manage without wasting time.
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Introduction

Up to this section we have studied several 10T communication protocols and their uses in 10T.
Then we analyze different mobility systems for 10T groups for 10T networks. We have come
to a point where CoAP works fast and PMIPV6 is an improved mobility plan. We begin our
implementation by first combining the CoAP with the PMIPv6. This work has already been
done by the author, it was necessary to implement it first to carry out our research. In this
chapter, we will now discuss our proposed solution Partial bicasting that is how applied on the
PMIPv6 CoAP. The PMIPv6 was intended like a network-based mobility model. In [27] the
author considers bicasting for the Hanover, which can minimize the loss of packets on a mobile
node (MN) during the handover occur. This removes "timing ambiguities™ as to when to begin
conveying data to the new MN connection. If the bicasting feature is used to support PMIP
handover, the following issues still need to be resolved. First, Bicasting PMIP transmission is
wasting the resources of the wireless network by forwarding duplicate data. Next, bicasting

scheme may still incur data.

From the previous analysis, a new scheme has been proposed that is partial bicasting with
Buffering for PMIP handover (PBB-PMIP). In proposed strategy, the bicasting is performed
by having the PMIP tunnel in the partial network region between LMA and MAGnew. Data is
buffered in the new MAG to reduce data loss during handover. The proposed scheme can take
advantage of reduced data loss and handover delay as well as the efficient use of wireless

network resources compared to existing handover systems.

4.1 Proposed Scheme

Figure 4.1 shows PBB-PMIP handover with bicasting based for IoT. When MAGold receives
a link layer message from the Link-Detected, Then MAGold request to MAGnew to established
PMIP tunnel with LMA by sending an INIT message. MAGnhew sends a PBU to LMA, then
LMA transmits data packets to MAGold and MAGnew. These contain the transmission of
Handover INIT from the MAGold to the MAGnew, an exchange of PBU and PBA messages
between the MAGnew and the LMA. Thus, the bicasting transmission is performed in the
"partial” network area between LMA and MAGnew. Upon receipt of the PBA from the LMA,
the MAGnew begins to buffer data from the LMA and asks MAGold to terminate the bicasting
by sending a handover ACK message. MAGold will release the old PMIP tunnel by sending a

PBU message to the LMA. When the new connection is established, MAGnew transfers the
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buffered data packets to the Sensor-device. Thus, a normal data transfer between Sensor-

Device and LMA is performed.

CoAP-Sensor MAGold MAGnew LMA

DATA DATA (Tunnel)
-

— — e— — — — — — e —e— — — ’-
New Link Link-Layer signaling Information of MAGnew
Detected @@= ~="77"77"77==="==" ® Handover INIT PBU(Registration)
=
PBA(biscasting start)
Handover ACK DATA (Tunnel)
(bicasting stop) \
< Buffering
PBU(De-registration) -

PBA(biscasting stop)

Link-Layer establishment |-«

Link Up @@ =====ccccccccccccaocdocccncccccccaca-- =)
Forwarding of buffered
| data
DATA DATA (Tunnel)
fll— —— —— e —— — — e la— —— — —

Figure 4. 1 Proposed PBB-PMIP for lIoT

In “PBB-PMIP”” handover, in the partial region bicasting is performed between the LMA and
MAGnew so that the resources of the wireless interconnect network do not need to be used

during handover. data loss during handover can be reduced by using MAGnew buffering.

Protocol stack of our proposed partial bicasting scheme in Figure 4.2. In the application layer,
CoAP protocol is used which has low overhead and lightweight due to use of UDP, In the

transport layer, UDP is used to perform packet delivery.
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Application Layer Constrained Application Protocol (CoAP)

Transport Layer User Datagram Protocol (UDP)
Network Layer PMIPv6 and 6LoWPAN
Physical Layer IEEE 802.15.4

Figure 4. 2 Protocol stack of proposed PBB-PMIPv6 for IoT
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Introduction

Up to this chapter we have implemented Simple CoAP and then Partial Bicasting. We discussed
their advantages and disadvantages. We also looked at all the protocols and preview models
used for IoT. In this part we are discussing the simulation and performance analysis of these
simulations. Improved performance in the less time, less cost, less time consumed handover it
is our main goal. Different parameters have been used for simulation These serve essentially
as constant values on which the performance evaluation is performed. For development, we
use the multipoint network topology. This topology works much better for 10T devices, where
there are many sensors and data need to be transmitted in less time and energy. All nodes are
interconnected to exchange information. The usage of hub makes communication easier and

more reliable.

5.1 Simulation Analysis By NS-3

Simulation is implemented on NS3. NS3 is a network simulation for implementing various
protocols. NS3 is widely used due to its efficient simulation and the open platform that allows
any developer to implement all network-related work. Figure 5.1 illustrate the simulation

network model using ns3.

Duplex-link 50 Mbps
Delay: 0.1ms

Duplex-link 50 Mbps
Delay: 10ms

Duplex-link 50 Mbps
Delay: 10ms

Duplex-link 11 Mbps

Duplex-link 11 Mbps
Delay: 10ms

Delay: 10ms

lIoT Device

Figure 5. 1 Simulation Network Model
5.2 Simulation of CoAP-PMIPv6

Figure 5.2 illustrate the sensor node transmitting MAGa to MAGg to LMA to the Client. The

functionality of their communication is discussed in previous chapter. This simulation is
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located before the handover state. Figure 5.3 shows that the sensor position has changed. After

the

5.3

transmission handover occur, the sensor restarts the communication.
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0,2938 146%,2938 29382938
%
@ * — = -_— P e—
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H
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Figure 5. 2 CoAP-PMIPv6 before Handover (NetAnim View)
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Figure 5. 3 CoAP-PMIPv6 After Handover (NetAnim View)

Simulation of Proposed scheme

Figure 5.4 shows PBB-PMIP for I0T. Figure 5.4 illustrate the sensor device transmitting
MAGold to PB-LMA to MAGnew. The functionality of their communication is defined in

previous chapter. In PBB-PMIP handover, bicasting is performed in the “partial region”
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between the PB-LMA and the MAGnew so that the resources of the wireless interconnect

network do not need to be used during handover. Data loss during handover reduced by using

MAGnew buffering.

Animator = Stats
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0,22

MAGRew
45,22

MAGold PB-LMA

23,22

Figure 5. 4 NetAnim view of PBB-PMIP for loT

5.4 Results

To analysis the performance, we have compared the proposed PBB-PMIP scheme to existing

CoAP-PMIP scheme using the ns-3 simulator. To obtain information about the functioning of

a proposed scheme, it is important to perform a performance analysis of the existing scheme

and the proposed scheme. Table 5.1 shows the parameters we used in simulation.

Table 5. 1 Simulation Parameters

Link between MAGs and LMA

50 Mbps and delays 10 ms

Links between IoT device and MAGs

11 Mbps and delays 10 ms

Handover Occurs 205

Operating System Ubuntu 14.04 LTS
Simulation Software NS3.19
Animation Viewer NetAnim

Data Tracing and Graphs Plofting

Wireshark, MATLAE and Excel
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5.4.1 Data packet Traces

Figure 5.5 shows the results describing handover delays and packet losses for the two candidate
schemes. CoAP-PMIP and PBB-PMIP, it can be seen that transmission of CoAP-PMIP
compared to bicasting handover of PBB-PMIP results in significant packet loss and significant
handover delays. Proposed PBB-PMIP scheme produces significantly lower packet losses than
the current CoOAP-PMIP transmission. In fact, the proposed scheme uses the MAGnew buffer
to reduce data loss during transmission.

Data Packet Traces

e I T
s PIAPNVG
sy PR-PRIPVE
10} |

Number
T

0 »

Packet Sequence

101 102 103 104 103
Simulation Time (sec)

Figure 5. 5 Comparison of data packet trace during simulation

5.4.2 Handover

Figure 5.6 illustrate the handover delays of the two entrant schemes for distinct link switching
times. As the link switching time for all entrant schemes increase handover delay increases. It
should be noticed that proposed scheme offers less handover delays than CoAP-PMIP

handover. PBB-PMIP provide substantially similar handover delays for all link switching
times.
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5.4.3 Packet loss during Handover

Figure 5.7 shows number of packets lost during handover. The following figure shows that the
existing CoAP-PMIP scheme incur packet loss and increases the number of lost packets as the
link switching time increases. If the link switching time is relatively long the proposed scheme
is more efficient. In meantime, the PBB-PMIP scheme gives nearly no packet loss even if the
link-switching time increases. In fact, in the proposed technique, the data packets are buffered
in the MAGnew and then transmitted to the MN when attached to the MAGnew.
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Figure 5. 7 Comparison of lost packets during handover
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5.4.4 Throughput

It is stated by total number of packets sent with respect to time. As we can see from Figure 5.8
the exiting scheme shows poor throughput due to dysconnectivity of devices, after handover
every device has to connect with each other again for communication, but in our proposed
scheme presence of data tunnel between MAGnew and LMA throughput become increases.
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Figure 5. 8 Comparisons of Throughput vs Time

5.4.5 End to End Delay

Figure 5.9 shows end to end delay between entrant schemes. As Figure 5.9 shows at start there
is no difference in delay, both schemes show same position because there is no communication,
when handover occurs on 20.5 seconds the performance of existing scheme decreases due to
mobility, sensors become disconnected. After handover every sensor needs to be connected
again to continue communication. On the other hand, delay of proposed scheme increased at a

point but when it uses MAGnew the handover reduces.
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Figure 5. 9 Comparison of End to End delays
5.4.6 Energy Consumption

Energy utilizes by the devices called energy consumption, Figure shows consume energy of
different schemes during communication. As shown in Figure 5.10 we can see that PB-PMIPv6
is better than CoAP-PMIPv6, when handover occurs each sensor has to connect with each other
again, this process consumes a lot of energy, but in PB-PMIPV6 energy consume is less due to
presence of MAGnew, after handover there is no need to utilize network resources.
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Figure 5. 10 Comparison of Energy Consumed
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Conclusion & Future Works
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6.1 Conclusion

It is necessary to summarize everything at the end of this dissertation. This dissertation
presented a partial bicasting with buffering to improve performance of the PMIP handover. In
proposed scheme, in the partial region bicasting is performed between the LMA and MAGnew
and the data packets are buffered in the MAGnew during handover to reduce delay and packet
loss so that the resources of the wireless interconnect network do not need to be used during
handover. Packet loss during handover can be reduced by using MAGnew buffering.
Simulation results shows that the proposed handover scheme in terms of Handover delay,
packet loss during handover, End-to-End delay, Throughput, Energy consumption, Data packet
traces that the performance of proposed scheme is better as compared to the existing scheme.

6.2 Future Work

In future, we will implement the partial bicasting with buffering scheme (PBB-PMIPv6) for
group-based mobility management in 10T.
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