Modeling Cyber Attacks with Empirical Correlation

Author

Kamran Saeed
01-242171-009

Supervisor:
Dr. Muhammad Najam ul Islam
Co-Supervisor:

Dr. Mureed Hussain

This dissertation is submitted for the degree of

MS Computer Engineering

Department of Computer Engineering
Faculty of Engineering Sciences

Bahria University, Islamabad Campus, Pakistan

March, 2019



R\
@ ‘Q””

In the name of Allah, the Most Gracious, the Ever Merciful



oy,

Ll T
Bahria University
T -:EL‘—’_'_:'g,i—'( Discovering Knowledge
MS-13
Thesis Completion Certificate

Student's Name: _Kamran Saeed Registration No. 49954
Programme of Study: _"MS Computer Engineering

Thesis Title: “Modeling Cyber Attacks with Empirical Correlation”

It is to certify that the above student's thesis has been completed to my satisfaction and,
to my belief, its standard is appropriate for submission for Evaluation. I have also
conducted plagiarism test of this thesis using HEC prescribed software and found
similarity index at __08% hat is within the permissible limit set by the HEC for the
MS/MPhil degree thesis. [ have also found the thesis in a format recognized by the BU

for the MS/MPhil thesis.

Principal Supervisor’s Signature:

Date: Name: Dr. M. NAJAM UL ISLAM

Co-Supervisor’s Signature:

Date: Name: Dr. MUREED HUSSAIN




Bahria University
i x) - Discovering Knowledge

MS-14A
Author’s Declaration
[, __Kamran Saeed hereby state that my MS thesis titled

"Modeling Cyber Attacks with Empirical Correlation”

is my own work and has not been submitted previously by me for taking any
degree from this university Bahria University or anywhere else in the

country/world.

At any time if my statement is found to be incorrect even after my graduation,
the wuniversity has the right to withdraw/cancel my MS degree.

Author’s Signature:

Name of student: _ KAMRAN SAEED

Date:




Bahria University
T ,i—< Discovering Knowledge

MS-14B

Plagiarism Undertaking

I, solemnly declare that research work presented in the thesis titled
“Modeling Cyber Attacks with Empirical Correlation”

is solely my research work with no significant contribution from any other person.
Small contribution / help wherever taken has been duly acknowledged and that
complete thesis has been written by me.

| understand the zero tolerance policy of the HEC and Bahria University towards
plagiarism. Therefore | as an Author of the above titled thesis declare that no portion
of my thesis has been plagiarized and any material used as reference is properly
referred/cited.

| undertake that if 1 am found guilty of any formal plagiarism in the above titled thesis
even after award of MS degree, the university reserves the right to withdraw / revoke
my MS degree and that HEC and the University has the right to publish my name on
the HEC / University website on which names of students are placed who submitted
plagiarized thesis.

Student / Author’s Sign:
Name of the Student: KAMRAN SAEED

Vi



Abstract

Cyber-attacks have been on the rise especially after the explosive widespread of social
networking as it gives cyber criminals a way to break into other’s computers and
manipulate personal and sensitive data. Many different techniques have been used in
the past to minimize the occurrences of cyber-attacks. These techniques focused
primarily on attack modeling by analyzing the incoming traffic in order to look for
both malicious activity and attacker objectives. This research proposes a solution that
makes use of the attack tree modeling (ATM) along with the development of a
correlation engine that predicts coordinated attacks carried out on network servers.
The correlation engine uses network flow features i.e. control information about the
transmitting content and correlates them based on the previously learned labeling to
see if the content is malicious or not. The correlation engine can predict Distributed
Denial of Service (DDOS) and Brute-force attacks. These attack categories have been
separately modeled using the highest real-time traffic performance algorithm out of
Support Vector Machine (SVM), Gaussian Naive Bayes (GNB) and Random Forest
Regression (RFR) techniques. The correlation engine tests real-time data and along
with the prediction of attacks, it also updates the stored labeling based on system
administrator feedback. Once deployed, the correlation engine can be used in real-
time on any network or server to continuously monitor and detect zero-day attacks

that undermine the integrity of the network or its data.
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