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In this paper, a high speed redundant-signed-digit (RSD) based elliptic curve crypto-
graphic (ECC) processor for National Institute of Standards and Technology (NIST)
recommended prime P — 256 is proposed. The modular arithmetic components in the
proposed ECC processor are highly optimized at both circuit level and architectural
level. RSD arithmetic is adopted in the modular arithmetic components to avoid lengthy
carry propagation delay. A high speed modular multiplier is designed based on an effi-
cient segmentation and pipelining strategy. The clock cycle count is reduced as result
of the segmentation, whereas operating frequency and throughput are significantly in-
creased due to the pipelining. An optimized pipelined architecture for modular division
is also presented which is suitable for the design of ECC processor using projective co-
ordinates. The Joye’s double and add (DAA) algorithm based on (X,Y)-only common
Z (co-Z) coordinate is adopted at the system level for its regular and efficient behavior.
The proposed ECC processor is flexible and can be implemented using any FPGA family
or standard cell libraries. The proposed ECC processor executes a single elliptic curve
(EC) point multiplication (PM) operation in 0.47 ms at a maximum frequency of 327
MHz on Virtex-6 FPGA. The implementation results demonstrate that the proposed
ECC processor outperforms the other contemporary designs reported in the literature
in terms of speed and areaxtime metrics.
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