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Abstract

Transform-based techniques partially address challenges like robustness and the imperceptibility in image steganography.
Such approaches, however, increase the memory requirement and reduce the quality of the cover image and hiding capacity.
Moreover, the steganography is always coupled with cryptography to strengthen the confidentiality. This paper presents an
adaptive hybrid method for image steganography procedure based on bit reduction and pixel adjustment using the fuzzy
logic and integer wavelet transform technique. The fuzzy set theory provides powerful tools to represent and process human
knowledge in the form of fuzzy if-then rules that can resolve difficulties in image processing arising due to the uncertainty of
the data, tasks, and results. We apply a bit reduction algorithm to each byte of the data which are to hide in the cover image.
This decreases the memory usage and increases the capacity. The embedding of the input text into the cover image distorts the
cover image. Hence, to minimize the visual difference between the cover image and the text embedded image, an optimum
pixel adjustment algorithm is applied to the text embedded image. Simulation results demonstrate the effectiveness of our
proposed approach.

Keywords Steganography - Watermarking - Cryptography - Fuzzy logic - Integer wavelet transform - Optimum pixel
adjustment algorithm

1 Introduction
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Y Data have been of importance throughout all ages from

ancient kingdoms to modern-day countries and from small-
scale private institutions to large-scale commercial organi-
Imran Shafi zations; nobody can deny the threats faced due to unwanted
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apply passwords to hide data, but on a larger and profes-
sional scale, this is just not enough, and we have to apply
professional data hiding techniques such as watermarking,
cryptography and steganography. Steganography is the field
of science for hiding the secret information into text, image
or video in such a way that no one can make a guess of hid-
den information. It is a form of security through obscurity
(Simmons 1984; Wu and Hwang 2007).

The first recorded act of steganography is of Demaratus,
a Greek citizen who initially used this idea. At a time when
the Persians were planning an attack on Greece, Demaratus
came to know and warned Greece of the attack. To keep the
message out of the reach of prying eyes and unwary intercep-
tors, he came up with the idea of hiding the message within
a wax tablet. He scraped away all the wood from the tablet
until the wood was exposed. On it, he scraped his message
and covered it with wax again so that it looked like a nor-
mal wax tablet. His technique proved to be successful, and
the message reached Greece without the Persians noticing
it, and hence, the inevitable danger was combated, and the
Greeks defeated the invading Persian army. This was first
known the case of steganography, but since then, the com-
plexity of steganography has increased, and this technology
has advanced too quickly and is a topic of interest to a large
scientific community (Wu and Hwang 2007).

There are two techniques to protect the information, i.e.,
steganography and cryptography. Steganography hides the
information in the text, image or video and differs from
encryption where the cryptography scrambles the infor-
mation into the non-understandable information. Both the
steganography and cryptography are not perfect alone to
achieve the confidentiality, so the strength of steganography
lies in combining it with cryptography. It is the cover object
which determines which suitable steganographic techniques
should be followed. Various digital mediums that can be used
for steganography are described as under and are shown in
Fig. 1.

(a) Image Steganography Hiding the information in an
image by taking the image called cover image and
embedding into it is known as image steganography. It
is achieved by embedding the bits into pixels.

(b) Network Steganography Taking the network protocols
such as TCP, UDP, ICMP, IP as cover image is known as
network protocol steganography.

(c) Video Steganography Hiding the information in the video
is called video steganography. Itis the most complex type
of stangnograpghy, and intelligence can reveal from it
quickly.

(d) Audio Steganography Hiding the information in audio
files is called audio steganography. By the invent of VOIP
services it gained popularity.
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(e) Text Steganography Hiding the information in the text is
called text steganography. It is the most common type of
steganography in which some tabs, white spaces, capital
letters, are used to achieve information hiding.

Allin all, any file format, i.e., image, video or audio, can be
used to conceal data, but our main focus will remain in hiding
data in a digital image, as it is the most favorable hiding mode
for secret messages due to its high hiding capacity and good
distortion tolerance (Wu and Hwang 2007; Chen 2003).

In the image, steganography information is hidden into
a cover image which then makes a stego-image which is
sent to the receiving party. The receiving party extracts the
stego-image with or without key called stego-key. Image
steganography is shown in Fig. 2 without stego-key, in which
embedding algorithm requires a cover image with a message
for embedding. A stego-image is simply sent to extracting
algorithm as an output of embedding algorithm to reveal
the stego-image. Figure 3 shows image steganography with
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Fig.3 Image steganography with stego-key

stego-key, where extraction algorithm required a security key
generated by embedding algorithm for extraction procedure.

The stenographic techniques can be classified by either
the cover image or the other data hiding schemes. Further
data concealing or hiding can be achieved by the trans-
forms two methods, i.e., by domain techniques and spatial
domain techniques (Chan and Cheng 2004). Least-significant
bit encoding (LSB) is an example of the spatial domain
techniques, and it is the simplest steganographic technique
that embeds the bits of the message directly into the least-
significant bit plane of the cover image in a deterministic
sequence (Chen 2003). Due to the simplicity LSB embedding
is mostly used as it also allows high perceptual transparency.
It is also worth to mention that when we consider robust-
ness and tamper resistance, the detection becomes easy as
it provides easy manipulation of stego image. Addition-
ally, an attacker can easily remove the message (Chan and
Cheng 2004). Spatial domain techniques are broadly classi-
fied into PVD, EBE, RPE, pixel intensity-based, text-based,
histogram shifting-based, labeling or connectivity method,
mapping pixel to hidden data techniques (Changa et al. 2008;
Zayed 2005). Two issues such as robustness and the imper-
ceptibility of the spatial domain techniques are resolved by
the transformed techniques (Changa et al. 2008; Zayed 2005).
Fourier transform (FT), discrete wavelet transform (DWT),
and discrete cosine transform (DCT) are most commonly
used transforms (Lai and Chang 2006). However, the spa-
tial domain and the transform domain techniques have their
disadvantages.

This paper proposes a hybrid technique which adaptively
hides data in integer wavelet coefficients after image fuzzifi-
cation and employs an optimum pixel adjustment algorithm
to maintain visual quality of the stego-image along with a
bit reduction algorithm to increase the hiding capacity of

the stego-image. Bit reduction algorithm is applied to each
byte of the secret data which needs for embedding in the
image’s cover; this decreases the memory usage and even-
tually increases the hiding capacity of the cover image. The
embedding of the input text into the cover image may result
in the distorted image cover image. To minimize the visual
difference between the cover image and the text embedded
image, an optimum pixel adjustment algorithm is applied to
the text embedded image.

The rest of this paper is organized as follows. The review
of approaches for integer wavelet transform is performed
in Sect. 2. Section 3 describes the proposed approach. The
proposed schemed is validated through experimental results
and discussed in Sect. 4. The research work is concluded in
Sect. 5.

2 Background and literature survey

A famous mathematician Alfred Haar proposed Haar wavelet
in the year 1909 (Lai and Chang 2006; Lillo and Shih
2008). Later, the term wavelet in 1984 was used by the
Morlet and the physicist Alex Grossman. Before 1985, only
Yveseyer knew about the integer wavelet transform. Ingrid
Daubechies devised the concept of multi-resolution analy-
sis proposed by Stephane Mallat and Meyer in 1988 and
the same year, a mechanism for the compaction of orthogo-
nal wavelet systematical method. In 1989, Mallat proposed
the fast wavelet transform. The major reason behind using
the wavelet transform is that it allows for hiding data in
areas to which the human visual system (HVS) is less prone.
These include the HL, HH and LH bands. It can be shown
in Figs. 4 and 5. This maintains good visual quality of the
stego-image while maintaining a good level of robustness
also.

Integer wavelet

Transformation LL LH

Input Image

-
»

HL HH

Fig.4 Applying 2D integer wavelet transformation on 2D matrix

Fig.5 Applying 2D integer wavelet transformation on image
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LL LH

HL HH

(b)

Fig. 6 Original Lena image and how it decomposes using one level
integer wavelet transformation

The integer wavelet transform maps an integer data set
into another integer data set (Westfeld 2001; Tseng and
Chnag 2004). Now the question that arises is why the IWT
is preferred over other transforms such as DCT and DWT.
The answer lies in the coefficients which form the matrix
as a result of the operations of average and difference. The
coefficients which are formed as a consequence of these oper-
ations are floating point numbers. This is good for precision,
but the issue arises when data are hidden and transforms
like the inverse wavelet transforms are applied to the cover
image. Truncations of the floating point numbers result in
important information loss which is unwanted. Hence, we
use the integer wavelet transformation so that all opera-
tions are performed in integers, and hence, no such loss
occurs.

The integer wavelet transform can be mentioned regarding
averages and differences are given by the equations:

Dq,ny = 80,2041 — S00,2n) (D
S(l,n) = S(O,2n) + floor [(D(l,n)/Z)] . 2)

The first equation is used to calculate the differences, and sec-
ond equation is used for the calculations of the averages. The
averages are the low-frequency components of the image,
whereas the differences are showing the high-frequency com-
ponents of the cover image. The above equations can compute
an only 1D average or cover image’s differences. To fix this
issue and obtain the full transformation, we have to apply
these equations twice.

The inverse integer wavelet transform can be calculated
by the following equations:

S©0,2n) = S(1,n) — floor [(D(l,n)/Z)] . (3)
S©,2n4+1) = D(1,n) + S0,20) “)

Similarly like the integer wavelet transformation, the above
equations can compute only 1D inverse integer wavelet
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Fig. 7 a Original Lena image and b one level of 2D integer wavelet
transformation decomposition

(a) (b)

transformation of the transformed image; to obtain the full
inverse transformation, we have to apply these equations
twice (Figs. 6, 7).

3 The proposed adaptive steganographic
approach

The implemented system is an improved adaptive data hid-
ing scheme, by selecting the coefficient of the original image
of the wavelet of the original image by modifying the mes-
sage bits. The data which are going to be inserted in the
original cover image are first reduced by using the bit reduc-
tion algorithm so that more data can be expressed in fewer
bits which increase the hiding capacity of our system than
the previously implemented system. Before inserting data in
the cover image, an encoding technique is used to scramble
the text so that it is of no use for the intruder if he receives
it. After applying the encoding scheme, the secret text is
inserted in the coefficients of integer wavelet transformed
which are randomly selected. The hiding capacity of each
of these coefficients varies for hiding the message bits. In
our research work, we have modified the hiding capacity
functions used in earlier functions. Once we have inserted
the data, then we apply optimum pixel algorithm for the
sake of error reduction. There are four types of implementa-
tions:

(1) Good visualization and low hiding capacity

(2) Medium visualization and medium hiding capacity
(3) Ordinary hiding capacity and image visualization
(4) Low visualization and high bits hiding capacity.

The procedure which we adopt for steganography consists of
two phases

1. Embedding phase
2. Extraction phase.
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3.1 Embedding phase
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The embedding phase is divided into two portions “Text por-
tion’ and ‘Image portion.” In the above figure, the portion of

figure is ‘Text portion,

s

and that part to the left is ‘Image

portion.’

(1) Text Portion

(@)

(b)

(©

Step 1 The input data are converted to 8-bit binary
number Highlight all author and affiliation lines.
Step 2 Bit reduction algorithm is applied to the input
data to reduce the number of bits which are to be
inserted into the cover image. By doing this, we are
reducing the number of bits which we are going to
insert in the image.

Step 3 This step involves enhancing date security, and
for this, an encoding scheme is applied to the input
data

(2) Image Portion

(a)

(b)

(©

(d)
(e
®

Step 1 First step is the fuzzification of the cover image.
Before we can apply a fuzzy processing to an image,
itis necessary to map the original image into the fuzzy
domain. Since in some cases we are trying to repre-
sent a concept or characteristic of the image related
to the perception, we may call the new domain the
perception domain (Gupta et al. 1987).

Step 2 Reading the cover image pixel value informa-
tion in the 2D array to know the whole content of the
cover image.

Step 3 Checking the histogram of the cover image and
applying the histogram modification to avoid over-
flow and underflow in the cover image. The histogram
modification is the process of limiting the coefficient
value between 15 and 240. All the values of the coef-
ficient which are less than 15 are changed to 15, and
all those values which are greater than 240 are set
to 240. This is done to avoid the coefficient values
to exceed greater than 255 or to decrease less than 0
when data are inserted into the cover image.

Step 4 Dividing the cover image into 8 x 8 non-
overlapping blocks.

Step 5 Select Applying the Integer Wavelet Transfor-
mation on each 8 x 8 block.

Step 6 Calculating the hiding capacity of the cover
image (L). The “L” is the maximum number of bits
of the cover image which we can change.

@ Springer

k+3, ifCy>2kH3
[ k+2, if2kt2 <y < 2kH3
T k41, if2K <y < 2kt
k+1, ifCo<2kt!

where Cy is the value of each pixel. The ‘k’ is the
minimum number of bits that we can use in each
coefficient. The steganography system can be divided
into four different cases depending on the values of
L.

The cases are discussed as follows:

Case 1:

Case 2:

Case 3:

Case 4:

k = 1 for LH, HL HH and 2 bits for the LL-sub
band. The hiding capacity is low, and visual quality
is high for stego-image.

k = 2 for LH, HL, HH and 2 bits for the LL-sub
band. It is suitable for applications requiring aver-
age hiding capacity and average visual quality. As
compared with Case 1, using k = 2 increases the
hiding capacity of the image but deteriorates the
visual quality

k = 3 for LL, HL, HH and 2 bits for the LL-sub
band. It is suitable for applications which require
good hiding capacity and average visual quality.

k = 4 for LH, HL, HH and 0-bit for LL-sub band.
Regarding hiding capacity, Case 4 is considered the
best among all the cases of data embedding, but
regarding visual quality, it is considered the worst.
This case is suitable for low-quality stego-image but
more hiding capacity.

(g) Step 7 Each coefficient of the cover image is represented
as binary numbers, and some of the bits according to our
secret key are replaced with the text which is already in
binary numbers.

()

Step 8 In this step, the optimum pixel adjustment algo-

rithm is applied. The objective of the optimum pixel
adjustment (OPA) algorithm is to reduce the difference

ofe

rror between original coefficient value and the altered

coefficient value by checking the right next bit to the mod-
ified LSBs so that the resulted change will be minimal

(Ra

maiya et al. 2013a,b).
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The OPA (optimum pixel adjustment) algorithm is depen-
dent on the difference (¢;) between the original value
P;(x,y) and the modified value Pl./ (x,y) of selected
cover and the stego-image or modified image in which
text is inserted.

The difference (¢;) can be calculated by

¢ = Pl(x,y) = Pi(x,y) (&)

After calculating the difference (¢;), the algorithm modi-
fies the changed value (i.e., minimizing the error between
the original value and modified value) in the following
manner:

Case 1: —2F < ¢ < =2k~
If P/(x,y) <256—2*
Then Pi(x,y)" = P/(x,y) + 2¢
Else Pi(x,y)" = P/(x,y)

Case 2: — 2k-1 <¢ < k=1
Pi(x,y)" =Pi(x,y)

Case 3: 21 < <2k
It P/(x,y) =2
Then P;(x,y)* = P/(x,y) —2¢
Else P;(x,y)* = P/(xy)

Step 9 In this step, the inverse 2D-inverse integer wavelet
transformation is applied on each of the (8 x 8 pixels)
blocks.
Step 10 In the last step, image defuzzification is applied
on the image obtained in the above step to get the stego-
image.

3.2 Extraction phase

Reading the cover
image in iD Matrix

Dividing cover
image into 8x8 pixel

!

Applying integer
wavelet
transformation on
each 8x8 pixel

'

Representing each
binary coefficient
into binary numbers

'

Using the secret key
to extract the data
from the stego image

l

Applying the
decoding scheme on
the received text

l

Converting the
binary text into
readable text form
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(c) (@)

Fig.9 Cover images and their corresponding histograms. a Cover image, b histogram, ¢ cover image, d histogram
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(c)

(d)

Fig. 10 Output stego-images of Case I for embedding data and their corresponding histograms. a H.C. = 30%, b PNR = 45db, ¢ H.C. = 32%, d

PNR = 44db

(a) Step 1 Reading the cover image pixel value information
in the 2D array to know the whole content of the cover
image.

(b) Step 2 Dividing the cover image into 8 x 8 non-
overlapping blocks.

(c) Step 3 Applying the integer wavelet transformation on
each 8 x 8§ blocks.

(d) Step 4 Each coefficient of the stage image is represented
as binary numbers.

(e) Step 5 Using the same secret key as it was used in embed-
ding phase the text is extracted from the stage image.

(f) Step 6 In this step, the decoding algorithm is applied to
the received text to decode the original embedded text.

(g) Step 7 Inthe final step, the received text which is in binary
format is converted into readable text format.

4 Experimental results and discussion

To check the performance of proposed technique, the imple-
mented system is applied on two 512 x 512, 8-bit grayscale
images shown in the figure. Figure 8 shows the original cover
images and their histogram analysis

Two widely used concepts are mainly used for evaluation
of the proposed technique.

Imperceptibility/Stego-image quality

Imperceptibility determines the difference that exists in
the original cover. It can be noted that if we achieve the
high-quality stego-image, the visibility of the image is com-
promised. PSNR is used to determine the stage-image quality.

@ Springer
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(c)

(d)

Fig. 11 Stego-images are showing the output of Case II for insertion of data and their histograms accordingly. a H.C. = 35%, b PNR = 45db, ¢

H.C. =37%,d PNR = 44db

The PSNR, an image of size M x N, is calculated by

PSNR = 10logg (isz) ©)
MSE
And
1 M N )
MSE = (M > N) ;yﬂ (Px,y)—Px,») (D

The mean square error (MSE), P(x, y) used for value in
the cover image of the pixel value. P’(x,y) is used to
specify pixel value at position (x, y) in the stego-image. A
high PSNR shows the better image, and lower the PSNR,
the bad the image. Additionally, it has also been observed

@ Springer

that grayscale human visual system (HVS) is not able to
detect distortions in stego-images of more than 36 dB PSNR
(Grover and Mohapatra 2013; Wang et al. 2014)

4.1 Hiding capacity/payload

It shows the amount of data to hide in the cover image without
compromising the cover image quality. The hiding capacity
of the algorithm is not a mandatory feature of an algorithm
because it does not matter how much data an algorithm can
hide.

Figure 9 shows the resulting stego-images (by applying
case k = 1 for all subbands) in which a binary stream is
embedded in random order. The percentage of the cover
image size is measuring the hiding capacity (H.C.). The val-
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()

(d)

Fig. 12 Output of the stego-images of Case III after inserting data along with histograms. a H.C. = 40%, b PNR = 45db, ¢ H.C. = 42%, d

PNR = 44db

ues of hiding capacity vary from 20 to 60%. The PSNR ranges
from 37 to 50 dB for the stage images.

Histograms in Fig. 9 show the comparison of stego-image
with the Barb image. However, for the case of Baboon image,
there is significant change seen, but the visual quality is not
compromised.

Figures 10, 11 and 12 show the image results for Case 2
(k = 2 for all sub bands), Case 3 (k = 3 for all sub bands)
and Case 4 (k = 4 for all sub bands), respectively (Fig. 13).

5 Conclusion

There exist many techniques for hiding and detecting the
information, but no one is ideal in all situations. No scheme

guarantees the error detection for finding the secret informa-
tion (Wang et al. 2014). One of the reasons for this failure to
detect the information is that cover image has no information
about the stego information (Valenzise et al. 2013; Hou et al.
2012; Cao and Han 2012) (whereas, interested readers are
referred to Ahmad et al. (2016a,b) and Paul et al. (2016) for
more details.)

The proposed data hiding technique implemented in this
paper inserts the secret data into the image using the hybrid
fuzzy logic, and integer wavelet transformation is efficient
as it provides with lossless decomposition and perfect recon-
struction of the original image. Even when hidden data are
inserted into the cover image, yet the stego-image is visi-
bly very difficult to differentiate than the cover image. The
implemented system inserts the data in the random order by
using a private key known only to the sending and receiving

@ Springer
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(c)

(£

(d)

Fig. 13 Output of stego-images of Case IV after inserting data along with histograms. a H.C. = 45%, b PNR = 45db, ¢ H.C. = 47%, d

PNR = 44db

parties. The implemented scheme may be a preferred choice
for most applications due to its effectiveness.
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