Hindawi

Wireless Communications and Mobile Computing
Volume 2017, Article ID 9731806, 10 pages
https://doi.org/10.1155/2017/9731806

Research Article

WILEY

Hindawi

Semantic Interoperability in Heterogeneous IoT

Infrastructure for Healthcare

Sohail Jabbar,! Farhan Ullah,”> Shehzad Khalid,> Murad Khan,' and Kijun Han'

!School of Computer Science and Engineering, Kyungpook National University, Daegu, Republic of Korea
*Department of Computer Science, COMSATS Institute of Information Technology, Sahiwal, Pakistan
Department of Computer Engineering, Bahria University, Islamabad, Pakistan

Correspondence should be addressed to Kijun Han; kjhan@knu.ac.kr

Received 21 December 2016; Accepted 6 February 2017; Published 5 March 2017

Academic Editor: Yoshikazu Miyanaga

Copyright © 2017 Sohail Jabbar et al. This is an open access article distributed under the Creative Commons Attribution License,
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

Interoperability remains a significant burden to the developers of Internet of Things Systems. This is due to the fact that the
IoT devices are highly heterogeneous in terms of underlying communication protocols, data formats, and technologies. Secondly
due to lack of worldwide acceptable standards, interoperability tools remain limited. In this paper, we proposed an IoT based
Semantic Interoperability Model (IoT-SIM) to provide Semantic Interoperability among heterogeneous IoT devices in healthcare
domain. Physicians communicate their patients with heterogeneous IoT devices to monitor their current health status. Information
between physician and patient is semantically annotated and communicated in a meaningful way. A lightweight model for
semantic annotation of data using heterogeneous devices in IoT is proposed to provide annotations for data. Resource Description
Framework (RDF) is a semantic web framework that is used to relate things using triples to make it semantically meaningful. RDF
annotated patients’ data has made it semantically interoperable. SPARQL query is used to extract records from RDF graph. For
simulation of system, we used Tableau, Gruff-6.2.0, and Mysql tools.

1. Introduction

Internet of things (IoT) is a combination of spatially dis-
tributed smart objects which have sensing capabilities and
embedded identification through RFID technology. Specifi-
cally, the integration of sensors, RFID tags, and communicat-
ing technologies forms the underpinning of IoT. It addresses
the traceability, visibility, and controllability of smart objects.
It is a future vision through which digital and physical
objects can be interlinked and intercommunicated to provide
some domain specific services. IoT transforms real world
objects into smart objects which can sense the environmental
physical quantity and communicate it accordingly. RFID
technology is now widely used in tracking of people, objects,
and animals. Electronic Product Codes are encoded in RFID
tags which can be used to track smart objects in IoT [1, 2].
For storage of incoming data from these smart devices, Cloud
technology is one of the suitable options. There is a long list of
its applications like environmental monitoring [3], healthcare
service [4], inventory and production management [5], food

supply chain [6], transportation and logistics [7], smart
cities [8], smart homes [9], data collection through aerial
vehicles [10], firefighting system [11], social networks [12], and
VANETs [13] just to name a few.

In spite of its wide spread emergence, 10T is still in its
infant stage and has big room for research in variety of issues
like standards, scalability, heterogeneity of different devices,
common service description language, domain specific ser-
vice discovery, integration with existing IT systems, and so
forth. In IoT, one vital issue is interoperability among smart
objects that is the ability to interconnect and communicate
different vendors’ systems to form a cost effective and easy to
implement network. To promote enterprise interoperability,
C4ISR architecture working group (AWG) developed the
LISI (Levels of Information Systems Interoperability) app-
roach in 1997 [14]. The purpose of LISI model is to pro-
vide maturity model to US Department of Defense (DoD)
and to specify interoperability needs and selecting pragmatic
solutions for enterprise interoperability [15]. IoT industry is
working to migrate the interoperability standards to existing
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IP and Ethernet standards to work with existing infrastruc-
ture [16]. According to Cisco analysis, there will be 50 billion
connected devices [17]. The IoT Forums from worldwide are
working to develop a common model that can ensure intero-
perability among smart objects. Open Internet Consortium
(OIC) is currently focusing on the IoT interoperability
to define specifications, integration of billions of smart obj-
ects, and scalability issues (http://blogs.cisco.com/digital/iot-
meets-standards-driving-interoperability-and-adoption). Low
cost interoperability among smart objects is an important
factor for smart cities. Smart mesh backbone gateways
(WRT54GL by Linksys (http://www.linksys.com/us/support-
product?pid=01t80000003KOKkNAAW) and net5501 by Soe-
kris Engineering Inc. (http:/soekris.com/products/eol-pro-
ducts/net5501.html)) are developed for smart cities which
provide low cost interoperability. The Grid-Wise Architecture
Council (GWAC) mission is to enable interoperability among
the objects that interact with the electric power system.
The GWAC introduced a context setting framework which
identifies interoperability issues [1]. The solution of interoper-
ability will help the customers to continue working in mixed
environments in nearer future. It will solve the complexity
of an organization’s infrastructure, reduce the cost of build-
ings, and help in supporting heterogeneous infrastructure.
Energy aware algorithms will be required to ask from users
for routing their packets on wireless or IEEE 802.11 mesh
network. Thus, it will save the energy of smart objects [18].
Users with multiple vendors’ technologies from worldwide
bring scalability in IoT. It will increase the workflow efficiency
in any environment. It will connect objects from anywhere to
anywhere on different technologies.

A productive effort in developing widely accepted stan-
dards can smoothly lead to solving the interoperability
issue. The development of standards is for ease of plug and
play device interaction, reconfigurability, and information
exchange. All smart objects from multiple vendors should
operate on common standards. If we can integrate IoT with
existing IT infrastructure then it will solve many problems
like protocol, packet size, encryption/decryption algorithms,
and so forth. Operating smart objects to existing Internet
Protocol version 6 (IPv6) structure may be costly because
it is difficult to embed RJ45/WLAN port in every smart
object but IoT industry is currently working to migrate
the IoT standards to existing IPv6 and Ethernet standards
to ensure the interoperability with legacy protocols. IP for
Smart Objects (IPSO) (http://www.ipso-alliance.org) pro-
motes IPv6 as a unique identification for discovering, access-
ing, and communicating smart objects [15]. Secondly in case
of device roaming, a specific device identity is required and
not IP address. Therefore every device must need a unique
identification worldwide.

Collaboration among different vendors can also be a
workable effort towards solving interoperability issues. Ven-
dors should collaborate on these issues and develop a trans-
parent method for interoperability that can be implemented
in every domain. Collaboration is needed between enter-
prise modeling communities in developing business oriented
architecture and software engineering companies working on
IT oriented solutions [15]. Interoperability methods should
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not be domain specific. Interoperability can be solved if com-
municating smart objects are semantically interoperable [19].
Semantics brings what data is transferring. It gives the details
about structure of transferred data. IoT device’s semantics
details, interpretation, and exchange of information must
be developed in order to remove semantics conflicts in
interoperability. The meaning responding from a smart object
is fully interpretable as originally means by the smart object
[2, 20]. Strong infrastructure is needed for interoperability to
fit any device from multiple vendors. Consumer should feel
free to use any device from any vendor and vendor should
take care of consumer trust. Interoperability has a major
issue of global heterogeneity because IoT devices are highly
heterogeneous. A huge number of IoT devices from unknown
vendors have different configuration and installation meth-
ods. Devices from multiple vendors have different methods
for semantics and syntactic interoperability methods, so there
will be semantic and syntactic conflicts. It will be difficult to
add a new device in IoT network without resolving semantic
ambiguity. In healthcare domain it can provide high quality
care to patients when every device works in “interoperable
environment.” In healthcare industry it will automate the
hospitals that would monitor the patients by physicians
remotely. Physicians could get information about patients
quickly and advise them for treatment. It will provide fast
access to patients’ records from different IT storage systems
located anywhere.

In this research work, Resource Description Framework
is used to provide Semantic Interoperability among physi-
cians and patients using heterogeneous IoT devices. We
have analyzed dataset on proposed IoT based Semantic
Interoperability Model to provide interoperability in IoT
devices. Patients’ dataset semantically annotated to convert
it to RDF and SPARQL query is used to extract data of
any patient at any time. In proposed model medicines’
data of pharma companies stored on Cloud and Physicians
can access information due to semantics interoperability.
Collected data is transformed into linked data (RDF triples)
and SPARQL queries are applied to extract patient related
semantic information from that linked data. A similar work is
done by Malik et al. in [21]. A lightweight model for semantic
annotation of data using heterogeneous devices in IoT has
been proposed to make IoT devices interoperable. Commu-
nicating data between physician and patient is semantically
annotated which solve the issue of interoperability among IoT
devices.

This paper is further divided into 5 sections: Literature
Review, Proposed Scheme: IoT Based Semantic Interop-
erability Model (IoT-SIM), Semantic Annotations of Data
Using Heterogeneous IoT Devices, Experiments and Results,
and Conclusion and Future Work.

2. Literature Review

IoT devices from different vendors can be integrated in
healthcare environment to assist Physicians and patients
remotely. Physicians can monitor their patients anytime and
anywhere and can update prescription when needed. In
[22], the authors used Intelligent Personal Assistant (IPA)
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as software agent in IoT device for physician to give real
time information about the monitored patients. The AMBRO
mobile gateway collects information from different IPA
devices and then take action(s). It enabled interoperability
among different IPA devices. It uses only specific operating
system and does not integrate with any other operating
system such as iOS or windows phone. In order to com-
municate large number of smart devices with heterogeneous
capabilities, semantic web technologies are promising tools
for this purpose to share data and exchange their services
efficiently. In [23], the authors proposed a semantic model for
description of smart objects using ontologies and description
logics to enable Semantic Interoperability. This semantic
model still needs further empirical evaluation to enhance the
service classifications for Semantic Interoperability among
smart objects. To digitize agriculture domain, there is a need
to collect information about crop growth monitoring and
irrigation decisions support through smart objects.
Jayaraman et al. [24] described an OpenloT platform
used for digital agriculture use case (Phenonet). To enable
Semantic Interoperability, OpenloT platform used ontologies
to represent Phenonet domain concepts to collect smart
collection of information, annotation, and validation pro-
cesses. A scalable and intelligent IoT architecture is required
for future era to enable discovery of physical sensors and
their interoperation semantically and syntactically. A seman-
tic web enabled architecture is proposed by Desai et al.
[25] to provide interoperability among smart things. The
Semantic Gateway as Service (SGS) integrated semantic web
technologies to enable communication between protocols
such as XMPP, CoAP, and MQTT. The ontologies are used
for semantic reasoning to provide Semantic Interoperability
among communicating messages. Although there are differ-
ent approaches developed for semantic interoperability for
IoT devices, there is still lack of formal methodologies for
interoperability in technology and standard format of data.
Gyrard and Serrano [26] proposed SEG 3.0 methodology
to unify, federate, and provide Semantic Interoperability in
IoT domain. The SEG 3.0 emerged from ontology engineer-
ing and its main benefit to integrate heterogeneous data
collected from different smart things. The authors applied
SEG 3.0 methodology on three different use cases, in M3
framework to support developers to design semantic-based
IoT applications, the VITAL EU project for smart cities,
and the FIESTA-IoT EU project for Semantic Interoperabil-
ity. For satisfying level of performance among low-power
heterogeneous networks, there is a need of interoperability
protocols and standards. To bridge this gap, the authors in
[27] described features of different protocol stacks such as
Bluetooth, Bluetooth Low Energy, IEEE 802.15.4, ZigBee,
6LoWPAN, and IEEE 802.15.6. They proposed the designing
of generic protocol stack that communicates with multiple
radios and with different protocols simultaneously, regardless
of IP-based or non IP-based networks. Mingozzi et al. [28]
proposed a novel uniform platform designed to include
context-awareness functionalities and showed how such
functions can be exploited to automate search and selection
of things through natural language. It is shown that context
can be used on things services to extract knowledge through

semantic reasoning in smart homes. Today's smart phones
have vast connectivity and sensing capabilities for serving
body area networks and physiologic sensors. To enable
interoperability between Machine-to-Machine (M2M) and
IoT, common standards are the driving needs. In this context,
a design of ETSI M2M gateway integrated with libraries is
proposed by Pereira et al. [29]. This is to ease the deployment
of IoT applications with reduced development costs. Its
performance is shown by measuring the smartphone’s CPU
and memory usage and battery life. In [30], authors proposed
an architecture for data processing in IoT Cloud environment
that supports semantics interoperability. Google Cloud and
Microsoft Azure were used as multi-Cloud environment with
OpenloT architecture. Another IoT concept for digitizing the
factory is proposed in [31]. Data communicates from hetero-
geneous IT environment to ensure data consistency. Author
suggestion is the integration of IoT and PLM platforms using
semantic web technologies and Open Services for Lifecycle
Collaboration (OSLC) standard on tool interoperability.

3. Proposed Scheme: IoT Based Semantic
Interoperability Model

In our proposed model we focused on tracking and monitor-
ing of human diseases with respect to prescribed medicine
in healthcare domain. User Interface (UI), Semantic Inter-
operability (SI), and Cloud Services (CS) are three major
constituents of [oT-SIM. In User Interface, doctor and patient
interact with each other with the help of IoT devices. Doctor
can monitor and prescribe patients remotely anywhere,
anytime, and without any constraint of specific vendors’
device. Semantic Interoperability directly interacts with User
Interface section. Interoperability among IoT devices from
different vendors is a big issue. Semantic Interoperability is
the exchange of information with meaningful and under-
standable meanings. It includes semantics in data by adding
self-described information packages. Semantic Interoperabil-
ity is used to ensure that IoT devices from different vendors
are interoperable. IoT devices take data from UI and then
add semantic annotations from semantic section to make it
meaningful with shared vocabulary. Data analytics is a data
science technique which draws meaningful conclusions from
raw data. It brings cost reduction and better and fast decision
making. Data analytics technique is applied on collected data
from IoT devices. Then, it underwent semantic annotations
to make it more meaningful and cost effective. The proposed
architectural model for semantic interoperability in IoT is
shown in Figure 1.

3.1. Semantic Annotations of Data Using Heterogeneous IoT
Devices. 10T devices are communicating through sensors.
Every device has sensor network API which is used to filter
data according to the domain. Then this filtered data is sent
to sensors web service through which sensors are com-
municating with the whole world. To provide web services
using heterogenous IoT devices Sensor Web Enablement
framework has been used. SWE used to discover, access, and
use IoT devices. These keywords are tokens which represent
healthcare data related to human diseases. Then dataset is
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FIGURE 1: Architectural model for Semantic Interoperability in IoT.

moved to sematic interoperability section where every token
is categorized in specific domain of hum diseases. Every token
with its description is sent to diseases classification section. In
this section human disease is classified to show which patient
has which type of disease. A lightweight model for semantic
annotation of data using heterogeneous devices in IoT that
is depicted in Figure 2 represents this operational flow from
data collection to classification of patients according to their
diseases.

On identification of disease, system can automatically
suggest medicine for it. If prescribed medicine from doctor
to patient is matched with identified disease then it is
correct medicine otherwise doctor prescribed the wrong
medicine. Storage attached with Intelligent Health Cloud
stores information about correct or wrong medicine with
doctors’ and patients identification. Classified diseases in
different categories according to healthcare domain are sent
to Tagging section where diseases are semantically annotated
automatically or manually through Resource Description
Framework. RDF is a standard metadata model that uses

URIs (Uniform Resource Identifier) to relate things seman-
tically. The same is also shown in Figure 2.

4. Experiments and Results

We have analyzed our experiments on Heart Disease Dataset
(Heart Disease Dataset from Center for Machine Learn-
ing and Intelligent Systems: https://archive.ics.uci.edu/ml/
datasets/Heart+Disease). This dataset is collected from Uni-
versity Hospital, Zurich, Switzerland (switzerland.data). The
principal investigator responsible for the data collection is
VA Medical Center, Long Beach and Cleveland Clinic Foun-
dation, Robert Detrano, M.D., Ph.D. The dataset contains
123 patients with different types of heart diseases. Dataset
is plotted graphically with detailed information as shown in
Figure 3. This graph shows that dataset consists of patient
Id, age, sex, and disease type. For sex attribute, 1 denotes
male and 0 denotes female while for all other attributes,
1 denotes yes and 0 denotes not. There are 14 different
attributes used for a patient in a database. Dig attribute
describes Digitalis used during exercise and its value is 1 or 0.
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FIGURE 4: Accumulated heart diagnostic measurements.

All attributes are plotted horizontally and its corresponding
weighted value is plotted vertically. Mostly patients are 60
to 65 years of age as shown in age attribute. In graph
Tpeakbps has highest value meaning that almost all heart
patients have blood pressure disease as well. Some attributes
are negative in the graph. It intuits that these attributes are
not used during experiment as shown in Figure 3. We used
Tableau tool (http://www.tableau.com/products/desktop) to
plot patients’ accumulated graph against their diseases. The
patients identified by their Ids are plotted at x-axis and
accumulated values of their diseases are plotted at x-axis.
Patients’ attributes are used for data collected from IoT or
non-IoT devices as shown in Figure 3.

Accumulated heart diagnostic measurements of dataset
are plotted as shown in Figure 4. Figure 4 is the complete
reflection of dataset using accumulated measurements of
attributes in dataset which showed that the collected dataset
is fully correct and validate. There are different colors used
to identify diseases. Many attributes are negative of 4006 Id
patient which shows that mostly diseases are not analyzed
during experiment of this patient. Tpeakbps value shows
in a graph almost all patients’ diagnosis blood pressure
disease as well. Some patients like 3014, 4006, and 4063
have Tpeakbps value in negative shows that blood pressure
is not analyzed during experiment. Patients with 4023 and
4056 have diagnosis of many diseases and have almost the
same number of diseases. Cigs defines cigarettes per day
and its value is negative means that it is not considered
during experiment. The names and social security numbers
of the patients were recently removed from the database,
replaced with dummy values. In this paper we have simulated

our proposed IoT-SIM to provide Semantic Interoperability
among heterogeneous IoT devices through RDF to make it
readable by machine and human. In [32], RDF is graphical
database which assign Universal Resource Identifier (URI)
for identification. Further author used ontologies to identify
the same entity with different meanings. We annotated
semantically all the data to make triples which shows rela-
tionship among every instance. Every instance in triples is
identified by some URI and every instance relates with other
instances using some semantic relation.

In Figure 5 the RDF graph is simulated from patients’
database in Gruff-6.2.0 tool (http://franz.com/agraph/gruft/
release-history.lhtml). Every attribute has specific color for its
identification. Info is a table which relates with every instance
semantically and all Info nodes in RDF graph relate to only
one Info table. All fields are semantically annotated using
RDEF triples, which shows the relation of every instance with
other related instances. Patients’ records against diagnostics
diseases are semantically readable by machine to ensure
interoperability among heterogeneous IoT devices. In [33],
SPARQL, a structural query language proposed by W3C, is
designed for querying RDF data. Since SPARQL queries can
be represented as query graphs, a SPARQL query can be
answered by performing the graph pattern matching over
RDF graphs. Figure 5’s different visible chunks are shown in
Figure 6 which shows single node RDF graph interaction with
other node. A single node interaction with different attributes
in dataset using RDF graph is shown in Figure 6. All detailed
information of all patients is semantically annotated using
RDF graph to provide matching of information semantically
ignoring the vendors” hardware details. Further to validated
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FIGURE 5: RDF graph for Semantic Interoperability in IoT.
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FIGURE 6: RDF graph chunks for Semantic Interoperability in IoT.
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our experiment, we extracted records of different patients
from RDF graph using SPARQL query in a text format.

The SPARQL query has been used to extract all patients
records from RDF graph as RDF is semantically machine
readable. We can also extract information of any patient using
SPARQL query.

select ?varl ?var2 ?predicateVar

where

{

?varl ?predicateVar ?var2.
}

The visible chunks of simulated graph in Figure 5 are shown
in Figure 6.

The attributes/legends of patients’ database in RDF graph
are shown in Figure 6(f). Every attribute has different color
to identify in RDF graph. For example, age attribute/legend
has light green color which shows every patient’s age in RDF
graph. These legends describe attributes in dataset which
relates with patients’ nodes in terms of semantically annotat-
ing.

5. Conclusion and Future Work

In this paper, we have proposed an IoT-SIM model for Sem-
antic Interoperability among heterogeneous IoT devices in
healthcare domain. The main goal of this model is to provide
interoperability among heterogenous IoT devices by using
semantically annotated. Physicians monitor their patients
remotely anywhere, anytime, and without any constraint of
specific vendors” device. RDF is used to present patients’ raw
data into useful information. Physicians prescribed patients
against the diagnosis diseases using IoT device; then this
information is semantically annotated using RDE. Further
lightweight model for semantic annotation of data using
heterogeneous devices in IoT has been proposed which
is describing the communication among heterogenous IoT
devices. To provide web services, sensors’ devices communi-
cated using SWE framework with other devices. To solve the
issue of interoperability among heterogeneous IoT devices,
collected dataset has been mapped to RDF graph database.
The communicated data is being analyzed and annotated
in terms of semantics. Annotated information is then sent
to Intelligent Health Cloud where prescribed medicines
match from pharmaceutical companies, then prescribed
information with medicine details is sent to patient [oT. RDF
graph represents patients’ diseases database in triples which
is semantically readable using SPARQL query. Physicians
can query from his IoT device any time about the current
situation of the patient from database remotely. End users do
not care for time, distance, and hardware.

Our proposed model can be enhanced in future to
provide syntactic interoperability among heterogeneous IoT
devices. Syntactic interoperability provides the syntactic
structure of the exchanged information. Next security is a hot
issue in interoperability among heterogeneous IoT devices.
It must be critical aspect for the solution of interoperability.

The syntactic interoperability and security issues will be
investigated in the future of this work.
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