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Abstract—Flexible hardware implementations of cryptographic
algorithms in the real time applications have been frequently
proposed. This paper classifies the state-of-the-art research
practices through a Systematic Literature Review (SLR) process.
The selected researches have been classified into three design
categories: crypto processor, crypto coprocessor and multicore
crypto processor. Subsequently, comparative analysis in terms of
flexibility, throughput and area is presented. It facilitates the
researchers and designers of the domain to select an appropriate
design approach for a particular algorithm and/or application.
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1. INTRODUCTION

Efficient flexible hardware architectures/engines are
frequently used to implement the cryptographic algorithms [1
— 51]. For example, a crypto processor [1 — 29] is a
programmable hardware, with a dedicated instruction set. In
crypto coprocessors [30 — 41], a hardware module is attached
with the host processor, such that the attached hardware
module can be controlled by using the host processor.
Similarly, multiple cores are coupled in a multi core
processors design to perform cryptographic operations
efficiently [42 — 51]. The objective of this Systematic
Literature Review (SLR) is to identify the latest research
practices where flexible architectures have been used for
cryptographic algorithms. Consequently, the following
research questions (RQs) have been developed for this SLR:

RQ 1: What important cryptographic algorithms have been
reported recently for flexible implementation?

RQ2: What are the implementation details of selected
algorithms in RQ 1?

RQ 3: What are the challenges and consequently the emerging
trends for the flexible crypto engines?

The researchers are selected through a systematic
methodology, described in Section 2. The selected researches
are categorized into three types: symmetric algorithms,
asymmetric algorithms and combined (symmetric as well as
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asymmetric) algorithms A comprehensive analysis of the
selected researches is performed and the results are described
in Section 3 and Section 4. The answers of all research
questions are provided in Section 5. Finally, Section 6
concludes this paper.

2. METHODOLOGY

Systematic Literature Review (SLR) [62] is used to carry
out this research. This section integrates the two major stages
of SLR: 1) classification of selected researches and 2)
development of review protocol.

A. Classification of Selected Researches

We have defined three categories in order to organize and
classify the selected researches.

e Crypto processor is a programmable hardware, with a
dedicated instruction set, and consists of main memory,
arithmetic logical unit and a control unit.

e Crypto coprocessor is a technique where a hardware
module is attached with the host processor such that the
attached hardware module cannot be programmed, but
can be controlled by using the host processor.

e  Multicore crypto processor considers the parallel
architecture for cryptographic computations using several
cores. The benefits of multi core systems are parallel
speedup and programmability.

B.  Research Protocol

The developed review protocol for this SLR consists of:
selection and rejection criterion, search process and data
extraction/synthesis. The details are given in the following:

o Selection and _ rejection _ criteria  defines the
rules/parameters for the selection and rejection of the
research works. The key elements of the criterion is given
below:

» Select the research work provided that it must be
published in IEEE [58], ACM [59], SPRINGER [60]
and ELSEVIER [61], during 2008-2015.



» Select the research work provided that a flexible
hardware solution is proposed for cryptographic
algorithm.

> Select the research work only if the target
implementation platform is either FPGA or CMOS.

® Search process selects the research works as per given
criterion. To conduct the search process, we have used
multiple search terms. The details of these search terms as
well as their corresponding results in different selected
scientific data bases [58 — 61] are provided at [63].

e Data extraction and synthesis is required to extract and
synthesize the relevant data, required to get the answers of
research questions, described in Section 1 of this paper. It
allows to fist classify the results in different categories.
Based on the classification, a performance comparison is
made between different alternatives.

3. CLASSIFICATION RESULTS

We have selected 51 researches [1 — 51] and classified them
into three categories: symmetric, asymmetric and combined.
The brief description of the identified algorithms in the
selected researches can be viewed at [63].

A. Symmetric Algorithms

The selected researches for symmetric algorithms are
further classified according to the design type and a particular
symmetric algorithm.

e For crypto processor design type, high speed
implementations of AES (Advanced Encryption Standard)
algorithm are proposed in [1], [4] and [5]. The
performance analysis of stream ciphers, used in several
telecommunication protocols, is presented in [2].
Furthermore, a highly flexible solution is obtained in [3]
by combining multiple symmetric block ciphers, stream
ciphers and hash functions.

e For crypto coprocessor design type, AES algorithm is
implemented in [32], [33] and [35]. The parameterized
approach of [32] allows to perform a tradeoff between
throughput and area. The use of parallel AES pipelines at
low frequency reduces the power consumption in [33] and
[35]. A highly flexible solution, providing a common
implementation for supporting different cryptographic
operations, is presented in [31].

e For multicore crypto processor design type, the
implementation of AES has been observed for modern
application like software defined radios [42] and high
speed network applications [43].

B.  Asymmetric Algorithms

It has been observed that most of the selected researches in
the category of asymmetric algorithms target Elliptic Curve
Point Multiplication (ECPM) layer of the ECC (Elliptic curve

cryptography) with different algorithms: Double and Add [8],
[13], [14], [19], [24], [36], [45], [47], Montgomery[10], [11],
[18], [21], Lopez Dahab [17], [20], [23], [38], [46], Non
Adjacent Form (NAF) [6], Addition and Subtraction [9] and
Montgomery ladder [37]. Furthermore, there are some
researches where more than one asymmetric algorithm has
been targeted. For example, Double and Add algorithm is
combined with RSA (Rivest Shamir Adleman) algorithm in
[12], [25] and [44].

C. Combined Algorithms

AES symmetric algorithm is frequently combined with
asymmetric algorithms and hash functions for multiple
objectives according to the requirements of the target
application. The examples are:

e RFID (Radio Frequency Identification) application in [26]
requires encryption/decryption, key establishment and
message authentication. Consequently, AES, ECDSA
(Elliptic Curve Digital Signature Algorithm) and SHA-1
(hash function) are used.

e In order to provide a high throughput-to-area ratio,
combined algorithms have been targeted in [27 — 29].

e For multicore architectures, the work in [48] implements
AES and RSA on an ultra-low powered multi-core
processor with 144 tiny cores. Similarly, a configurable
IPSec (Internet Protocol Security) processor is proposed
in [49], [50] and [51] for high performance network
security applications. The IPSec protocol processing (AH
and ESP) and crypto algorithms (AES and HMAC-SHA-
1) are integrated such that the number of the protocol
processing cores and cryptographic algorithms cores can
be configured for different performance applications.

4. COMPARATIVE ANALYSIS

The main objective of this section is to provide enough
details to compare performance in the most objective way
possible. The comparison will be made in all those situation
where a common hardware platform is used for the same
algorithm and same key length.

A.  Symmetric Algorithms

The implementation details for symmetric algorithms are
provided according to the design type.

e For crypto processor implementations, a comparison can
be made among [1], [4] and [5] for their FPGA
implementation results. The area used in [1] is minimum
as compared to [4] and [5]. On the other hand, all the
three solutions [1], [4] and [5] provide the same results
for the ratio of throughput and frequency. Furthermore,
the better frequency in [1] entails to a shorter critical path
through the use of 2-slow retiming technique in as
compared to the parallel sub-pipeline architecture
proposed in [4].



B.

For crypto coprocessor implementations, block cipher
algorithms are implemented in [32], [33] and [35]. Work
in [33] and [35] can be compared as they have used AES
with 128 bit key length over FPGA. By applying a 5-stage
pipelined technique, the throughout achieved in [33] is
higher as compared to [35]. As far as the area is
concerned, we have observed the same throughput per
unit slice for both the cases. However, the frequency used
in [33] is better which may be due to the implementation
on Virtex-6 device as compared to the work in [35] where
a relatively slower Virtex-5 device is used. The work in
[32] provides the variable key lengths (128, 192 and 564).
The overhead of this flexibility for 128 bit key solution,
as compared to the work in [33], in terms of area is almost
4 times whereas the throughput is almost half even at the
doubled frequency.

For multi core crypto processor implementations, the
work in [42] and [43] implements the AES algorithm with
multiple key lengths. It has been observed that the area in
[42] is 3 times less as compared to [43]. Moreover, the
work in [42], also reported higher throughput and
frequency when uses Virtex-4 as compared to [43] where
Virtex-2 is used.

Asymmetric Algorithms

In order to perform a comparative analysis for asymmetric

algorithms, we have to organize the selected researches on the
basis of targeted algorithms.

For example, Double and Add is published in [8], [12],
[13], [14], [19], [24], [25], [36], [44], [45], and [47].
Among these, [12], [25] and [44] also implement RSA
along with Double and Add.

Similarly, Lopez and Dahab implementations are
available in [17], [20], [23], [38] and [46].

Montgomery algorithm implementations are published in
[10], [11], [18], [21] and [37] whereas Montgomery with
NAF is described in [22].

Remaining papers ie. [6], [9], [15], [16], [7] and [39] are
focused on other individual algorithms.

Once the researches are segregated on the basis of

algorithms, it is required to compare the researches with the
same key length and similar hardware implementation
platform, as given in the following.

In double and add algorithm category, [14], [19] and [36]
are comparable, first of all, due to the same key length of
163 bits. Secondly, Startix-II and Viretex-4 FPGAs are
used for implementation whose respective ALMs and
slices have the same hardware complexity. @~ When
comparing throughputs, [14] takes minimum time.
However, if we take the product of time and area as a
metric of comparison, the work in [19] outperforms [14]
by 25% less area-time product. Whereas the solution in

[36] has 5 times more area-time product as compared to
[19] in order to achieve the additional flexibility in terms
of key length. Another comparison can be made for
flexibility aspect between [13] and [36] which provide the
flexibility through programmability and dynamic
reconfiguration respectively. For 163 bit key length,
solution in [13] outperforms [36] by achieving less
processing time at less hardware cost. Individual result
comparison for 192 and 224 bit key lengths can be made
for [8] and [24] where 0.13 um technology is used. The
area-time product of both of these implementations are
very close to each other for both 192 and 224 bit key
lengths. Rest of the papers in this category cannot be
directly compared due to the difference in key sizes
and/or use of implementation technology i.e. FPGA and
CMOS implementation e.g. algorithms to be implemented
are same in [12], [22], [25] and [44] are same but
supported key lengths and implementation technologies
are different.

Among different Lopez and Dahab implementations, [23],
[38] and [46] can be compared because of the similar key
length and the same target FPGA device. The area used
in [46] is in the middle of the three whereas it achieves
highest frequency. Consequently, in terms of the area-
time product of [23], [38] and [46], the solution in [46]
outperforms the rest.

For Montgomery algorithm implementations, it is difficult
to find the candidates for a balanced comparison due to
the use of different FPGA devices.

Finally, it is also not possible to compare architectures
presented in [6], [9], [15], [16], [7] and [39] due to
difference in algorithms under consideration and key
lengths.

Combined Algorithms

The unified implementation of symmetric as well

asymmetric algorithms are presented in [26 — 29], [40 - 41]
and [48 — 51] for crypto processor, coprocessor and multi core
crypto processors design types respectively. As different
unified architecture target different algorithms, it is not
possible to compare the performance of different unified

architectures.

However, it is important to highlight the

motivation behind each unified implementation.

For the crypto processor category, area comparison can be
made between [27] and [29]. The work in [27] uses
almost the same resources as that of [29] but provides
more algorithmic support and variations in key length.
Achieved frequency is almost same in both the cases.

For crypto coprocessor design type, the work in [40]
targets separate cores for each algorithm such that the
required algorithm can be mapped on FPGA as per
requirements.



e For multi crypto processor category, the work in [50]
have proposed implementation of two protocol processing
schemes ie. AH (Authentication Header) and ESP
(Encapsulating Security Payload) along with support for
AES and HMAC-SHA-1. Similar to [50], the work in [51]
targets the same application and the results show the
suitability of the proposed architecture for gate way
applications

5. ANSWERS OF RESEARCH QUESTIONS

This section provides the answers to the research questions
based on the results described in the previous sections of this
paper (Section 3 and Section 4).

RQ 1: What important cryptographic algorithms have been
reported recently for flexible implementation?

Answer: It can be concluded that:

e AES is the most commonly used symmetric algorithm
over the last few years for high speed applications.
However, new applications, such as wireless
communications and network security, require to support
multiple algorithms on one chip.

e In case of asymmetric cryptography, elliptic curve point
multiplication (ECPM) is frequently implemented.
Consequently, we have identified 6 algorithms for ECPM.
Furthermore, 3 algorithms have been identified for the
protocol layer of ECC. It has been observed that ECC has
been used for area efficient high throughput design.
However, the use of ECC in the resource constrained (low
area as well as low power) applications is emerging.

RQ2: What are the implementation details of selected
algorithms in RQ 1?

Answer: The implementation details for symmetric,
asymmetric and combined categories are Section 4. The
emphasis is to provide enough details so that a fair comparison
can be made in different design categories (crypto processor,
crypto coprocessor and multi core crypto processor).

RQ 3: What are the challenges and consequently the emerging
trends for the flexible crypto engines?

Answer: Selected researches in this paper highlight a number
of challenges. Consequently, the solutions proposed in the
selected researches have led to the emergence of new trends.
Here we summarize our observations:

e For symmetric algorithms, flexible hardware development
of AES algorithm has been a high priority and several
techniques have been proposed for its implementation [1],

(4], [3].

e For asymmetric algorithms, ECC is the leading technique
in this category. The most time consuming operation in
ECC protocols is the ECPM. Thus, it can be observed that
much of the research in the current literature optimizes
the ECPM operation [13], [19].

e In many applications, the high-speed performance is
required to be achieved within a restricted area
performance. The work presented in [14], [18] and [32]
are the typical examples of this trend.

e In addition to higher throughput and lower area
optimizations, another trend is the development of
reconfigurable crypto chips providing side channel attacks
(SCA) resistance [11], [12], [16], [17], [24], [30], [37].
The side channel attacks can extract the secret key by
sampling the execution time or power consumption or
electromagnetic radiation during the encryption process
and then performing statistical analysis, without
destroying the device.

e It has been observed that all the selected researches
providing security features [11], [12], [16], [17], [24],
[30], [37] are related to the side channel attack
countermeasures. However, in [57] it has been argued
that the security threats must be considered at all levels of
abstraction such as algorithmic level, software level,
microarchitecture level, logic level, and physical level.
Architectural robustness can be significantly improved if
security aspects are taken into account at all steps in the
design process.

e While the area optimized designs have been proposed
without countermeasures as well as with counter
measures, power optimization is equally important for
symmetric [33] as well as symmetric algorithms [21]
cryptography.

e The need of supporting multiple cryptographic algorithms
on a single chip is increasing. Therefore, the development
of a unified architecture, capable of executing multiple
algorithms at the same time, is emerging day by day. It
allows to optimize the area resources while slightly
compromising on speed and throughput.

e It is critical to increase the performance of a
cryptographic platform/engine in many challenging and
emerging applications like Software Defined Radio
(SDR), cloud computing, network servers and cellular
sites. Therefore, the inherit benefits of multicore
architectures (such as parallel speedup, programmability,
and low power density) have been exploited rather than to
increase the complexity of a single core. .

6. CONCLUSIONS

The objective of this paper is to provide a comparative
analysis of flexible cryptographic implementations. The
selected researches, obtained through a systematic literature
review process, have been classified into three design
categories: crypto processors, crypto coprocessors and
multicore crypto processors. In addition to the flexibility and
higher throughput, the selected researches are classified
according to three additional design constraints: area, power
and security. Implementation parameters have been presented
and analyzed to compare performance in the most objective



way possible. Finally, the selected researches in this paper
highlight a number of challenges leading to the emergence of
new trends.
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