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Abstract

Reliable access to water is a fundamental requirement for households and busi-
nesses, particularly in urban areas where municipal water supply is irregular
or insufficient. In many such localities, residents depend on water tankers and
overhead storage tanks. Traditional processes for ordering water are manual: cus-
tomers typically place orders via phone calls or messaging apps, track deliveries
informally, and monitor tank levels by guesswork. This results in uncertainty,
service delays, and inefficient resource utilization. This final year project presents
Urban Waterz, an IoT-enabled water tank monitoring and tanker dispatch sys-
tem. Urban Waterz integrates four main subsystems: An ESP32 IoT node with
ultrasonic and DHT sensors monitors tank level and environmental conditions.
A Node.js/Express backend with MongoDB and Socket.IO handles storage and
real-time communication. An Expo React Native app provides role-based inter-
faces for customers and drivers, while a React web app offers admin dashboards
for user, order, and driver management, along with system analytics. Sensor
readings from the IoT node are sent securely to AWS IoT Core using MQTT.
The backend subscribes to these messages, applies a calibration-based formula to
compute the water tank level as a percentage, and stores the result in a dedicated
IoT data collection. Customers can view real-time tank level and historical usage
trends, and can place orders for large or small tankers and water bottles through
the mobile application. Admins use a web dashboard to manage customers,
drivers, and orders, with features such as driver assignment, driver queues, user
blocking, and statistics. Drivers receive assigned orders, update statuses, and
share their location via the driver app. Socket.IO ensures that order status, driver
status, and driver location updates propagate in real time to all stakeholders. The
project demonstrates how a full stack architecture can unify physical sensing
and logistical operations into one coherent platform. The system has been de-
signed with a modular architecture using well-structured models and services,
making it extensible for future features such as payment integration, predictive
analytics, and multi-tenant support. The evaluation indicates that Urban Waterz
improves visibility, coordination, and user experience compared to traditional
manual systems, and provides a solid foundation for real deployments in urban
water management.
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“When a man says I cannot, he has made a suggestion to himself. He has
weakened his power of accomplishing that which otherwise would have been
accomplished”

Muhammad Ali
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Chapter 1

Introduction

Water scarcity, inconsistent municipal supply, and increasing reliance on water
tankers have created significant challenges for households, businesses, and tanker
service providers in metropolitan areas. Most users depend on overhead or
underground tanks for daily storage, yet tank levels are often estimated manually,
leading to unexpected shortages, inefficiencies, and mismanagement. At the
same time, tanker suppliers struggle with uncoordinated orders, unclear demand
patterns, and limited visibility into driver availability and performance.

Urban Waterz is an integrated loT-enabled water monitoring and dispatch
management system designed to address these challenges. By combining real-
time IoT tank monitoring with an end-to-end tanker ordering and delivery work-
flow, Urban Waterz enhances operational transparency, reduces inefficiencies,
and improves the user experience across customers, drivers, and administrators.
Leveraging ESP32-based IoT nodes [1], cloud communication, a unified back-
end, and dedicated mobile and web applications, the system creates a seamless,

data-driven approach to water management.

1.1 Problem Statement

In many urban locations, homes and businesses often face sudden water short-
ages because tank levels are not accurately monitored. People frequently guess
tank levels by looking inside the tank or based on routine usage. This leads
to situations where water finishes unexpectedly, especially during peak hours.

When this happens, users urgently attempt to order a tanker—usually by calling
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suppliers or sending WhatsApp messages—resulting in delays, confusion, or
missed deliveries.

On the supplier side, dispatchers lack proper visibility into incoming orders,
driver availability, or delivery progress. Drivers receive instructions informally
and without proper tracking, leading to inefficiencies and customer dissatisfaction.
The absence of real-time communication and historical data further complicates
planning and optimization.

To address these challenges, the proposed solution is a unified [oT-Based Water
Tank Monitoring and Tanker Dispatch System. This system integrates real-time
tank level monitoring with automated order handling, driver coordination, and
administrative visibility, providing a complete digital solution from measurement

to delivery.

1.2 Stake Holders

* Homeowners and businesses relying on water tanks
* Water tanker drivers

» Water tanker service providers

* [oT hardware providers

» Software development and support teams

* Administrative authorities using the system

* Organizations handling billing and taxation

* Cloud and infrastructure service providers
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1.3 Project Objectives

The primary objective of the Urban Waterz system is to design and implement
an IoT-enabled platform that ensures uninterrupted water availability through
real-time monitoring and structured delivery management. The system focuses
on eliminating common issues such as sudden water depletion, order mismanage-
ment, driver delays, and manual payment inefficiencies.

More specifically, Urban Waterz aims to:

* Provide accurate, real-time monitoring of water tank levels using an ESP32

10T module.

* Enable customers to place tanker and bottle orders through a mobile appli-

cation.
* Streamline order handling through a managed order lifecycle.

* Allow administrators to assign drivers, monitor deliveries, and track system

status.
* Provide real-time updates and communication using Socket.IO [2].

* Improve reliability, transparency, and efficiency for both customers and

service providers.

1.4 Scope

This project focuses on developing a fully functional IoT-based water manage-

ment system with the following core components:

* A physical IoT node (ESP32 with ultrasonic and DHT sensors) installed on

a test water tank.
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* A backend integrating AWS IoT Core [3] and MongoDB to handle device

data, orders, users, and drivers.

* A mobile application for customers and drivers with separate interfaces for

ordering, tracking, and navigation.

* A web-based admin dashboard for managing drivers, viewing IoT data, and

monitoring system performance.

» Real-time data synchronization across all platforms using Socket.1O.

Future enhancements such as payment gateway integration, large-scale de-
ployment, Al-based demand forecasting, and route optimization are outside the

scope of the current implementation but may be explored in future work.
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Review of Literature

This chapter presents a comprehensive review of existing literature and technolo-
gies relevant to the Urban Waterz system. The review is organized into distinct
areas that correspond to the core components and functionalities of the project:
IoT-based monitoring systems, on-demand delivery and dispatch platforms, and
integrated systems that combine both sensing and service delivery.

The primary objective of this literature review is to establish the context and
rationale for Urban Waterz by examining prior work in water tank monitoring,
delivery logistics, and hybrid IoT-service platforms. By analyzing the strengths
and limitations of existing solutions, this chapter identifies the gaps that Urban
Waterz addresses—specifically, the lack of unified systems that integrate real-time
tank monitoring with tanker dispatch operations.

Section 2.1 explores IoT-based monitoring systems, focusing on sensor tech-
nologies, microcontroller platforms, and cloud integration methods commonly
used for water level measurement. Section 2.2 examines on-demand delivery and
dispatch systems, drawing parallels from ride-hailing and food delivery applica-
tions to understand user role management, order lifecycle patterns, and real-time
tracking mechanisms. Section 2.3 discusses emerging integrated loT-service plat-
forms that combine physical sensing with operational decision-making. Finally,
Section 2.4 provides a comparative analysis that positions Urban Waterz relative
to existing solutions, highlighting its unique contributions to the domain of urban

water management.
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2.1 IoT-Based Monitoring Systems

IoT (Internet of Things) technologies are widely used for sensing and monitoring
environmental variables such as temperature, humidity, distance, and fluid levels
in storage systems. Commonly used components include DHT sensors for
temperature and humidity, ultrasonic sensors for distance measurement, and
microcontrollers such as Arduino Uno, ESP8266, and ESP32 [4].

Most existing water tank monitoring systems use ultrasonic sensors mounted
at the top of a tank to measure water depth and send data to a cloud server or dash-
board. These systems typically focus on sensing and visualization, with limited
emphasis on user accounts, multi-role functionality, or operational integration.

Key characteristics of typical IoT monitoring solutions include:

* Focus on sensing and data display rather than operational workflows.
* Minimal features for user management or role-based access.

* No integration with downstream services such as ordering or dispatch.

Urban Waterz builds on these sensing principles but connects tank-level
monitoring to real-world operations such as placing orders, dispatching drivers,

and managing deliveries.

2.1.1 On-Demand Delivery and Dispatch Systems

On-demand delivery platforms follow standardized patterns that enable efficient
service fulfillment through structured workflows, role separation, and real-time

coordination between stakeholders.

2.1.1.1 Multiple User Roles

Most delivery platforms operate using a role-based access control model that
assigns specific functions and permissions to each type of user such as customers,

drivers, and administrators.
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e Consumer (Customer)
* Driver or service provider

* Admin / dispatcher

2.1.1.2 Order Lifecycle

Orders in delivery platforms move through a well-defined set of states that reflect

progress from request to fulfillment.
* Request
* Assign/ Accept
* In progress

* Completed / Cancelled

2.1.1.3 Driver State Management

Drivers operate in different states so that the system can correctly track their

availability and assign deliveries efficiently.
* Available
* Busy

e Offline

2.1.1.4 Real-Time Communication

Live updates ensure that customers and administrators remain informed through-

out the delivery process.

e Customers track driver movement.

* Drivers receive instant task updates.



Review of Literature 8

2.2 Integrated IoT + Service Platforms

Several modern systems combine [oT data with service workflows to create
responsive, intelligent platforms.

Examples include:
Smart logistics and cold chain systems

* Sensors track temperature inside delivery trucks.

 Alerts generated when thresholds are exceeded.

 Data used for quality control and routing decisions.

These examples demonstrate how IoT measurements influence operational

decisions. Urban Waterz follows a similar principle by using tank-level data to:

* Notify customers when water levels drop (e.g., below 30
* Help administrators forecast demand.

* Identify high-usage customers based on data patterns.

2.3 Comparison with Existing Systems

This section provides a comparative analysis of the proposed system with existing
solutions in the domain of water monitoring and delivery management. The
comparison highlights functional limitations in existing systems and demonstrates

how the proposed solution addresses these gaps.

2.3.1 Basic Tank Monitor

Basic tank monitoring systems are primarily designed to display the real-time

water level of storage tanks using simple sensors. While these systems are
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effective for monitoring purposes, they lack integration with water delivery
services. They do not support order placement, delivery tracking, or role-based
user access. Additionally, such systems do not provide administrative dashboards
or data analytics capabilities. As a result, users must rely on external means to

arrange water deliveries, making the overall process inefficient and fragmented.

2.3.2 Generic Delivery Application

Generic delivery applications focus on managing orders and deliveries, often
supporting multiple user roles such as customers and drivers. These applications
typically provide features such as order placement and real-time driver tracking.
However, they are not specifically designed for water management scenarios
and do not integrate tank-level data into their operations. Consequently, delivery
decisions are not automated based on actual water availability, and administrative
control varies depending on implementation. The lack of integration with IoT-

based tank monitoring limits their effectiveness in water resource management.

2.3.3 Urban Water (This Project)

The proposed Urban Water system overcomes the limitations of existing solu-
tions by integrating real-time tank level monitoring with an intelligent water
delivery management platform. It supports multiple user roles, including cus-
tomers, drivers, and administrators, each with clearly defined functionalities. The
system enables automated order placement based on tank levels, real-time driver
tracking, comprehensive administrative dashboards, and IoT data visualization.
Furthermore, the modular and extensible design allows future enhancements
without major system restructuring, making it a robust and scalable solution for
urban water management.

Urban Waterz stands out by combining real-time IoT tank monitoring with a

structured water delivery and dispatch system in a single integrated platform.
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Table 1: Comparison with Related Work

Feature Basic Tank | Generic De- | Urban Waterz
Monitor livery App (This Project)

Real-time tank level | v/ X Ve

Orders / deliveries X v v

Multiple user roles X v 4

Real-time driver | X v v

tracking

Admin dashboards Limited Varies v

Tank level linked to | x X v

operations

Extensible modular | Varies Varies v

design

10
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Requirement Specifications

This chapter presents the requirement specifications that form the foundation
of the Urban Waterz system. As Urban Waterz integrates loT-based water tank
monitoring with an on-demand water tanker dispatch and delivery platform,
defining clear requirements is essential for ensuring consistent behavior across
all system components. The requirements outlined here are based on real-world
user needs, analysis of existing service gaps, and observations from traditional
water-ordering and monitoring practices.

The chapter begins by explaining the goals and roles of all interacting Cus-
tomers, Drivers, and Administrators. It then details the functional requirements
that describe the core operations of the system, including real-time monitoring,
order lifecycle management, driver assignment, and communication flows. Non-
functional requirements related to performance, security, usability, scalability,
and maintainability are also addressed to ensure the system performs reliably in

real deployment environments.

11
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3.1 Use-Case Modelling and Storyboarding

This section expands on the short descriptions given earlier and adds storyboards

and event—response tables.

View Tank Level

— Place Order
G&D——) Track Order
— Cancel Order

Register [ Login

7

Driver: View Order

Driwer Driver: Update
Status

Driver: Ssend
Location

Admin: Manage

Users

Admin: Assi
min sign

Driver
—®

Admin: View IoT
Data

Admin: View
Statistics

Figure 3.1: Use Case Model



3.1 Use-Case Modelling and Storyboarding

3.1.1 Event-Response Table (Extended)

Table 2: Event—Response Table

Event Source System Response

Sensor reading with dis- | ESP32 firmware IoT  subscriber  computes

tance published tankLevel, creates loTData
record, updates latestData.

Customer taps “Refresh | Mobile app App calls /iot/latest and

Data” on tank tab /iot/all, updates chart, alerts,
and usage estimations.

New order created Customer Backend stores order, emits
new—-order to admin-room,
returns order details to client.

Admin assigns order to | Admin dashboard Backend updates

driver Order.driver and
driver queue; emits
order-assignment and
queue updates.

Driver completes order Driver app Backend updates order status to
delivered, recalculates driver
status and queue, emits events.

Admin blocks user Admin dashboard Backend updates
User.status to blocked,
records reason/timestamp, denies
future logins.

Blocked user attempts lo- | Mobile/web app Backend rejects with HTTP 401

gin and “User is blocked” message.

Driver updates GPS loca- | Driver app Backend updates

tion User.location and emits

driver—-location—-update
to admin and customer.

13
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3.1.2 Screens Overview

This section outlines the primary user interfaces for each type of user in the
system. Each interface is designed to ensure usability, clarity, and access to

relevant functions based on role.

3.1.2.1 Customer Screens

Customer interfaces focus on monitoring water levels, placing orders, and track-

ing deliveries.
* Login / Sign-up Screen
* Home Dashboard
* Tank Monitoring Screen
* Order Creation Screen

e Orders List and Order Details

3.1.2.2 Driver Screens

Driver interfaces prioritize navigation, delivery updates, and earnings overview.
* Login Screen
* Dashboard
* Order Details Screen

* Earnings Screen

3.1.2.3 Admin (Web) Screens
Admin dashboards support system-wide monitoring and control.

* Login Page
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e Main Dashboard

* User Management Page

* Order Management Page

* Driver Management Page

* [oT Monitoring Page

3.2 Functional Requirements

3.3 Functional Requirements

The system shall provide the following functional capabilities:

10.

I1.

. Allow new users to register with type: customer, driver, or admin.

Authenticate users using email/password and issue JWT.

. Provide endpoints for users to view and update their profile information.
. Allow users to change password.

. List all available product types and their prices.

Customers can create orders specifying items, address, notes, and payment
method.

. Customers can view their orders and detailed information.

Drivers and admins can list all orders, filterable by status or driver.
Support allowed order status transitions only.
Customers can cancel orders when pending, confirmed, or preparing.

Admins can assign orders to drivers.
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12. Maintain a driver queue for each driver.

13. Admins can reorder driver queues and remove orders.

14. Drivers can see current order and queue; mark orders delivered.
15. Drivers can set status to free, busy, or offline with validation.

16. Driver app sends GPS updates, saved and broadcast in real time.
17. IoT firmware sends sensor readings to backend via AWS IoT Core.
18. Compute tankLevel from sensor distance and calibration.

19. Store 10T readings in the database with timestamps.

20. Clients can retrieve latest and historical IoT readings (paginated).
21. Admins can set tank calibration parameters.

22. Admin APIs for listing, searching, and viewing users.

23. Admins can block/unblock users with reason.

24. Admins can change user types with validation.

25. Provide statistics of users by type/status and orders by status.

26. Generate notifications for key events; APIs to view and mark read.

27. Drivers can create support tickets and track their status.

3.4 Non-Functional Requirements

The system shall satisfy the following non-functional requirements:

* Security: Passwords hashed with strong algorithm (bcrypt).

» Security: JWT tokens signed with secret, expire after configurable time.
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* Security: Socket.IO validates JWT, rejects blocked users.
* Performance: Support concurrent connections without significant delay.
* Performance: Endpoints support pagination for large datasets.

* Reliability: Backend uses robust error handling (global middleware, process-

level handlers).
 Usability: Mobile/web Uls intuitive, responsive, with visual cues.

* Maintainability: Backend structured into models, services, controllers,

routes.
* Portability: Mobile app runs on Android/iOS (React Native + Expo).
* Scalability: Architecture extensible to multiple IoT nodes/admin dash-
boards.
3.4.1 Assumptions and Constraints

This section identifies operating conditions that the system expects and highlights

practical limitations that may affect deployment or performance.

3.4.1.1 Assumptions

The system operates on the premise that users and devices follow expected

operating environments.

» Users have smartphones and active internet connections.
* JoT devices are installed correctly.
* AWS IoT Core is properly configured.

* MongoDB and Node.js are available.
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3.4.1.2 Constraints

These limitations define boundaries within which the system must realistically

operate.

* JoT hardware has limited power and memory.
* Network connectivity may be unstable.
* AWS free tier limitations.

* Academic time constraints restrict feature expansion.



Chapter 4

System Overview

Urban Waterz is designed with a multi-layered architecture integrating IoT de-

vices for real-time water tank monitoring and order management.

4.1 Architectural Design

4.1.1 High-Level Architecture

The Urban Waterz system 1s designed as a layered architecture where each layer
performs a specialized role in enabling monitoring, communication, and service

execution.

4.1.1.1 IoT Device Layer

This layer is responsible for sensing water levels and environmental data.
* ESP32 microcontroller
* Ultrasonic sensor

e DHT sensor

4.1.1.2 Cloud Integration Layer

This layer ensures secure communication between devices and backend services.
* AWS IoT Core
* MQTT protocol

e Device certificates

19
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4.1.1.3 Application Backend

Handles data processing, business logic, and API services.
* Node.js and Express
* Socket.IO

* MongoDB

4.1.14 Client Layer

Provides interfaces for different users.

* Mobile App (Customer / Driver)

* Web Dashboard (Admin)

4.1.2 Architecture Diagram

Client Layer Cloud Integration Layer | v

Ultrasonic Sensor

AWS IoT Core (MQTT Broker) I

Admin Web App I

Driver Mobile App |

| Customer Mobile App |

—

v Backend L,

v
Express REST API | AWS IoT Subscriber Service |

Socket.IO Server

!
—

Figure 4.1: High-Level Architecture of Urban Waterz

4.2 Data Design

4.2.1 Logical Data Model

The logical data model defines how information entities are structured and related

within the database.
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4.2.1.1 User

The user entity represents any individual interacting with the system and stores

authentication and profile-related data.

* userType (customer, driver, admin)
* Name, email, password, phone number

* Status and timestamps

4.2.1.2 Order

The order entity records all information related to water deliveries.
* Order ID and references
* Items and pricing
* Delivery address

* Order and payment status

4.2.2 ER Diagram

USER
string | id
CUSTOMER DRIVER CALIBRATION
string | name
string | fullName string | driverStatus float | tank_depth
string | email
string | address string | vehicleInfo float | tank_full_distance
string | userType
string | status
places delivers calibrates
ORDER IOTDATA
string | id float | temperature
string | orderNumber float | humidity
string | status float | distance
float totalAmount float | tankLevel

Figure 4.2: Entity-Relationship Diagram of Urban Waterz
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4.3 Domain Model

The domain model captures conceptual entities and their relationships:

* Person / User: Human interacting with the system; attributes include name,

email, and authentication credentials.

* Customer: User type with extended address info, places orders and moni-

tors tank level.

* Driver: User type fulfilling orders, maintaining vehicle info and order

queue.

* Admin: User with full access, manages other users and system operations.

* Order: Represents contract between customer and service, including items,

delivery, and cost.

* Tank: Physical container storing water; state represented by Calibration +
IoTData.

* Sensor Reading: Each IoTData entry is a snapshot of tank state at a

particular time.
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Calibration

+tank_depth
+tank_full_distance

Admin

User
+name
+email
+userType
+status

Driver
Customer
+driverStatus
+address +orderQueue
+location
Order
+orderNumber
+items
+status
+totalAmount

IoTData

+temperature
+humidity
+distance
+tankLevel

Figure 4.3: Domain Model of Urban Waterz
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4.4 Design Models and Diagrams

4.4.1 Use-Case Model

This model identifies the actions each user role can perform within the system.
* Customer: Register, View Tank Level, Place Order, Track Order
* Driver: View Orders, Update Status, Update Location, View Earnings

* Admin: Manage Users, Assign Drivers, View Reports

4.4.2 Sequence Diagram — Order Assignment

Customer Mobile App Backend API Admin Dashboard Driver App

Place Order

\4

POST /orders

\4

Emit new-order event

>

Assign Driver (PUT)

A

Emit order-assigned event

v

Update status (ouf_for_delivery)

A

Emit stafjus update

Complete delivery

A

Emit deliV|ered event

<
h I

Customer Mobile App Backend API Admin Dashboard Driver App

Figure 4.4: Sequence Diagram for Order Assignment

4.4.3 Activity Diagram — Customer Refill Flow

This activity flow captures the steps a customer follows to initiate and complete a

refill request.

* View tank status.
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e Decide to order if level is low.

¢ Place order.
* Order assignment.

* Delivery and confirmation.

25
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Open App

'

View Tank Level

I

Tank < Threshold?

Yes No
Show 'Order Refill' Normal Navigation

I

Select Product

!

Confirm Order

!

Order Created

I

Driver Assigned

I

Delivery In Progress

!

Delivered

Figure 4.5: Activity Diagram — Customer Refill Flow



Chapter 5

System Implementation

The implementation of the Urban Waterz system spans multiple components
working together to deliver a complete IoT-enabled water tank monitoring and
tanker dispatch platform. This zero section provides an introductory overview
of the technologies, layers, and architectural structure implemented throughout
Chapter 5.

The Urban Waterz system follows a modular architecture consisting of four

major layers:

* Firmware Layer (ESP32) — Responsible for acquiring water tank data
through ultrasonic and DHT sensors, formatting it into JSON, and transmit-
ting it securely to AWS IoT Core over MQTT.

* Backend Layer (Node.js/Express + MongoDB) — Handles authentica-
tion, order lifecycle management, driver queueing, IoT data ingestion, and

exposes REST APIs as well as real-time communication via Socket.IO.

* Mobile Application Layer (Expo React Native) — Provides separate flows
for customers and drivers, enabling tank-level monitoring, order placement,

live driver tracking, and driver delivery operations.

* Web Application Layer (React + Tailwind) — An admin-oriented dash-
board offering system-wide visibility over users, drivers, orders, IoT data,

and operational analytics.

27
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5.1 Technology Stack

The system uses modern development tools selected for scalability, reliability,

and performance.
* Firmware:

— PlatformIO (ESP32), C++
— Libraries: WiFiManager, PubSubClient, ArduinoJson, DHT sensor
library
* Backend:

— Node.js, Express

— MongoDB, Mongoose

- Socket.IO

— AWS IoT SDK, bcrypt, JSON Web Token (JWT)

* Mobile App:

— React Native [5], Expo

— Expo Router for navigation
— Axios for HTTP requests

— Socket.IO client

— react-native-maps for location visualization
* Web App:

— React, React Router
— Tailwind CSS
— Axios

— (Optional) Socket.IO client
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5.2 Firmware Implementation

The firmware enables data collection and secure communication between the loT

device and the cloud.
5.2.1 Setup and Configuration

* platformio.ini specifies:

— Board: esp32doit-devkit-vl
— Framework: arduino
— Monitor baud rate

— Library dependencies
* config.h defines:

— Sensor pins (DHT, ultrasonic, soil moisture)
— MQTT topics (AWS_IOT_PUBLISH_TOPIC,AWS_IOT_SUBSCRIBE_TOPIC)

— Time zone
* secrets.h contains:

— WiFi SSID & password
— AWS IoT endpoint

— Device certificate and private key

5.2.2 Main Loop Logic

The firmware follows a non-blocking loop structure to maintain stable network

and sensor operations. High-level algorithm:

1. Initialization:
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e Start serial communication

» Connect to Wi-Fi using WiFiManager

e Connect to AWS IoT using connectAWS
* Initialize sensors using initSensor

* Synchronize time using NTPConnect
2. Loop:

e Maintain MQTT connection (clientLoop ())
e Attempt reconnection if disconnected
* Every 5 seconds:

— Read sensor values (distance, optionally temperature/humidity)

— Build JSON message with humidity, temperature, distance, times-

tamp

— Publish JSON to AWS _IOT PUBLISH TOPIC
3. Debug:

* Print values to serial for logging

Note: The firmware is resilient to short connectivity issues and continuously

attempts reconnection.

5.3 Backend Implementation

5.3.1 Server Entry and App Setup

The backend application initializes all required services and connections during

startup.

®* server. js:
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— Loads environment variables (dotenv)

— Connects to MongoDB

— Starts Express app on specified port

— Attaches Socket.IO server to HTTP server

— Initializes AWS loT subscriber

* app. js:
— Configures CORS
— Parses JSON and URL-encoded bodies

— Mounts routes: /api/auth, /api/orders, /api/admin/users, /api/drivers,

/api/iot, /api/calibration, /api/driver
— Defines /api/health endpoint

— Global error handler for exceptions

5.3.2 Models

* User schema: Common fields plus customer and driver-specific fields,

pre-save password hashing, comparePassword method

* Order schema: Items array with type, quantity, unitPrice, totalPrice, vali-

dation, pre-save hooks to compute totals and timestamps

* JoTData schema: humidity, temperature, distance, tankLevel, timestamp,

receivedAt
 Calibration schema: tank_depth, tank_full_distance, created At

* EarningsRecord, Notification, SupportTicket: Support driver earnings,

notifications, and support flows



System Implementation 32

5.3.3 Services

* AuthService: Handles registration/login, JWT issuance, credential verifica-

tion

* OrderService: createOrder, getOrderByld, getOrdersByCustomer, getAl-

10rders, updateOrderStatus, cancelOrder, assignDriver, emits socket events

* DriverService: updateDriverProfile, getAllDrivers, getDriverByld, up-
dateDriverStatus, assignOrderToDriver, completeCurrentOrder, reorder-
DriverQueue, removeOrderFromQueue, updateDriverLocation, getDriver-

Statistics

» UserManagementService: getAllUsers, getUserByld, updateUser, block/unblock,
changeUserType, deleteUser, getUserStatistics, searchUsers

» ToTDataService: processloTData, getLatestData, getAllData

* SocketService: Manages Socket.IO server, room management, and event

emission

5.3.4 Controllers and Routes

* Auth Routes: POST /register, POST /login, GET /profile, PUT /profile,
PUT /change-password

* Orders Routes: GET /products, POST /, GET /my-orders, GET /:orderld,
PUT /:orderld/status, PUT /:orderld/cancel, PUT /:orderld/assign-driver,
GET /admin/statistics

* Drivers Routes: Admin-only and driver-specific endpoints

* Driver-App Routes: /api/driver for driver login, profile, notifications, sup-

port tickets, settings, earnings

e JoT Routes: GET /latest, GET /all, GET /status, POST /connect
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e Calibration Routes: GET /, POST /

* Admin User Management Routes: Full CRUD and block/unblock with

statistics and search

5.4 Mobile Application Implementation

5.4.1 Navigation and Structure
The application is structured to support modular navigation and role-based access.
* Uses Expo Router with segments:

— main — customer area
— driver — driver area

— auth — login/register/OTP screens
* Shared components: Header with drawer toggle and notification icon, global
styles in commans/style.tsx
5.4.2 Key Screens
* Auth Screens: Login, Signup, Forgot Password, OTP verification

* Customer Screens: Tank monitoring using getLatestIoTData and

getAllIoTData, orders with active/history tabs, detailed order view
* Driver Screens: Orders list, order detail/status update, earnings summary,
support ticket creation
5.4.3 Use of Hooks and Services

* useSocket hook: wraps socket service, exposes connection status, event

subscriptions, re-joins rooms automatically
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* orderAPI, iotAPI: encapsulate HTTP interactions with typed responses

(TypeScript)

5.5 Web Application Implementation

5.5.1 Project Structure

The web application is organized by functionality to ensure maintainability and

scalability
* src/App. jsx: main app component

* src/router. jsx: defines routes (/login, /register, /dashboard, /admin,

etc.)
* src/context/AuthContext . jsx: manages auth state
* src/services/api. js: wraps Axios with base URL and interceptors

* src/pages: Home, Login, Register, Dashboard, Admin Dashboard

5.5.2 Admin Dashboard Features

* Authentication: login form posting to backend, stores token in local storage,

attaches to Axios headers

* Main Dashboard: summary cards (total orders, revenue, active users),

charts (orders by status, per day)

* User Management Page: table of users, filters/search, action buttons (block,

unblock, change type, delete)

* Orders Management Page: table of orders, status, driver info, admin

actions
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* Drivers Management Page: list of drivers, status, queue length, driver

detail view

5.6 Security and Error Handling

* JWT Authentication: includes id, email, userType; validated in HTTP and

socket middleware
* Password Security: hashed with bcrypt, never returned in responses

* RBAC Rules: protected routes require correct user type/permissions; admin

operations restricted

* Error Handling: global error handler logs and returns standardized re-

sponses; database and IoT connection failures handled gracefully
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System Testing and Evaluation

This chapter presents the testing, evaluation, and validation activities performed
for the Urban Waterz system. The goal of this zero section is to provide an
introductory overview of the testing strategy, methodologies, and evaluation
approaches used to ensure that all components of the system function reliably
and meet the intended requirements.

The Urban Waterz platform consists of interconnected modules, including
the ESP32 IoT firmware, the Node.js backend with real-time services, the React
Native mobile application, and the React-based web administration dashboard.
Due to the multi-layered and real-time nature of the system, testing was conducted
at several levels to verify correctness, robustness, usability, and performance.

Testing and evaluation activities covered the following areas:

* Functional Testing — Validating core features such as user authentication,
order creation, driver assignment, [oT data processing, role-based access

control, and real-time communication via Socket.IO.

* Integration Testing — Ensuring seamless interaction among components,
including firmware-to-cloud communication, backend-to-mobile data flows,

and admin dashboard operations.

» System Testing — Executing complete user scenarios such as tank moni-

toring, placing orders, driver delivery flows, and admin oversight.

* Performance Evaluation — Measuring delays between [oT sensor updates
and UI display, real-time event propagation, and API response behavior

under normal usage.

36
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* User Evaluation — Gathering feedback from sample customers, drivers,

and admin users to assess usability and overall user experience.

* Limitations Assessment — Identifying constraints in the current imple-
mentation, including hardware limitations, single-tank architecture, absence

of integrated payments, and routing optimization gaps.

The following sections in this chapter provide detailed descriptions of each
testing category, specific test cases, observed system behavior, user feedback

outcomes, and known limitations encountered during evaluation.

6.1 Testing Strategy

A combination of black-box and white-box testing approaches was employed:
 Unit Testing:

— Candidate functions: tankLevel calculation, order status validation,

driver queue operations
* Integration Testing:

— Use Postman or Insomnia to test API endpoints end-to-end with Mon-
goDB and IoT subscriber

* System Testing:

— Run mobile and web clients together with backend and firmware

— Test complete scenarios: customer sees tank, places order, admin as-

signs driver, driver delivers
» User Testing:

— Ask selected users to try the app and report their experience
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6.2 Test Cases

Example test cases are summarized below. Tables can be expanded for more

detailed testing documentation.

6.2.1 Authentication Test Cases
* TC-Auth-1: Register New Customer

— Input: Valid customer registration form

— Expected Output: HTTP 200/201, JSON with success: true,

userType: "customer", valid JWT
* TC-Auth-2: Login with Wrong Password

— Input: Correct email, wrong password

— Expected Output: HTTP 401, message: “Invalid credentials”

6.2.2 Order Flow Test Cases
e TC-Order-1: Place Order

— Prerequisite: Logged-in customer

— Input: Items array with large_tanker and water_bottles, valid address

— Expected Output: Order created with status = pending, totals computed
correctly, new-order socket event observed in admin client

e TC-Order-2: Invalid Status Transition

— Input: Attempt to change delivered order back to pending

— Expected Output: HTTP 400 (Bad Request), error message describing

invalid transition
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6.2.3 IoT Data Test Cases
* TC-I0T-1: Process Valid Sensor Reading

— Input: JSON message from AWS IoT with distance, humidity, tempera-
ture

— Expected Output: IoTData record created with correct tankLevel,

/iot/latest returns new record
e TC-IoT-2: No Calibration Set

— Precondition: Calibration collection is empty
— Input: Incoming sensor reading

— Expected Output: Error logged: “Calibration values not set”, [oTData

not stored, front-end may display friendly error

6.3 Performance Evaluation

Performance is assessed based on responsiveness and real-time behavior.

Potential metrics include:
* API response times under normal load
» Latency from sensor measurement to appearing at /iot/latest

 Latency from order status change until appearing on client Uls via Socket.IO

events

Tests can be conducted using browser developer tools, Postman, and backend

logs.

6.4 User Evaluation and Feedback

Small user groups were used to collect feedback:
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* Customers: Evaluate ease of use for tank monitoring and order placement
* Drivers: Evaluate clarity of orders and usefulness of earnings view
* Admins: Evaluate dashboard and management tools

Qualitative comments and suggestions were recorded.

6.5 Limitations

Certain constraints affect scalability and scope at the current stage.

* Single IoT node and single tank scenario; multi-tank support not yet imple-

mented
* No integrated payment solution (assumes cash-only)
* Limited formal automated tests

* Routing optimization for multiple drivers not implemented
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Conclusions and Future Work

This chapter provides a summary of the overall outcomes of the Urban Waterz
project and highlights its major contributions along with potential avenues for
future enhancement. The Urban Waterz system integrates IoT-based water tank
monitoring with a complete tanker dispatch and delivery workflow, combining
firmware, backend services, mobile applications, and an administrative web
dashboard into a unified platform.

The core purpose of this zero section is to introduce the concluding analysis
presented in this chapter and to contextualize the project’s final results. The
implementation successfully demonstrates how real-time IoT data, mobile service
workflows, and administrative oversight can be merged to improve water delivery
operations, enhance user experience, and reduce uncertainty in water availability.

The conclusion chapter covers three main components:

* Conclusions — A summary of the system’s achievements, functional com-
pleteness, and its ability to meet the objectives defined in the early phases
of the project. It reflects on the successful integration of sensing, communi-

cation, dispatch management, and user interfaces.

* Contributions — A detailed outline of the technical and practical innova-
tions produced by the project, including the calibrated tank-level compu-
tation model, real-time driver assignment mechanism, multi-role system
architecture, and full-stack implementation from firmware to admin dash-

boards.
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* Future Work — Identification of features and research directions that can
extend Urban Waterz into a more scalable and commercial system. These
include integration of digital payment methods, predictive analytics based on
historical IoT data, route optimization for drivers, multi-site and multi-tank

support, and further automation in testing and system validation.

The subsequent sections of this chapter elaborate on these aspects, providing a
comprehensive reflection on the project’s outcomes and a roadmap for continued

development and enhancement.

7.1 Conclusions

Urban Waterz demonstrates a full end-to-end IoT-enabled water management

system:

* Successfully measures tank level and presents it to users
 Offers a complete ordering, dispatch, and tracking workflow
* Effectively uses real-time communication to keep all parties informed

* Structures data and business logic to support future growth

This project bridges the gap between simple tank monitoring tools and generic

delivery platforms by integrating both domains into a single system.

7.2 Contributions

Key contributions of this final year project include:

* A complete architecture for loT-based water tank monitoring and tanker

dispatch
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e A detailed role-based access control model for customers, drivers, and

admins

* A driver queue and assignment mechanism integrated with real-time mobile

updates

* Calibration-based tank-level computation that can be tuned for different

tanks

* A prototype implementation spanning firmware, backend, mobile, and web

layers

7.3 Future Work

Potential directions for future enhancements:

* Payment Integration:

— Integrate credit/debit cards or local payment gateways

— Link with EarningsRecord for full financial tracking
* Predictive Analytics:

— Use historical IoT data and orders to predict days until empty tank

— Suggest optimal reorder times or enable automatic scheduling
* Route Optimization:

— Use mapping APIs to propose efficient delivery routes for drivers

— Minimize travel time and fuel consumption
* Multi-Tank and Multi-Building Support:

— Extend data model to link IoT nodes with multiple tanks and sites

— Provide hierarchical dashboards for each building or complex
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¢ Full Test Automation:

— Implement Jest or Mocha tests for backend

— Use Cypress or Detox for automated UI tests

44
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Appendix A

User Manual

A.1 System Requirements

A.1.1 Backend
* Node.js 18+.

* MongoDB (local or cloud instance) [6].

A.1.2 Firmware
e ESP32 DevKit board.
e Ultrasonic sensor, DHT11 sensor.

* USB cable for flashing firmware.

A.1.3 Mobile App
* Android or 10S smartphone.

* Expo Go app (for development).

A.1.4 Web App

* Modern browser (Chrome, Firefox, Edge).

A.2 Installation Steps

A.2.1 Backend
1. Install Node.js [7] and MongoDB.

2. Navigate to backend directory: cd backend.
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3. Install dependencies: npm install.
4. Copy .env.example to .env and configure environment variables:

« MONGODByRI,

5. Start the development server: npm run dev.

A.2.2 Firmware
1. Open the firmware folder in VS Code with PlatformIQO.
2. Edit secrets.h to include:

e WiFi SSID and password.
e AWS IoT endpoint and certificates.

3. Connect ESP32 via USB.
4. Build and upload the project using PlatformIO.

A.2.3 Mobile App

1. Navigate to mobile directory: cd mobile.
2. Install dependencies: npom install.
3. Set config.ts with:

e apiUrl pointing to backend
* backendUrl for Socket.IO (

4. Start Expo dev server: npm run dev.

5. Scan QR code using Expo Go on your phone or run on emulator.

A.2.4 Web App

1. Navigate to web app directory: cd webapp/web-app.
2. Install dependencies: npm install.
3. Start development server: npm run dev.

4. Open the URL shown in the console (e.g., [http://localhost : 5173](http://localho
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A.3 Basic Usage

A.3.1 Customer
1. Register Login
* Open the mobile app.

* Choose ‘Sign Up” to create a new customer account.

e Login using email and password.
2. View Tank Level

 Navigate to the Tank Monitoring tab.
 Press Refresh Data if needed.

e Observe current tank level (%) and approximate liters.
3. Place an Order

* From tank screen or orders section, choose ‘Order Refill” or ‘New
Order”.

 Select product type (large/small tanker, bottles) and quantity.

e Confirm address and submit.
4. Track Orders

* Go to Orders tab.

» Active orders show live statuses and, if assigned, driver info and loca-
tion.

5. Cancel Order

* Open order details while status is still pending or confirmed.

e Tap ‘Cancel Order” and confirm.

A.3.2 Driver
1. Login to driver area.

2. View Current Order and Queue.
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3.
4.

5.

Tap order to see details and map location.

Press ‘Out for Delivery” when starting, and ‘Complete Delivery” when
done.

Check Earnings and Support sections as needed.

A.3.3 Admin

1.

A e

Login at admin web portal.

Open Dashboard to see key metrics (orders, users, [oT status).
Use Users section to manage customer and driver accounts.
Use Orders section to view, filter, and assign orders.

Use Drivers section to monitor driver statuses and queues.

Use IoT section to inspect tank data trends.



Appendix A

Additional Diagrams

This appendix contains supplementary diagrams to support the system design
and workflows.

A.1 UML Class Diagram

A.2 Sequence Diagrams

A.2.1 IoT Data Processing
A.2.2 Support Ticket Flows

A.3 State Transition Diagrams

A.3.1 Order Status
A.3.2 Driver Status
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User

+_id
+name
+email
+password
+userType
+status

Calibration

+tank_depth
+tank_full_distance

+comparePassword()

7 \

Driver

+driverStatus
+currentOrder
+orderQueue
+location

\

Order

+_id
+orderNumber
+items
+subtotal
+totalAmount
+status

\ 4

IoTData

+temperature
+humidity
+distance
+tankLevel

Figure A.1: Full UML Class Diagram for all models.
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ESP32 AWS IoT Core Backend Subscriber MongoDB Adminul

Publish sensor JSON
- 5

Forward MQTT message

Validate & compute tankLevel

Save IoTData record

Emit iot-updgte event

ESP32 AWS IoT Core Backend Subscriber MongoDB Adminul

Figure A.2: Sequence diagram showing IoT data flow from sensors to backend and apps.

Driver Mobhile App Backend Admin

Create Support Ticket

POST /support

v

Notify Admin (Socket.I0)

Reply to Ticket

Push update to Driver

Driver Mobile App Backend Admin
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Figure A.3: Sequence diagram for customer support ticket creation, assignment, and resolution.
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pending

)
.

conﬁrmed

preparmg

( out_for_delivery ]

( delivered ) cancelled )

O]

Figure A.4: State transition diagram illustrating the order lifecycle: Pending — Confirmed —
Out for Delivery — Completed — Cancelled.
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I

offline

free

Figure A.5: State transition diagram showing driver availability states: Offline — Available —
On Delivery — Break — Offline.
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Tanker App

Overview

Users

Orders
Drivers
Revenue & Orders Trend
Analytics
s 280007
Reports &
Settings
Profile 2
14000 __
7000
0
Jan Feb Mar May

) Admin User

Tanker App
Dash

Admin Dashboard

Welcome back, Admin User! Here's your system overview.

Total Users

2 Total Orders

¥1,247 3,456

Driver Performance

Figure A.6:

Orders

Manage your orders settings and information.

Total Revenue

$125,678

User Distribution

Order Status Distribution

Admin Overview

best practi

Figure A.8: Admin HomePage
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Tanker App .
Drivers = Connected  Admin Access
Manage your drivers settings and information.
Total Drivers Free Drivers Busy Drivers. Offline Drivers
A
2 (2 O o @ 4
Q search drivers by name, email, or vehicle number. Al Status v 10 v & Refresh
Drivers (2) = Live Updates
driverlctct  free
b diver@examplecom  Truck ®7 09
= Queue: 0/5 @ Location Available
Test Driver ~ Offiine
ED  test-driver-1761342725@testcom  Truck ® 7
= Queue: 0/5 @ Location Available

Figure A.9: Admin Driver Page

(D New order ORD-1764535176830-835
received from bilal
13937 AM

Assign Driver

Assign driver to order ORD-1764535176830-835
Select Driver

Select a driver s
Test Driver (test-driver-1761342725@test.com)
driver1ctct (driver@example.com)

Figure A.10: Admin Assigning Driver
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o

Welcome Back

Sign in to your account

Login as Test User

B Email Address

& Password ®

Forgot Password?

Sign In as user

Create New Account

Figure A.11: User Login
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Welcome Back

Sign in to your account

Login as Test User

M driver@example.com

Forgot Password?

Sign In as Driver

Create New Account

Figure A.12: Driver Login
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Welcome back, bilal!
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Choose Your Service
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Ghb 6000L

Rs. 2,500 - 45-60 min ?
Small Tanker
b 3500 L
Rs. 1,800 - 30-45min B
Water Bottles
b 20 L
(o]
Rs. 500 - 15-30 min K
47 Express Delivery +Rs. 300

Get water delivered within 1 hour m

@ O D ©

Home Tank Monitori... Orders Tracking

Figure A.13: User HomePage
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