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Abstract

Securing critical service infrastructure has grown essential as cyber threats, system tampering,
and illegal alterations continue to escalate. The goal of this project is to create a system that uses
OpenSUSE Server’s AIDE (Advanced Intrusion Detection Environment) to monitor, validate,
and identify unauthorized changes in order to protect essential operating system functions.
The system implements cryptographic integrity checks, scheduled verification, secure baseline
construction, and alert-based reporting to ensure that critical files remain uncompromised. A
dedicated admin panel provides visibility into scan results, system health status, and validation
logs.

This project increases infrastructure security by ensuring early detection of file modification
threats, configuration tampering, and integrity breaches. The suggested approach provides a
practical foundation for intrusion detection, secure configuration management, and enterprise-

level infrastructure security.



Acknowledgments

We would like to express our heartfelt gratitude to our supervisor, Dr. Arif Ur Rahman, for
his constant guidance, motivation, and invaluable insights throughout the development of this
project. His expertise greatly contributed to shaping the direction and quality of our work.

We extend our appreciation to the Department of Computer Science at Bahria University,
Islamabad, for providing the resources and academic environment necessary for this research.
We are also thankful to the developers and open-source communities behind AIDE, OpenSUSE,
and Linux security tools, whose contributions form the backbone of this project.

We would also like to acknowledge our friends and classmates for their support and constructive
feedback during various stages of this work. Finally, we express deep gratitude to our families

for their patience, encouragement, and unwavering support throughout our academic journey.

MUHAMMAD ABDULLAH KHAN AND FAHAD BIN FAIZ
Islamabad, Pakistan

December 2025

ii



Contents

F N ] 5 T i
1 INtroduction ....ccoeviiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeessesessssssssssssssssssssssssnnes 1
1.1 Project Background ......... ... 1
1.1.1  Problem DesCription.........ccouuuuuieiet et 2

1.1.2  Project ODJECIVES .. .uuuuee ettt e et ettt e e e et eiiaae e e e eenaanns 3

L.1.3 ProOjJECt SCOPE ...ttt ettt e e 3

2 Literature ReVIeW ......ccciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiessnsssnnes 6
2.1 Analysis of Similar EXisting SyStems .............iiiiiiiiiiiiiiiiieeieiann.. 7
2.0l AIDE 7

2 B 1 01 0k 1 (< 7

2.1.3 OSSEC/Wazuh..... .o 7

2,14 Samhain ... 8

2.1.5  OPenSCAP ... 8

2106 FalCo. .. 8

2.2 Comparative StUAY . ... ..ttt 9

2.3 SUMIMATY ottt aeeeeenn 10

3 Requirement Specifications .......cccvvviiiuiiiiiiiiiiiiiiiiiiiiiiressniiisccssssssnenes 11
3.1 EXISHNG SYSEIM .ottt e 12
3.1.1 0 System 1: TIIPWITE ...ttt ettt e eeas 12

3.1.2 System 2: OSSEC/Wazuh.........ooiiiiiiii i 12

3.1.3 System 3: Samhain IDS ... 12

3.1.4  System 4: Auditd ......oiiiiiii s 13

3.1.5  System 5: AIDE ..o 13

3.2 Proposed SYSLEIM ...ttt 13

iii



CONTENTS

3.2.1 The Proposed System Overcomes Existing System Limitations ............. 13
3.3 Comparison of FIM Techniques ...........ooviiiiiiiiiieiiiiiiiiie i 14
3.4 Requirement SPeCifiCatiONS ... ...uuuuuree ittt 14
3.5 Functional Requirements ..............oooiiiiiiiiiii i 15
3.5.1 FR-O1: Admin LOGin ....ooviiiiiiii e 15
3.5.2 FR-02: Manual File Integrity Scanning ..............cooviiiiiiiiiiiiinnnnn. 15
3.5.3 FR-03: Scheduled File Scanning................ccooiiiiiiiiiiiiiii i 15
3.5.4 FR-04: Report Generation .............oeeeeeeuiuiineeeeeeeuuiinneeeeeennnnns 15
3.5.5 FR-05: Manual Scan HiStory ..........oooiiiiiiiiiiii i 15
3.5.6 FR-06: Scheduled Scan HiStory ............ccoiiiiiiiiiiiiiiiiiineeeeeinnnnn. 15
3.5.7 FR-07: Add New Directories to Monitor ..............ooeiiiiiiineeeneennnn.. 16
3.5.8 FR-08: Accept Change Workflow..............ooiiiiiiiiiiiiii 16
3.6 Non-Functional Requirements..............ooouuuiiiiiiiiiiiiiiiiie e eeiiiannn. 16
3.6.1  Performance.............uiiiiiiiiiii 16
3.6.2 Reliability .....oooiiiii 16
3.0.3  SECUIILY .ttt ettt ettt et e ettt e 16
3.6.4  Usability....oooiiiii 16
3.7 Use Case DIa@ram ........ueeiiiiiiiii ettt et 17
N ALES 1T 1) 7 1 N 32
4.1 System ATCRITECTUIE . .. ..ottt ettt ettt e ettt e e e iiaaee e eeaans 33
4.2 Design CONSIAINTS . ....vvvtttttttttttttttt ettt eeeeeeeeeeeeeaeeann 35
4.2.1 Cross-Platform Compatibility .............ooiiiiiiiiiiiiiiiiiie s 35
4.2.2  Security CONSIIAINES ... ..ottt et ettt e e e e eeiiaee e e e eeeannnns 35
4.2.3  Performance CONSIraiNts .........uuuueeeeettiiiiie ettt 35
4.2.4  Usability CONSIAINES ......outttiitiieeee et ttiiiaee et et eeiiiiaeeeeeeeeannnns 35
4.2.5 Scalability CONSraints. ......coouuuuuiieet ettt 36
4.3 Desigh MethodOlOgy . .....oiii it e 36
4.3.1  Workflow Diagram ............oouuiiiiiiiiiiiiiiii i 37
4.3.2 Activity Diagram ... 39

v



CONTENTS

4.4 Sequence DIagrams .........oouviiiiiiiiiiiiii e 41
4.4.1 Login Sequence Diagram ............cooiiiiiiiiiiiieeieiiiiiiea s 41
4.4.2 Manual Scan (RunCheck) Sequence Diagram .......................cooaee. 41
4.4.3 Automatic Scheduled Scan Sequence Diagram .....................ccooaen. 42
4.4.4 History and Alerts Sequence Diagram ...............cooviiiiiiiinneeinnnnnn.. 42
4.4.5 View and Download Report Sequence Diagram .......................o... 43
4.4.6 Accept Changes Sequence Diagram ............coovvviiiiiiiiiiinnneennnnnnn.. 44
4.4.7 Settings Sequence Diagram ..............oooiiiiiiiiiii i 45

45 Low Level Desig@n ... ...oooiiiiiiiii e 47

4.6 GUI DESIEN ...ttt ettt e ettt ettt 49
4.6.1 Login Page ..o 49
4.6.2 Home Screen — OVEIVIEW ...ttt ettt 49
4.6.3 Home Screen — Status VIEW ......ooiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii e, 50
4.6.4 Admin Dashboard — Scan Summary ...................oooi L 51
4.6.5 Admin Dashboard — Detailed Results.....................oooiiiiL. 51
4.6.6  VIEW REPOILS ..ttt 52
4.6.7 Manual Scans HiStOry .......coouiniiiiii i 52
4.6.8 Scheduled Scans and AlertS..........cooiiiiiiiiiiiiiiiiiiiiiiiii . 53
4.6.9  Profile Settings......ooiiiiiiiiiiiiii i e 53
4.6.10 AIDE Configuration SEettNEZS .....uuuneeeetetitiiaeeeeeeeeniiiiaaeeeeeennnnnns 54
4.6.11 Automatic Schedule Settings ........oovveeiiiiiiiiiie et 54

S System Implementation ..........cccciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiaaee. 56

5.1 System ArChiteCtUure . .......ooiitiii e 56
5.1.1 System Internal COMPONENLS. ........uueeetttiiiiiii e 56
5.1.2  Functionality of COMPONENLS ........ueeeettiiiiiineeeeeeiiiiaaeeeeeennnnns 57
5.1.3 Communication Between Components .............oovveiiiiiniininnnnnnn. 57

5.2 Tools and Technology Used...........ooiiiiiiiiiiii e 59

5.3 Development Environment ............oooeiiiiiiiiiiiieeeiiiiiiiiieee e, 59

54 Processing LOZIC ...ooviiiiiiiiii 59



CONTENTS

5.4.1 Manual Scan Execution LOgIC ..........cooiiiiiiiiii 59
5.4.2 Automatic Scan Scheduling Logic...........ccooviiiiiiiiiiiiiiiii s 59
5.4.3  Accept Change Workflow ... 60
5.4.4 Report Generation Algorithm ........ ... 60
5.4.5 SMTP Email Notification LOZIC .........coviiiiiiiiiiiiiiiiiiiiiie s 60
5.4.6 Login & Session Management ............ovvviiiiiiiiiiiiiiiieieeeeeeeeee 60
5.4.7 Settings Update LOZIC .....ovviiiiiiiiii et 60
5.5 Application ACCESS SECUIILY ...ttt ettt ettt et eiiaess 60
System Testing and Evaluation ..........ccoiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieennnn. 62
6.1 Testing MethodOLOgY . .....coviiiiii e 62
6.2 Test ENVITONMENT. ... ...ttt e e 63
6.3 Functional TeSting . .......oviiiiiiiiiiie ettt e et 64
6.3.1 TestCase 1: User Login......coouuuuiiiiiiiiiiiii i 64
6.3.2 Test Case 2: Run Manual AIDE Scan ..., 65
6.3.3 Test Case 3: Automatic Scheduled Scan & Alerts ..................cooeennn. 65
6.3.4 TestCase 4: View Scan History ...........oooviiiiiiiiiiiiiiiiiiiiiiiieeeee 66
6.3.5 TestCase 5: View Alert Details............ooviiiiiiiiiiiiee 66
6.3.6 Test Case 6: View PDF Report.........cooviiiiiiiiiii i 67
6.3.7 Test Case 7: Download PDF Report.........c.c.ooooiiiiiiiiiiiiiiii i, 67
6.3.8 Test Case 8: Update User Settings .........covvruiiineeeeiiiiiiiinaeeeeennnnnn. 68
6.3.9 Test Case 9: Update AIDE Configuration ................covviiiiiiiinnnnnn.. 69
6.3.10 Test Case 10: Modify Automatic Scan Schedule ............................. 70
6.3.11 TestCase 11: Auto Logout........uuuiiiiiiiiii i 71
6.3.12 Test Case 12: Authentication Failure ..., 71
6.3.13 Test Case 13: Delete Scan History Handling...........................o... 72
6.4 Non-Functional TeSting .........couuuuiiiiiiiiiiii i 72
6.4.1 Test Case 14: Backend Failure Handling .......................ooiiiiiiil 73
6.5 Evaluation Metrics and Analysis .........ooeeiiuiiiineeeetiiiiiiieeeeeiiannnn. 73
6.5.1  Security MEtriCS ...ooviiiiiiieiee e 73

Vi



CONTENTS

6.5.2  Performance MEtriCs .........ccouuuuniiieii it 74

6.5.3 Reliability & Usability Metrics ........ccvviiiiiiiiineeeeiiiiiiiaeeeeennnnnns 74
6.6 Strengths and Weaknesses ..........uuiiiiiiiiiiiii i 74

6.6.1  Strengths . ..o 74

6.6.2 Weaknesses and Limitations ...........ooviiiiiiiiiiiiiiiiiiieeieeieeeeeeeee 75
6.7 Comparison with Existing Solutions ..o, 75
6.8 Summary of Evaluation Results ... i 76
L0703 1 T4 L1 10 1T 77
7.1 Key Conclusions and Lessons Learned ..............coooooiiiiiiiiiiiiiiii .. 77
7.2 Current LIMITATIONS ... evvttttitttttitt ettt eeeeeeeeeeaaann. 78
7.3 Future Work and EXteNSIONS . . ... ...ueetttitiiie et eeees 79

7.3.1 Enhancements to Monitoring and Detection ....................ooevviiinann.. 79

7.3.2  Security and Hardening ...............oooiiiiiiiiiiii 79

7.3.3  Operations and AUtOMALION . ........ueeetttiiiiiae et eeeaannns 79

7.3.4 User Experience Improvements ............couuuuuiineeeeiiiiiiiinneeeeeennnnn. 80
B O (61 1 1Yo 1753 115 1L 80
LTS L 2 111 | 81
Al INrodUCHION. ..ot ettt 81
A2 System ReqUIremMENtS .........ouuuieeetttitiiie ettt e e iiiaaeeeaaans 81
A3 Accessing the SYStemM ......ooiiiui e 81
A4 Dashboard OVEIVIEW .......cooiiuiiii e 82
A.5 Running a File Integrity Scan ............ooiiiiiiiiiiiiiiiiii i 82
A6 Viewing Scan Reports. .........ooviiiiiiiiiiiiiii i 82
A.7 Updating Configuration ...........uieeeettttiiiieee e et tttiiiaeeeeeeeeiiaaaaeaaaans 82
A.8 Updating Profile ..........oooiiii e 83
A.9 Updating Scheduling TImMe ...t 83
ALTO VIEWING HiStOTY ..ttt ettt ettt ettt e e eaas 83
ATT VIEWING ALCTES ..ttt e et 84

vii



CONTENTS

A 12 Accepting Chan@ES .. ... vvvviiiiiiette e 84
N G B 1510 . 1 84
L ) (1 L 85

viii



List of Figures

3.1
4.1
42
43
4.4
45
46
47
4.8
4.9
4.10
4.11
4.12
4.13
4.14
4.15
4.16
4.17
4.18
4.19
4.20
421
4.22
5.1

Use Case Diagram of the System . . . . . . .. ... ... ... ... ..... 18
System Architecture Diagram . . . . . . . . ... ... L. 34
Workflow Diagram of the System . . . . . . . ... ... ... ... ...... 38
Activity Diagram of the System . . . . . . . . . ... ... oL 40
Login Sequence Diagram . . . . . . . . ... .. ... ... .. .. 41
Manual Scan (RunCheck) Sequence Diagram . . . . ... ... ... ..... 42
Automatic Scheduled Scan Sequence Diagram . . . . . . ... ... ...... 42
History and Alerts Sequence Diagram . . . . . . ... .. .. ... ...... 43
View and Download Report Sequence Diagram . . . . .. .. ... ...... 44
Accept Changes Sequence Diagram . . . . . . ... ... ... ... ...... 45
Settings Sequence Diagram . . . . . . . .. .. ... Lo 46
UML Class Diagram . . . . . . . . . . . . . . it 48
GUI - Admin LoginPage . . . . . .. ... .. ... .. ... .. ... .. 49
GUI - Home Screen (Overview and Primary Actions) . . . . . ... ... ... 50
GUI - System Status Summary from Latest Scan . . . . . ... ... ..... 50
GUI - Dashboard Showing Categorized Scan Summary . . . . . .. .. .. .. 51
GUI - Detailed Results with File-Level Integrity Logs . . . . . . .. ... ... 51
GUI - Report Management and PDF Access . . . . . . ... ... .. ..... 52
GUI - History of Manual Scans . . . . . ... ... ... ............ 52
GUI - History of Scheduled Scans and Alerts . . . . .. ... ......... 53
GUI - Profile Management and Access Security Settings . . . . . . ... ... 53
GUI - File Integrity Monitoring Rule Configuration . . . . . . . . ... .. .. 54
GUI — Automated Timer Settings for Scheduled Scans . . . . . . . . ... ... 55
System Architecture Diagram . . . . . . . . ... ... 58

iX



List of Tables

2.1
3.1
3.2
33
34
3.5
3.6
3.7
3.8
39
3.10
3.11
3.12
3.13
3.14
6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9
6.10
6.11

Comparative Analysis of Related Systems . . . . . ... ... ......... 9
Comparison of File Integrity Monitoring Tools . . . . . . .. . ... ... ... 14
Use Case 1: AdminLogin. . . . . . ... ... ... .. ... ... ...... 19
Use Case 2: Run Manual File Integrity Scan (RunCheck) . . . . . ... .. .. 20
Use Case 3: Automated Scheduled Scans with Email Alerts . . . . . . ... .. 21
Use Case 4: View last Scan Summary . . . . .. ... .. ... .. ...... 22
UseCase5: ViewHistory . . . . . .. ... .. ... .. .. .. .. ..., 23
Use Case 6: Scheduled Scan History . . . . . .. ... .. ... .. ...... 24
Use Case 7: View Report of Completed Scaninthe UL . . . . ... ... ... 25
Use Case 8: Generate Audit PDF for Forensics . . . . . . ... ... .. .... 26
Use Case 9: Acceptall Changes . . . . . . ... ... ... ... ....... 27
Use Case 10: Manage Account . . . . . . . . . . . ... ... 28
Use Case 11: Configure MonitoringRules . . . . ... ... .. .. ... ... 29
Use Case 12: Admin Changes Automated Scheduled Scan Time . . . . .. .. 30
Use Case 13: Housekeeping — Delete Old Records . . . . . . ... ... ... 31
TestCase 1: UserLogin . . . . . . . ... .. .. .. . ... ..., 64
Test Case 2: Run Manual AIDEScan . . . . .. ... ... ... ........ 65
Test Case 3: Automatic Scheduled Scan & Alerts . . . . . .. ... ... ... 65
Test Case 4: View ScanHistory . . . . . . . . ... .. ... ... ....... 66
Test Case 5: View AlertDetails . . . . . .. .. ... ... ... .. ..... 66
Test Case 6: View PDFReport . . . . . . .. .. ... ... ... .. ..... 67
Test Case 7: Download PDF Report . . . . ... ... ... ... ....... 67
Test Case 8: Update User Settings . . . . . . . ... ... ... .. ..... 68
Test Case 9: Update AIDE Configuration . . . . . . . .. ... ... ...... 69
Test Case 10: Modify Automatic Scan Schedule . . . . . . .. ... ... ... 70
Test Case 11: Auto Logout After Timeout . . . . . . ... ... ... ..... 71



LIST OF TABLES

6.12 Test Case 12: Authentication Failure Handling . . . . . . ... ... ... ... 71
6.13 Test Case 13: Delete Scan History Handling . . . . ... ... ......... 72
6.14 Test Case 14: Backend Failure Handling . . . . . ... ... ... ....... 73
6.15 Performance Summary of AIDE System . . . . . .. ... ... ... ..... 74
6.16 Comparison of Proposed System with Tripwire and OSSEC . . . . . . . . . .. 75

xi



Acronyms and Abbreviations

AIDE
FIM
IDS
OSSEC
SCAP
CIS
NIST
ISO
SMTP
GUI
API
DB
SSH
PDF
UML
CpPU

Advanced Intrusion Detection Environment
File Integrity Monitoring

Intrusion Detection System

Open Source Security

Security Content Automation Protocol

Center for Internet Security

National Institute of Standards and Technology
International Organization for Standardization
Simple Mail Transfer Protocol

Graphical User Interface

Application Programming Interface

Database

Secure Shell

Portable Document Format

Unified Modeling Language

Central Processing Unit

Xii



Chapter 1

Introduction

Security in modern computing setups matters more than ever. Organizations keep building up
their digital systems, so keeping things safe turns into a big deal. Server systems deal with all
sorts of private data these days. They execute major services and operations that must remain on
watch and guard at every hour. Nevertheless, with the expansion of relationships they become
connected, and cyber attacks become intelligent, it becomes difficult to ensure files, setups and
program files remain untouched. The attackers do not remain only in vulnerable areas of a
network now. They go after stuff right on the machines. To be around longer, they modify or
replace files. They hide what they are doing. They destroy the faith in the entire system.

This chapter gives an overview of the project known as the "'Securing Services Infrastructure''.
The project will enhance the security of the server using the tools that will automatically check
file changes. It provides the background, highlights the key issues it addresses, outlines the

mission, and defines the general scope of the project [1], [2].

1.1 Project Background

Almost all the digital configurations involve server infrastructures as the basis. They handle
key such components as authentication services, databases, and application logic. The overall
reliability and belief in such systems depends much on the continuity and integrity of their base
files stay. Even minor unauthorized changes to binaries, configuration files or service scripts are
capable of causing significant security issues. Such problems may consist of privilege escalation,

data backdoors that just hang about [3].
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Basic security measures like firewalls, intrusion detection system and antivirus programs typically
attack network traffic or patterns of known threats. They work well against an abundance of
types of attack. Nevertheless, they are likely to ignore silent unsanctioned movements to the
right within the operating system file setup.

FIM comes in to fill that significant gap. It keeps comparison of current state of system files
with a previous trusted baseline. This method detects the changes, deletions, or additions made
without authorization at an early stage [4].

In this project, we designed an entire File Integrity Monitoring system. It runs on the main
monitoring part Advanced Intrusion Detection Environment which is abbreviated as AIDE. We
implemented it on an OpenSUSE server. The Django backend is applied to perform secure.
AIDE is a scanning, results interpreting, and audit records processing program. The frontend
is a React-based development which provide an easy-going administrative interface. They are
able to initiate scans, view the results and give detailed reports to forensics. All these pieces are
made up into a strong, secured and scalable framework. It assists with maintaining tracking and

integrity of systems [5].

1.1.1 Problem Description

Modern computing systems are subjected to unending security concerns such as unauthorized
file alteration which may interfere with the system integrity and stability. Such modifications can
go undetected using traditional security measures in real time thus leaving one open to attacks
that will manipulate files without instant detection. Attackers can modify important binaries,
configuration files or authentication keys thus obtaining a persistence or preventing security tools
without detection.

The current tools produce either too many false positives or manually read through large log
files which are time consuming and tiring to the administrator. Moreover, most traditional
configurations have integrity baselines in the same system under monitoring. In case such a
system is attacked, the files monitored as well as their baselines are subject to manipulation and
thus cannot be detected [6].

The issue that this project will solve, then, is that there is a lack of a lightweight, automated,
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and auditable file integrity monitoring system capable of identifying file manipulations by
unauthorized persons in real time, with minimal false positives, and easy to respond to by an
administrator. Through the combination of AIDE and Django and React, this project offers a
smart monitoring system that is capable of proactive monitoring, systematic alerting, and secure

audit tracing to OpenSUSE based systems.

1.1.2 Project Objectives

The project will be designed to implement an automated, transparent, and reliable file integrity

monitoring system that enhances the host-level security. The core objectives are:

* Automated Integrity Verification: Configure and deploy AIDE on OpenSUSE Server
to monitor critical files and detect any unauthorized modifications through checksum
comparison and metadata validation.

* Backend Management and Logging: Develop a Django backed-end that is securely
executes AIDE scans, analyzes reports and stores well-formatted scan results in a tamper-
resistant database to be accessed later.

* Frontend Visualization and Workflow: Build a React-based dashboard of scan results,
manual checks, file changes, generate signed PDF reports, and so on for administrators to
view.

* Alerting and Auditability: Support real-time alerts and be completely alert trace of all

approved and rejected modifications to be accountable and incident investigation.

By means of these objectives, the project can fill the gap between the conceptual file monitoring
facilities and a practical and user-friendly security operations by providing a complete and

interactive monitoring system [4].

1.1.3 Project Scope

The scope of this project is clearly stated to make it easy to manage and also align with the
proposed objectives. The system is geared towards fundamental functionality and not excessive

feature additions. Significant scope limits and characteristics are:

* Platform Limitation: The system will be built and deployed out of OpenSUSE Server
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(Leap version) as per the departmental requirements. Cross-platform compatibility and
packaging are out of the scope of the current project, even though the project is flexible to
other Linux distributions.

Monitored Files: Only critical files and directories such as /etc/, SSH keys, and
important configuration files are monitored. Scanning of the entire system-wide is also not
provided to ensure efficiency of performance and unnecessary overheads are minimized.
Backend Database: The Django backend uses its own integrated database for storing
scan results, detected changes, and reports. The system of this implementation does not
have a concept of a remote database server and makes the system lightweight and locally
self-contained.

Detection Focus: The project emphasizes accurate detection and secure logging of
unauthorized changes rather than performing automated recovery or file restoration. The
repair and rollback processes will be counted as out of scope.

Deliverables: The project deliverables consist of a functional web-based File Integrity
Monitoring (FIM) tool comprising of AIDE and Django/React, a detailed documentation,
architecture diagrams, and assessment outcomes.

Email Alerts: The system provides automated email notifications to the administrator
when scheduled scans are triggered. As an example, when an administrator sets an
automated scan at 12 PM a day, a confirmation mail will be received as soon as the scan
has commenced or completes. These email notifications make sure that they are known
without the need of in-app alerts, making the dashboard lean and mean. The system sends
email notifications to the administrator when a scheduled scan is done. As an example,
when an admin puts an automated scan at 12 PM daily, the confirmation email will be
sent when a scan beginns or completes. These email notifications make sure that there is
awareness without using in-application notifications to keep the dashboard interface clean
and focused.

No Custom Rule Creation: Administrators are not allowed to define or modify custom
AIDE rule sets for configuration files. The system preconfigures the rules of monitored

paths and attributes and makes these rules consistent so that the risks of misconfiguration
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are minimized, and the standardization between deployments is ensured.

* Accept-All Change Policy: The “Accept Changes” option enables administrators to accept
all the changes that are identified simultaneously after viewing a scan report. This version
does not support individual or selective acceptance of particular file changes. This design
choice eases the process of updating the databases, and minimizes the risk of biased and
inconsistent changes of the baselines.

* Manual and Scheduled Scanning: The system is compatible with manual and scheduled
scans. The web interface can be used to schedule scans, and a manual scan enables the
administrators review the integrity of the system in real time when required.

* Report Generation and Logging: A signed PDF report will be generated after every
scan is automatically created, a summary of identified file modifications, and administrator
actions. The reports are all stored in Django database and are accessible in the future on
during audit or investigation.

The project has a realistic and narrow range with these limitations and functions scope and
the end system is technically, fit, efficient and in accordance to the academic and operational

objectives.
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Literature Review

File Integrity Monitoring (FIM) system is a basic element of cybersecurity that ensures that
there are no unauthorized modifications to important files and configurations. The server based
environment permits the malicious users to enhance their privileges and install backdoors, and
steal data by alteration of files without monitoring. System integrity and accountability reliant
on detection mechanisms which are major defense mechanisms to detect changes that are not
authorized [7].

Over the last decade, numerous open-source and commercial FIM tools have been developed that
offer distinct product mixes of configuration flexibility and detection accuracy and performance
overhead and usability. Linux operating system relies onAIDE (Advanced Intrusion Detection
Environment) and Tripwire as their main FIM tools but OSSEC, Wazuh, and Samhain offer
more via the combination of FIM and the intrusion detection and compliance checks [8].

In this chapter, a critical analysis of FIM tools is done through evaluation of their architectural
design and functionality capabilities. Their effectiveness in dealing with the modern system
integrity issues. The research assesses the strengths and weaknesses of each tool to the
requirements of the Securing Services Infrastructure with the help of AIDE on OpenSUSE

Server project and finds out the current gaps in research and implementation.
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2.1 Analysis of Similar Existing Systems

2.1.1 AIDE

It is an open-source tool called AIDE that generates a database using regular expressions that
define the monitored files and the particular attributes such as permissions and checksums and
timestamps. The tool is independent of operating systems and contains low resource usage that

is used in academia and professional setting [9].

» Strengths: Easy configuration, quick scanning, high cryptographic hash capability
(SHA-256, SHA-512).
* Limitations: No native real-time monitoring or centralized dashboard, weak alerting

capabilities.

2.1.2 Tripwire

Tripwire is one of the first file integrity monitoring systems that is also offered in community
and enterprise editions. The advanced customization options allow the system to provide users

with the possibility to make complex rules and control the policy.

* Strengths: Enterprise version has centralized management and detailed reporting and
high flexibility of rules.
* Limitations: The system requires a lot of processing power and its complex installation

process complicates the use and maintenance of it by the administrators.

2.1.3 OSSEC/Wazuh

OSSEC and its offshoot, Wazuh, offer a unified system that incorporates file integrity checks
with log analysis and rootkit detection and intrusion response support. The system provides
real-time notifications in the form of centralized management dashboard that acts as one control

interface.

* Strengths: Multi-agent support, comprehensive monitoring and reporting for distributed

systems.
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* Limitations: Consumes more system resources and difficult to install than isolated FIM

software such as AIDE.

2.1.4 Samhain

Three primary features are offered by Samhain and these are file integrity, file log auditing and
stealth detection of Unix-like systems. The system functions by client-server model that upholds

encrypted communication among the parts of the system.

* Strengths: The product has tamper resistance, central management and stealth detection
features.
* Limitations: More complex configuration increases CPU use to support encrypted

communications; few GUI features.

2.1.5 OpenSCAP

OpenSCAP is an assessment system that relies on file integrity check that assists organizations

to attain compliance and identify security vulnerabilities.

* Strengths: The system has full compliance auditing of the CIS NIST and ISO standards
although exhibiting good potential in terms of expansion and connectivity to enterprise
systems.

* Limitations: Not so much FIM, focused on compliance, heavy dependencies and slow

scans.

2.1.6 Falco

Falco, which has been created by Sysdig, is not a conventional static FIM, but instead a runtime
security monitor. The system is based on the analysis of system calls to identify unauthorized

activity that occurs within containers and cloud systems.

* Strengths: The system provides real-time behavioral detection and shows outstanding
container visibility and produces strong alert mechanisms.
* Limitations: The system does not monitor static files and requires complex setup

procedures for non-containerized environments.
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2.2 Comparative Study

Table 2.1:

Comparative Analysis of Related Systems

Ref

Title

Key Insight

Project-Relevant Gap

[1]

Tripwire File In-

tegrity System

One of the earliest FIM tools
providing rule-based detection

and centralized logging.

Heavyweight configura-
tion; limited adaptability to
lightweight Linux distribu-

tions.

(2]

OSSEC/Wazuh

Framework

Provides host-based intrusion
detection combining FIM, log

monitoring, and alerting.

Complex to deploy; unneces-
sary overhead for small aca-

demic or lab environments.

(3]

Sambhain Intrusion

Detection

Offers centralized log manage-
ment and file integrity valida-

tion.

Focuses mainly on enterprise-
level setups; lacks modern

web-based dashboards.

[4]

Auditd Linux Sub-

system

Native Linux auditing for file
access and modification track-

ing.

Logs are verbose and require
manual correlation; lacks high-

level visualization or filtering.

[5]

AIDE (Advanced

Intrusion Detection

Lightweight and configurable

FIM solution using crypto-

Lacks real-time alerting and

web-based review mecha-

Environment) graphic checksums for file | nisms; integration with dash-
monitoring. boards not provided.

[6] | Wazuh Cloud | Provides multi-host integrity | Requires external cloud infras-

Agent scanning with cloud log stor- | tructure; unsuitable for offline

age.

or isolated academic labs.
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2.3 Summary

The comparative analysis demonstrates that AIDE functions as the best choice for lightweight
file integrity monitoring when applied in academic institutions and other controlled settings. The
deployment of Wazuh and Tripwire between their complex setup procedures and performance
overhead results in making them less suitable for particular applications. AIDE provides an
ideal solution because it operates with basic functionality and open transparency while working
effectively with OpenSUSE Server for the project requirements. The project needs to link AIDE
with Django backend React frontend system to create better usability and automated workflow

solutions [10].
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Chapter 3

Requirement Specifications

This chapter describes in detail the set of requirements needed for designing and developing the
“Securing Services Infrastructure’ project. It forms the technical backbone of the system,
detailing the functionalities that the software needs to provide and the standards on which
its performance is based. The requirement specifications form a bridge between the problem
definition and the design of the system, mapping out all objectives, limitations, and expectations
clearly prior to implementation.

System files integrity is an important security requirement in the present day computing
environment. Any tiny unauthorized modification to a binary, configuration file or log can
invalidate credentials, conceal backdoors or enable attackers to remain long-term. Some tools
such as AIDE and Tripwire may have strong detection abilities, but they may not have the
automation, centralized visibility, and usability components that may be required in practice. As
a way of closing these gaps, this paper introduces an AIDE on OpenSUSE Server, coupled with
a reactive frontend developed in React and a secure backend based on Django.

This chapter talks about the systems that will be analyzed, the limitations they are going to have
and how the design is going to be enhanced in our proposed system. It does have both functional
and non-functional requirements, which explain what is being done by the system as well as how

efficiently and safely the system should be doing these functions respectively [8].

11
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3.1 Existing System

There are many established solutions for FIM in today’s landscape that can give partial coverage
to system security. Most of them suffer from challenges that directly relate to usability, scalability,
and integration. The following systems were studied and compared to identify the strengths and

limitations.

3.1.1 System 1: Tripwire

Strengths:
* Mature and trusted FIM solution with comprehensive policy-based monitoring.
* Comprehensive reporting and detection accuracy.

Limitations:
* Complex to configure for academic or small-scale environments.

* No native web interface or alert management system.

3.1.2 System 2: OSSEC/Wazuh

Strengths:
* Provides log analysis, FIM, and intrusion detection in one platform.
* Provides dashboard integration and centralized alerting.
Limitations:
* High setup complexity and large resource footprint.

* Overwhelming alerts that cause operator fatigue.

3.1.3 System 3: Samhain IDS

Strengths:
* Cryptographic verification of file integrity and remote logging capabilities.
Limitations:

* Command-line only interface and outdated configuration methods.

12
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3.1.4 System 4: Auditd

Strengths:
* Built-in Linux subsystem for tracking file access and modification events.
Limitations:

* Produces massive unfiltered logs with no visual representation and context.

3.1.5 System 5: AIDE

Strengths:

» Simple, fast and simple to configure file integrity checker.

 Strong validation is done using cryptographic checksums (SHA256, SHAS512).
Limitations:

* No interactive management alerting system and GUI.

3.2 Proposed System

The solution proposed is a combination of AIDE reliability and the modern web technologies to
enhance the visibility, usability, and automation. It presents an interactive dashboard, secured
real-time communication of the back-end, and an automated schedule management option. The
administrators are able to monitor scan histories, create monitored directories and even receive

alerts through email in case of any anomalies [5].

3.2.1 The Proposed System Overcomes Existing System Limitations

* Brings out a convenient web dashboard on real-time scan management.

Offers both manual and automatic scheduling of scans.

Keeps historical logs of all scans for easy review.

* Ensures secure storage using a Django database.

Sends email notifications to administrators without login alerts.

13
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3.3 Comparison of FIM Techniques

Table 3.1: Comparison of File Integrity Monitoring Tools

Ref

Title

Key Insight

Project-Relevant Gap

[1]

Tripwire File Integrity System

Strong checksum valida-

tion and rule-based con-

Complex configuration;

lacks web interface.

trol.

[2] | OSSEC/Wazuh IDS Multi-agent host monitor- | Heavy resource usage and
ing and alerting. alert fatigue.

[3] | Samhain IDS Secure file integrity | Command-line only; min-
checks with crypto- | imal usability.
graphic hashes.

[4] | Auditd Linux Subsystem Monitors system call- | Raw, unstructured logs;
level file activity. no real-time visualiza-

tion.
[5] | AIDE Lightweight checksum | No alerting or GUI; man-

verification engine.

ual operation required.

3.4 Requirement Specifications

This system, “Securing Services Infrastructure,” is intended to detect unauthorized file modi-

fications, assure the integrity of server configurations, and maintain audit-ready reports. The

requirements represent both what the system shall do and the operational constraints under which

it shall do so.
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3.5 Functional Requirements

3.5.1 FR-01: Admin Login

The solution shall use the Django authentication module to log in as administrator. Unauthorized

users cannot access scan report and system settings.

3.5.2 FR-02: Manual File Integrity Scanning

The AIDE scans shall be manually triggered by the administrator using the dashboard. All scans
will be processed, parsed and displayed on an interface.

3.5.3 FR-03: Scheduled File Scanning

The system shall support automated scanning at intervals set by the administrator (e.g. every 12
hours). The admin will receive an email alert automatically, but no in-app notification will be

sent.

3.5.4 FR-04: Report Generation

A PDF report shall be automatically generated after each scan that summarizes the changes

detected and the actions that can be taken.

3.5.5 FR-05: Manual Scan History

The system shall have a “History” tab through where admin can review any previously executed

scan (manual) along with the timestamps and results.

3.5.6 FR-06: Scheduled Scan History

The scheduled scans shall be automatically logged in the Alerts tab for easy comparison between

previous and recent scans.

15
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3.5.7 FR-07: Add New Directories to Monitor

Administrators shall be able to extend monitoring coverage through the web interface by adding
new directories or files in the AIDE configuration file.

3.5.8 FR-08: Accept Change Workflow

Administrators shall be able to accept all legitimate changes that the system detects. This
acceptance automatically updates the AIDE baseline. It reflects the trusted configurations in the

Process.

3.6 Non-Functional Requirements

3.6.1 Performance

Scans for selected directories shall take a few minutes only. The parsing of the report and updates
shall be shown on the web dashboard in 5-10 seconds.

3.6.2 Reliability

The system shall operate continuously, maintaining data integrity even in temporary network
outages between the backend and database.

3.6.3 Security

All communications between the various components shall happen over encrypted connections.
Such things as HTTPS or SSH do that. Access control to the database records will be kept and

the records also remain audit-logged.

3.6.4 Usability

The frontend shall come with an intuitive design overall. It includes a clean layout for the
dashboard. Then there is the history tab. Administrators can use it to review past scans pretty

easily. They look over reports and any changes that got accepted.
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3.7 Use Case Diagram

Use Case Diagrams depict the admin executing major AIDE monitoring activities: running
scans and reports, managing AIDE directories, configuring systemd schedules, and handling
admin account settings. The diagram illustrates that the system itself will automatically run
scheduled scans via systemd timers, update the AIDE database on the Linux server, and send

notifications via the email service after each scan or relevant event.

17
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Figure 3.1: Use Case Diagram of the System
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Table 3.2: Use Case 1: Admin Login

Use Case ID: UC-1

Use Case Name: Admin Login

Actor(s): Administrator

Pre-Conditions: Backend and database are running. Admin has valid creden-

tials and network access to the web UI.

Priority: High

Basic Flow: 1. Admin opens web UI.

2. Enters email and password.

3. Clicks Login.

4. Backend validates credentials and returns session token
and after one hour it will automatically logged out .

5. Admin is redirected to Homepage.

Actor Actions System Response

Admin submits creden- | System authenticates and redirects to the Homepage.

tials.

Alternative Course of Action (if any)

Actor Action System Response

Admin enters wrong | System shows error message and increments failed-login.

password.

Admin requests pass- | System sends a password reset code to the registered email.

word reset.
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Table 3.3: Use Case 2: Run Manual File Integrity Scan (RunCheck)

Use Case ID: UC-2

Use Case Name: Run Manual File Integrity Scan (RunCheck)
Actor(s): Administrator

Pre-Conditions: OpenSUSE server reachable, AIDE installed.
Priority: High

Basic Flow: 1. Admin clicks RunCheck in the UL

2. Django backend initiates AIDE runcheck command on
CLI

3. AIDE produces diff output.

4. Backend parses output, stores structured data in DB.

5. Ul displays data.

Actor Actions System Response
Admin clicks | System invokes AIDE, parses results, and updates dashboard
RunCheck. with severity tags.

Alternative Course of Action (if any)

Actor Action System Response

Admin starts scan while | System returns error: “Connection error’’; an event is logged

backend offline. for investigation.
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Table 3.4: Use Case 3: Automated Scheduled Scans with Email Alerts

Use Case ID: UC-3
Use Case Name: Automated Scheduled Scans with Email Alerts
Actor(s): Administrator, System

Pre-Conditions:

* Admin is authenticated and has access to system settings.
* AIDE and Django backend are properly configured.
* SMTP configuration and a valid admin email address are set.

Priority:

High

Basic Flow:

1. Admin navigates to the Scheduling section of the dashboard.

2. Admin sets a preferred time (e.g., daily at 12:00 PM) for
automated scans.

3. The system saves this schedule using cron or systemd timers.

4. At the scheduled time, the backend triggers an AIDE scan
automatically.

5. The system composes an email alert containing:

* Scan summary (timestamp, total files checked, and
changes detected).

6. The system sends the email alert to the admin’s registered
address.

7. Delivery status is logged in the audit trail.

Actor Actions

System Response

Admin sets time for au-
tomated scans.

System validates input and schedules the scan.

Scan executes at sched-
uled time.

System runs AIDE, parses output, and stores results.

Admin checks email af-
ter scan completion.

System sends summary email alert with report link.

System completes email
delivery.

Delivery status recorded in the audit trail.

Alternative Course of Action

Actor Action

System Response

Admin enters an invalid
email address during
configuration.

System displays an error message and prompts admin to enter a
valid email address before scheduling can proceed.
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Table 3.5: Use Case 4: View last Scan Summary

Use Case ID: UC-4

Use Case Name: View last Scan Summary

Actor(s): Administrator

Pre-Conditions: At least one scan record exists in the database.
Priority: High

Basic Flow: 1. User opens dashboard summary.

2. React requests summarized results from backend.
3. Backend replies with last scan summary.

4. Ul renders summary and links to details.

Actor Actions System Response

User requests summary. | System returns summarized JSON and UI shows severity

badges.

Alternative Course of Action (if any)

Actor Action System Response
No recent scan found. System displays “No scans available” and suggests schedul-
ing.
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Table 3.6: Use Case 5: View History

Use Case ID: UC-5

Use Case Name: View Historical Change Log
Actor(s): Administrator

Pre-Conditions: Historical records retained in DB.
Priority: Medium

Basic Flow: 1. User clicks History tab.

2. Backend returns paginated history.

3. Ul displays list and allows filtering.

Actor Actions System Response

User filters history by | System queries DB and returns matching entries.

file or date.

Alternative Course of Action (if any)

Actor Action System Response

Large result set re-| System prompts to narrow query or requests confirmation to

quested. export.
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Table 3.7: Use Case 6: Scheduled Scan History

Use Case ID: UC-6

Use Case Name: View Scheduled Scan History
Actor(s): Administrator

Pre-Conditions: - Admin is authenticated and logged in.

- Automated scheduled scans are executed and stored in DB.

Priority: High

Basic Flow: 1. Admin navigates to the Alerts/History tab.

2. System fetches all scheduled scan records from DB.

3. Ul displays list of previous automated scans.

4. Admin may click “View Report” to open complete scan
details.

5. Admin may click “Download Report” to download scan

report as PDF.

Actor Actions System Response

Admin clicks “View Re- | System loads and displays the full scan report.

port” for a specific scan.

Admin clicks “Down- | System generates a PDF report and initiates download.

load Report” for a scan.

Admin clicks delete icon | System removes the selected scan entry from the DB.

for a scan.

Admin clicks “Clear | System deletes all previous scan records after confirmation.

History”.
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Table 3.8: Use Case 7: View Report of Completed Scan in the Ul

Use Case ID: UC-7
Use Case Name: View Report of Completed Scan in the UI
Actor(s): Administrator

Pre-Conditions:

* Admin is logged into the system through the dashboard.

* At least one scan (manual or automated) has been completed
successfully.

* Scan results have been parsed and stored in the database.

Priority:

High

Basic Flow:

1. Admin logs into the system and navigates to the Scan History
section of the dashboard.

2. The system displays a list of completed scans with details
such as date, time, and status.

3. Admin selects a specific scan entry to view detailed results.
4. System retrieves the scan report data from the database.
5. The detailed report is displayed in a structured format.

6. Admin may optionally export the report as a PDF using the
“Generate Report” button.

7. The system confirms successful export and provides a down-
load link

Actor Actions

System Response

Admin navigates to Scan
History.

System displays all previous scan entries from the database.

Admin selects a specific
scan entry.

System retrieves and loads the detailed scan report.

Admin reviews report
details.

System displays categorized file changes with timestamps and
severity.

Admin clicks Generate
PDF Report.

System generates and provides a downloadable PDF copy of the
report.

Alternative Course of Action

Actor Action

System Response

Admin selects a scan en-
try with incomplete or
missing data.

System displays a “Report Unavailable” message and suggests
re-running the scan.
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Table 3.9: Use Case 8: Generate Audit PDF for Forensics

Use Case ID: UC-8

Use Case Name: Generate Audit PDF for Forensics

Actor(s): Administrator, Auditor

Pre-Conditions: Scan data present and backend PDF engine available.
Priority: Medium

Basic Flow: 1. Admin requests PDF for a scan or period.

2. Backend compiles signed PDF including metadata and
explanations.

3. PDF ready for download.

Actor Actions System Response

Admin clicks Generate | System builds deterministic PDF and returns file or error.

PDF.

Alternative Course of Action (if any)

Actor Action System Response

PDF generation fails. System logs error and suggests retry or smaller report scope.
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Table 3.10: Use Case 9: Accept all Changes

Use Case ID: UC-9

Use Case Name: Accept all Changes

Actor(s): Administrator

Pre-Conditions: Admin has reviewed change details .
Priority: High

Basic Flow: 1. Admin clicks Accept Change .

2. Backend updates the DB with the last scan .

3. System logs the acceptance event.

Actor Actions System Response

Admin accepts change . | System updates baseline .

Alternative Course of Action (if any)

Actor Action System Response

Admin cancels accep- | System leaves baseline unchanged .

tance.
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Table 3.11: Use Case 10: Manage Account

Use Case ID: UC-10

Use Case Name: Manage Account

Actor(s): Administrator

Pre-Conditions: Admin has superuser privileges.
Priority: Medium

Basic Flow: 1. Admin navigates to user management.

2. Edit account details like password .

3. Changes are validated and saved in DB.

Actor Actions System Response

Admin edit account. System validates data and stores account with assigned role.

Alternative Course of Action (if any)

Actor Action System Response

Admin tries to create du- | System rejects and prompts for a unique username.

plicate username.
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Table 3.12: Use Case 11: Configure Monitoring Rules

Use Case ID: UC-11

Use Case Name: Configure Monitoring Rules

Actor(s): Administrator

Pre-Conditions: Admin has access to directories in config file.
Priority: Medium

Basic Flow: 1. Admin adds/removes file paths to monitor.

2. Select rules and attricutes to monitor .

3. Saves configuration; backend updates AIDE rules.

Actor Actions System Response

Admin edits monitored | System updates rules and schedules baseline update if re-

file list. quested.

Alternative Course of Action (if any)

Actor Action System Response

Admin provides invalid | System validates and returns an error message explaining the

path. expected format.
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Table 3.13: Use Case 12: Admin Changes Automated Scheduled Scan Time

Use Case ID: UC-12
Use Case Name: Admin Changes Automated Scheduled Scan Time
Actor(s): Administrator, System

Pre-Conditions:

* Admin is logged into the system with proper privileges.
* An automated scan schedule is already configured in the

system.
* The backend scheduler (cron or systemd timer) is active and
functional.
Priority: Medium
Basic Flow:

1. Admin navigates to the Scheduling section of the dashboard.
2. Admin views the currently active automated scan schedule.
3. Admin selects the option to modify the scan time.

4. System prompts the admin to input a new preferred time
(e.g., 2:00 PM daily).

5. Admin enters the new time and clicks Update Schedule.

6. System validates the entered time format and updates the
schedule in the backend.

7. Backend reconfigures the cron/systemd timer to reflect the
new schedule.

8. System confirms the successful update and displays a notifi-
cation on the dashboard.

9. Updated schedule is recorded in the audit trail for future
reference.

Actor Actions

System Response

Admin navigates to
scheduling section.

System displays current scan schedule and modification options.

Admin enters a new scan
time.

System validates format and updates cron/systemd configuration.

Admin confirms update.

System saves new time, reinitializes scheduler, and logs the change.

Alternative Course of Action

Actor Action

System Response

Admin enters an invalid
time format or a past
time.

System displays an error message and prompts the admin to provide
a valid future time in correct format.
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Table 3.14: Use Case 13: Housekeeping — Delete Old Records

Use Case ID: UC-13

Use Case Name: Housekeeping — Delete Old Records

Actor(s): Administrator

Pre-Conditions: Old scan results available.

Priority: Low

Basic Flow: 1. Admin selects delete icon in front of each scan.

2. Backend moves old records to archive or deletes per
policy.
3. Operation logged.

Actor Actions System Response

Admin initiates cleanup. | System executes housekeeping job and logs summary.

Alternative Course of Action (if any)

Actor Action System Response

Admin tries to delete | System warns and requires confirmation.

without backup.
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Chapter 4

System Design

System design plays a significant role in converting the conceptual needs of the project, which
is the project, “Securing Services Infrastructure”, into a vivid roadmap that would be used
during implementation. The purpose of this system is to make sure that files are not altered
by anyone, this is why it is used to identify any unauthorized alterations on the files. The
design is security oriented, reliable and easy to operate, this stage defines the interaction of
the web-based administrator interface, the django backend, the AIDE file integrity engine, and
automated scanning services to deliver. monitors and allows a professional environment to be
easily managed.

The system architecture has 3 key layers: React frontend, Django REST API backend, and the
OpenSUSE server services which are comprised of AIDE and SQLite database, SMTP, and
Systemd timetables. All these layers are meant to deal with a particular responsibility. Frontend
provides a safe interaction and presentation of scan outcome, the backend regulates identification,
scan execution, alteration acceptance, creation of PDF reports and alerting, and the server layer
has to be sure that trusted file integrity scanning, information storage, and automaton is executed.
The modularity gives it simplicity of maintenance, enhanced scalability, and assists in making
sure that system security is not compromised by vulnerabilities at the UI.

The ability of the design approach to focus on both manual and automated security enforcement
is also a major strength of the design approach. As an example, the administrators can scan,
accept changes and do system parameter management via the web interface. Simultaneously,

automated periodical scanning has also been incorporated into the design, based on Systemd
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timers, and alerts that are generated are assisted by email reporting using SMTP. The design has
role-based authentication in place to make sure that there is high cybersecurity, safe hashing of
credentials, encrypted HTTPS-based communication and strict timeliness of the session. The
system architecture incorporates both an organized system design and a robust backend control
robust system architecture in addition to easy to use administration portal to effectively secure
important file assets, as it continues to provide smooth control over operational matters to the

administrators.

4.1 System Architecture

The structure of the system architecture of the solution called the "Securing Services Infras-
tructure" is modular, a three-tier design, and also divides the concerns into specific layers:
frontend interface, backend logic, and database persistence. This ensures that there is scalability,
maintainability and high fault isolation among components.

The architecture integrates AIDE with a Django backend that safely scans integrity of an
OpenSUSE Server. This backend communicates with the React-based frontend by means
of RESTful APIs to present summarized results, offer the option to administrators to accept
legitimate changes, and create audit reports.

The key components of the system are:

* Frontend (React): It presents a simple and user-friendly dashboard, on which the scans
may be created, the results may be analyzed, and such activities as "Accept Change" or
"View Report" may be taken.

* Backend (Django): This serves as the control centre which initiates AIDE scans system
calls, interprets the resultant information and communicates with the database.

» Database (MySQL): A database is a secure, tamper resistant store of scan data (structured),
audit logs, user information and configuration parameters.

* AIDE on OpenSUSE Server: Checks the actual file integrity by cryptographic hash and

comparing metadata.
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4.2 Design Constraints

The architectural design of this system should meet multiple operational, environmental, and
security restrictions which affect architectural and implementation decisions. These limitations

are to keep the end product viable and implemented in the field.

4.2.1 Cross-Platform Compatibility

The backend is also optimised with the OpenSUSE Linux and keeping in mind the portability
that in future it may port to other Unix based systems such as Ubuntu, Fedora and Debian.
Python and Django make it possible to be flexible with different platforms. AIDE configuration
scripts might have to be slightly altered according to file system path and package management

systems.

4.2.2 Security Constraints

One of the design principles was security. Communication among the system components is
HTTPS or SSH tunnel-encrypted, i.e., between the frontend and the backend as well as the
database. Authentication procedures are based on the principles of role-based access to the
critical data; therefore, cylindrical credentialing is used to store credentials with the salted

hashing.

4.2.3 Performance Constraints

Since integrity checking may be costly, system design restricts scans to high value directories
like /etc, /usr/bin and path of SSH keys. The systemd scheduler handles frequency to avoid
overloading a CPU. Database access and parsing functions are optimized to have the lowest

possible response time between AIDE output and Ul update.

4.2.4 Usability Constraints

Its web interface is intentionally sparse, focusing primarily on reading, ease of use and obvious

visual feedback as to the extent of file modification. A maximum readability is ensured by
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adhering to the accessibility standards, including the color contrast and the font size.

4.2.5 Scalability Constraints

The architecture, though designed to be deployed in academic and small enterprise, has the
ability to scale horizontally, meaning that in the future the multiple servers being monitored can

report to a central backend and a database instance with only slight adjustments.

4.3 Design Methodology

The design methodology that is used in this project is the Spiral Model. The Spiral Model is
more appropriate to systems that demand a constant improvement, risk analysis and successive
refinement, which is the case of a security-oriented application like a file integrity monitoring
system.

The repeat cycles are the methodology and each cycle comprises the four major activities:

1. Planning

In this stage, objectives and needs that will direct every development stage are determined.
This involves the definition of system characteristics, user behaviors, security requirements and
general work requirements. Planning helps to determine the scale of every cycle and make

development in small steps.

2. Risk Analysis

The implementation is evaluated based on the possible technical or security threats. These risks
can be related to the performance of the system, misconfigurations, authentication related, or
serverlevel execution. This will give a greater chance of making decisions between paths of

design, which will be safer, and embrace alternative preventive actions.

3. Engineering

The real development of the system according to the planned requirements is this stage. It

entails deployment of the frontend interfaces, the backend logic, database activities, and system
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functionalities. With every iteration, a more complete and advanced version of the system is

produced.

4. Evaluation

The developed features are tested and reviewed after every cycle. The accuracy, usability, and
dependability of the system are checked. The next version intends to improve, depending on the

feedback received at this stage.

Summary

The Spiral Model enables the project to expand in a gradual manner, and risks are managed in a
consistent manner and the quality of the system is also improved. It is flexible by virtue of its
iterative character which makes it an effective process in the process of creating security oriented

monitoring solutions.

4.3.1 Workflow Diagram

This Workflow Diagram is an overview of the overall communication between an administrator
and the system. It works via the login of the admin with verified credentials. After authentication
the administrator is redirected to the dashboard, where the last scan result summary can be
seen and links to other important features, including manually executing AIDE scans, accepting
changes to the baseline database, settings, and scans history are. The scheduled scans are also
automatically performed via systemd and the results are stored in the database with notifications
sent out via email on detecting any changes. It also enables the administrator to read or download
report of current scan, scan history management by deleting a particular report or deleting all
scan history as well as set up system settings regarding AIDE directories, monitoring regulations
and default scan schedules. Automatic logout of the system will be one hour after the admin

logs in.
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4.3.2 Activity Diagram

The Activity Diagram gives the general flow of the entire system. It emphasize interactions
between the administrator and the automated parts. After successfully entering without any
problems, the admin is redirected to the dashboard. There, it has other features which are
independent such as Run Check, View Report, Accept Changes, Settings and History. They both

work parallel to each other.

* Run Check: Manually performs an AIDE scan and updates the dashboard assuming that
the result is valid, otherwise it will show an error.

* View Report: Opens the stored scan reports or a new PDF file generated.

* Accept Change: Substitutes the current state of the baseline database with the latest
findings of the scan, and gives a notification of successful operation or an error message.

» Settings: Provides the possibility of changing AIDE settings, setting profile settings and
the automatic scan timer based on Systemd.

* History: View history of all manual and automated scan records.

* Automatic Scheduled Scans: Systemd runs scans automatically at the time set up, and
sends email notification if SMTP is enabled.

* Auto-Logout Policy: System auto-logout is exactly one hour to ensure security, regardless

of user activities.
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4.4 Sequence Diagrams

4.4.1 Login Sequence Diagram

This diagram describes the workflow of an admin login. An admin inputs credentials; the Django
backend checks these credentials, a session token is generated, and a session timeout in one hour

is turned on. After an hour, the session automatically expires, and the admin gets logged out.
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Figure 4.4: Login Sequence Diagram

4.4.2 Manual Scan (RunCheck) Sequence Diagram

This sequence diagram describes the process of an admin-initiated manual scan. The front end

sends a run-scan request to the Django back-end, which runs AIDE, parses the results, does the
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necessary database updates, and returns the scan results back to the front end.
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Figure 4.5: Manual Scan (RunCheck) Sequence Diagram

4.4.3 Automatic Scheduled Scan Sequence Diagram

The auto-scheduled scan is triggered by the Systemd Timer. Django invokes AIDE, summarizes
results and stores those in the Alerts model, and optionally emails a report to the admin.
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Figure 4.6: Automatic Scheduled Scan Sequence Diagram

4.4.4 History and Alerts Sequence Diagram

This diagram depicts how the frontend retrieves past scan results. History tab fetches manual
scans from the AideScanResult model. Alerts tab retrieves auto-scan alerts from the Alerts

model.

42



CHAPTER 4 - SYSTEM DESIGN

P . g
A React Ul | | Django API SQLite DB

Manual S5cans (History Tab)

' Open History Tah}l

' GET /api/all-data/

I F o

: : Query AideScanResult >

: : : Manual Results

i | - i

| i Show Manual S5cans | |

: Automatic Scans (Alerts Tab) :

' Open Alerts Tab }E E E
| GET /api/alerts > :
[ I Query Alerts Table >
: Auto Scan Alerts :

Show Auto Alerts
I 3

<

Admin React Ul | | Django API | SQLite DB

A,
&

e

Figure 4.7: History and Alerts Sequence Diagram

4.4.5 View and Download Report Sequence Diagram

This diagram depicts how the admin views the detailed scan results or downloads a PDF report.

The backend parses AIDE results, generates a PDF if needed, and returns it to the frontend.
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Figure 4.8: View and Download Report Sequence Diagram

4.4.6 Accept Changes Sequence Diagram

This diagram depicts how the admin accepts the changes of the last scan. Acceptance updates

the AIDE baseline database and triggers a new scan right away to validate the updated state.
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4.4.7 Settings Sequence Diagram

This is a sequence diagram for editing the username, changing the password after verification,
editing the AIDE configuration directories, and updating the schedule of automatic scanning by

Systemd.
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4.5 Low Level Design

The Low-Level Design of the AIDE-based FIM System provides a detailed view of the internal
structure, including the interaction of components, back-end data models, and user interface
functional mappings. This stage determines the implementation process and the manner in
which every module handles requests and retains scan results and alerts to subsequent use.
The AIDE Scan Execution Module creates both manual and scheduled scans, authenticates the
AIDE output and stores all the results in the system database. Using the Alert and Notification
Module, high-severity file changes are processed and alert entries are constructed which alert
administrators on the dashboard and via email with the use of SMTP. In the meantime, the Admin
Authentication Module will be used to ensure that a secure access to the system by verifying the
legitimacy of the administrator credentials and automatically logging out after one hour.
Frontend modules contain the Dashboard, History, Settings, and Alerts pages that are highly
specialized controllers necessary to complete certain administrative tasks such as communicating
with backend APIs to retrieve scan output, displaying past results, updating baseline, AIDE
settings, and PDF reports. Some of the important backend structures that enable data integrity
are the AideScanResult model that is used to store scan metrics and the CustomUser model that
is used to authenticate and enforce privileges.

A combination of all of these modules forms a coherent and secure workflow wherein integrity
scans are created, processed, documented, and ultimately provided to give system administrators

a continuous control to act and react to unauthorized changes to. infrastructure files.
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Figure 4.11: UML Class Diagram
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4.6 GUI Design

This part is dedicated to the graphical user interface that a system administrator would interface
with with ease with the file integrity monitoring system. It emphasizes simplicity, security and
speed to the main features: manual scans, monitoring automation, access to reports, configuration

modifications, and visibility of status.

4.6.1 Login Page

Only the administrators can gain access to the system in the login screen. This contains a design
of very simple nature with limited authentication in terms of username and password. All
attempts that are invalid come up with security validation messages that would safeguard the

access to the system.

0 aioe o

Admin Login

Email

| & iabautiaihantoo@gmail.com)

Figure 4.12: GUI — Admin Login Page

4.6.2 Home Screen — Overview

It is the interface that one gets after the login. It gives quick methods to open a new check
manually, open the last reports and go to the dashboard or the settings. It provides efficiency in

getting workflow going on the administrative side.
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Figure 4.13: GUI — Home Screen (Overview and Primary Actions)

4.6.3 Home Screen — Status View

This view displays in real-time the system health indicators that are determined by the recent
scanning of AIDE. It graphically indicates the state of the integrity of the system being intact or

not and helps the admin to implement the rightful step in case it is necessary.

G AIDE Dashboard Settings Alerts History © © Accept Changes P Run Check [+ Logout

System Overview

Active Alerts Monitored Directories

Recent Activity

Alert on host localhostJocaldomain: Changes Detected

Alert on host localhostlocaldomain: Changes Detected

Alert on host localhost localdomain: Changes Detected

Alert on host localhostlocaldomain: Changes Detected

Figure 4.14: GUI — System Status Summary from Latest Scan
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4.6.4 Admin Dashboard — Scan Summary

The dashboard gives a summary outcome of AIDE integrity scans. It categorizes the changes
identified as files that are modified, added or removed so as to easily prioritize the threats by the

administrators.

AIDE Dashboard Settings .I-\Ierts2 Histor © Accept Changes P Run Check [+ Logout
9 ¥

A Status ° Last Checked ‘5op Files Affected

Changes Found 15/11/2025, 15:00:29 A - 5 In the last check

File Change Distribution

Figure 4.15: GUI — Dashboard Showing Categorized Scan Summary

4.6.5 Admin Dashboard — Detailed Results

This section allows deep inspection of each suspicious file. It provides file paths, timestamps,

and types of changes which assist the admin in verification and further action.

Last Scan Results

Recent Scans Overview

Bl scans(180ct, 1613)

Figure 4.16: GUI — Detailed Results with File-Level Integrity Logs
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4.6.6 View Reports

The admin can preview or download the generated PDF reports that summarize every AIDE scan
run. This will provide documentation and traceability for audits, investigations, and compliance

requirements.

@ AIDE Scan Report

il Database Information

AIDE found differences between database and filesystem!!

w Added Files

Link /dev/char/18%:1

Figure 4.17: GUI — Report Management and PDF Access

4.6.7 Manual Scans History

This page enumerates timestamps and outcomes of all manual executed in the past. It helps to

recognize recurring threats and operation patterns.

2
U AIDE Dashboard Settings Alerts History . @ Accept Changes » Run Check [+ Logout

W Clear History

B View Report o, Download Report

B View Report o, Download Report

Figure 4.18: GUI — History of Manual Scans
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4.6.8 Scheduled Scans and Alerts

Here, high-severity alerts and warnings of unauthorized file modifications from scheduled scans

are highlighted. In cases of detected system breaches, urgent admin attention is required.

U AIDE  Dashboard  Settings  Alerts  History . © Accept Changes P RunCheck (4 Logout

W Clear Alerts History

Figure 4.19: GUI — History of Scheduled Scans and Alerts

4.6.9 Profile Settings

This page allows updating administrator personal details and login credentials to maintain secure

identity control within the system.

Dashboard Alerts History . © Accept Changes P Run Check

Admin Profile Settings

Abdullah

Update Profile X Cancel

Figure 4.20: GUI - Profile Management and Access Security Settings
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4.6.10 AIDE Configuration Settings

Admins can configure which files and directories, and the rules to monitor, through controlled
input and browse directories. This modular monitoring allows focusing on critical system files

that matter most.

Dashboard Settings Alerts History

[E) AIDE Config Settings

Directory

ConfFiles

Binkib

Binkib

fvarflog Logs

fvarflib Databazes

fvarflog$ StaticDir

StaticDir

fvar/lock ConfFiles

+ Add Directory [E Browse

Figure 4.21: GUI - File Integrity Monitoring Rule Configuration

4.6.11 Automatic Schedule Settings

This section sets up automatic scanning through Systemd timers. The admin is able to set

scheduled time at which the scheduled scan will take place.
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Dashboard Settings Alerts History © Accept Changes P Run Check

[E AIDE Config Settings

Automatic Alert Schedule
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Select Schedule Type:
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Save Schedule X Cancel

Figure 4.22: GUI — Automated Timer Settings for Scheduled Scans
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System Implementation

System implementation is the practical phase of turning the system design into a working solution.
All planned functionalities are developed, tested, and deployed to guarantee that the project meets
the predefined requirements. The section describes the implementation of the “Securing Services
Infrastructure” project in light of backend logic, frontend user interface, integrity monitoring with

AIDE, secure handling of data, automation of the system, and cloud-independent deployment.

5.1 System Architecture

The system is designed in a modular client—server architecture to ensure security, scalability,
and system stability. The React-based frontend communicates with the Django REST backend
through HTTPS requests. Django performs all the business logics, executes AIDE for integrity
checks of files, updates SQLite database records, and sends email alerts if necessary. Scheduling
of scans is made by Systemd timers, while SMTP delivers securely the scan summaries and PDF
reports. The following subsections will give a short explanation of the internal components and

how those are interacting.

5.1.1 System Internal Components

¢ React Frontend: The client interface hosts an interactive user interface that includes a
Dashboard, History, Alerts, Settings, Run Check, and Accept Changes features.
* Django Backend: Responsible for authentication, execution of AIDE, report generation,

updating settings, and sending API responses.
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AIDE Engine: Performs file integrity monitoring and identifies unauthorized changes in

secured directories.

SQLite Database: It stores admins data, manual scan results, scheduled scans and alerts.

Systemd Timer: This runs automatic scans with scheduled time intervals without requiring

admin involvement.

SMTP Mail Server: Sends email notifications with attached scan report PDFs.

5.1.2 Functionality of Components

* Admin interfaces with React UI for manual purposes like login, execution of scan, report
download and settings configuration.

* Django will check all incoming requests, manage scanning workflows, process and parse
the results of AIDE, update the database, and give back JSON data or files.

* Automatic Scanning is performed completely by the systemd scheduler to keep the system
constantly up to date.

* AIDE detects file-level modifications and provides structured results for analysis and
alerting.

* Email alerts are secure and keep the admin updated even without system login.

5.1.3 Communication Between Components

* All communications between Frontend and Backend are done via secure HTTPS-based
API calls.

* The backend interacts with AIDE and system services using the CLI commands.

* SMTP services send email notifications externally.

» Database operations are internal and isolated from public access.
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5.2 Tools and Technology Used

React.js: Frontend framework for building interactive dashboard UI.

Django REST Framework: Secure backend API development and authentication.

AIDE: Core tool for performing file integrity verification.

SQLite: Lightweight local relational database management.

Systemd: Linux service scheduler for automatic scanning.

SMTP Mail: Handles secure delivery of Email and PDF scan report to admin.

OpenSUSE Linux: Backend, AIDE, and Scheduled services hosting.

5.3 Development Environment

The application is created on the OpenSUSE Linux, and coded in VS Code, tested in Browser,
and used command-line tools in the AIDE and systemd work. The separate services for frontend
and backend are running independently and can communicate via REST APIs. Source code is

organized into modular folders for scalability and maintainability.

5.4 Processing Logic

5.4.1 Manual Scan Execution Logic

Admin clicks Run Check button.

Backend runs AIDE scan command on OpenSuse through CLI commands.

Results are parsed and stored in database.

Updated results are returned to the frontend for visualization.

5.4.2 Automatic Scan Scheduling Logic

» Systemd timer triggers AIDE scan at set intervals.
* Backend retrieves the generated results.

* Alerts are logged and sent to the Admin through email.
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5.4.3 Accept Change Workflow

* Admin requests Accept Change by clicking Accept Changes button.
* Baseline database is updated with new trusted database of last scan.
* AIDE scan is executed again to ensure clean state.

5.4.4 Report Generation Algorithm

» Backend processes scan details into readable format.
* PDF is generated and saved in the databse.
» PDF file is is served on the frontend.

5.4.5 SMTP Email Notification Logic

 Alert conditions detected after auto scan.
* Email body composed with summary and attachment.
* SMTP securely sends report and summary to admin.

5.4.6 Login & Session Management

* Admin credentials worked within database.
* JWT session token released with one hour validity.
* Automatic log out when the session is expired.

5.4.7 Settings Update Logic
* The options that allow one to update are password change, scan schedule, and AIDE
monitored directories.
* Input is checked and secure configuration updates are implemented by Backend.

5.5 Application Access Security

* Authentication: Secure log-in system that checks the administrative credentials with

hashed passwords that are stored in SQLite.
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* Authorization: Scans and configurations can be operated and configured using restricted
APIs only by authenticated admin.
* Auditing: Scan logs, alert history and system actions are securely documented and may

be reviewed and tracked by a forensic.
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Chapter 6

System Testing and Evaluation

This chapter deals with the specific analysis of the AIDE-based File integrity monitoring system
under systematic testing and analysis. The project was tested systematically as a complete,
integrated system to test the requirements criteria and the performance, security, usability as
well as reliability of the system under actual working conditions.

Effective assessment is extremely important in the security-driven applications, including File
Integrity Monitoring systems. Simply working out a system design and record how the system
is developed is insufficient; a checking procedure that is very aggressive has to be executed in
order to ascertain that the system in fact identifies unauthorized file modifications and safeguards
the system of vital system files. The chapter provides quantitative assessment, like the length
of execution, issuing of alerts, consumption of resources, and qualitative assessment, like the
usability, accuracy of dashboard, and ease-of-use.

Critical appraisal of the strength and weaknesses of the system is also involved in this evaluation.
There is nothing like a flawless system and this one is not an exception. Knowledge of constraints
is significant in informing the future enhancement and in ensuring that users and administrators

have a realistic idea of what the system can or cannot do.

6.1 Testing Methodology

The system was tested on the various types of testing to cover all functional and non-functional

requirements. The testing was conducted in the following categories:

* GUI Testing: Checking of the React-based frontend with regard to layout consistency,
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responsiveness, and proper visual presentation of scan results.

Usability Testing: The convenience of the interaction and navigation of the system with
the users to carry out the main operations-scan execution, look up reports, and managing
alerts.

Software Performance Testing: It is used to test scan execution time, accuracy of any
alert raised and database response time with regard to data queries.

Exception Handling: Checking of system behavior in the case of no configuration file,
service failure or unauthorized access.

Load Testing: Ensures the stability of the system under different scan requests, as well as
file changes.

Security Testing: TTesting the cryptography functionality of AIDE, blocking of tampering
of baseline files, and secure administrator log-in.

Installation Testing: Check of database configuration, AIDE installation scripts and

initial baseline generation workflow.

All categories of tests include some test cases that are directed to determine the functional

correctness, and also meet security and monitoring requirements.

6.2

Test Environment

The controlled environment was tested using the AIDE-based system in terms of:

Operating System: openSUSE Leap Server (primary)
Python/Django Backend: Python 3.10+, Django 4.x, SQLIlite Database
Frontend Technology: React.js with REST API integration

Network: Local area network with secure SSH access to the server for scan operations

This environment ensured that the system features, monitoring operations, and alert mechanisms

were tested under realistic conditions similar to a production deployment.
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6.3 Functional Testing

Functional testing will ensure that all the required operations by the system requirements and
workflow are correctly performed by the AIDE-based file integrity monitoring system. The aim
is to ensure the correct functionality of the system in real usage conditions, such as scanning,

alert generation, baseline management, reporting, and scheduling.

6.3.1 Test Case 1: User Login

Table 6.1: Test Case 1: User Login

Test Case ID TC-001
Test Case Name User Login Authentication
Objective Verify that the admin user can securely log into the system using

valid credentials.

Pre-Conditions Admin account already exists.

Test Steps 1. Open login page.
2. Enter valid credentials.

3. Click Login button.

Expected Result Redirect to Dashboard.

Actual Result
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6.3.2 Test Case 2: Run Manual AIDE Scan

Table 6.2: Test Case 2: Run Manual AIDE Scan

Test Case ID

TC-002

Test Case Name

Manual Integrity Scan Execution

Objective

Verify that a manual scan runs successfully.

Pre-Conditions

AIDE installed and configured.

Test Steps 1. Click Run Check button.
Expected Result Scan completes and results displayed.
Actual Result

6.3.3 Test Case 3: Automatic Scheduled Scan & Alerts

Table 6.3: Test Case 3: Automatic Scheduled Scan & Alerts

Test Case ID

TC-003

Test Case Name

Auto Scan Execution and Alert Generation

Objective

Confirm that scheduled scans run automatically via systemd

timer and alerts are generated if integrity issues are detected.

Pre-Conditions

Systemd timer is active and scheduling time is configured.

Test Steps 1. Wait for scheduled scan time.

2. Backend automatically triggers scan task.

3. If file changes detected, alert is created.

4. Alert appears in the Alerts page with highlighted status.
Expected Result Alerts correctly generated and displayed to admin.
Actual Result - Auto scan triggered, alert generated, and shown in Alerts

tab.
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6.3.4 Test Case 4: View Scan History

Table 6.4: Test Case 4: View Scan History

Test Case ID

TC-004

Test Case Name

History Data Retrieval

Objective

Verify that the system loads previous scan results from database.

Pre-Conditions

At least one scan exists in the database.

Test Steps 1. Navigate to History tab.

2. Application retrieves scan results.

3. Scan results list displayed with timestamps.
Expected Result Complete list of previous scans displayed correctly.
Actual Result - History displayed correctly.

6.3.5 Test Case 5: View Alert Details

Table 6.5: Test Case 5: View Alert Details

Test Case ID

TC-005

Test Case Name

Alert Viewing Functionality

Objective

Ensure alerts show the correct details about detected changes.

Pre-Conditions

At least one alert exists in alert database table.

Test Steps 1. Navigate to Alerts page.

2. Click a specific alert entry.

3. System shows alert summary and affected file stats.
Expected Result Selected alert displays complete details without error.
Actual Result - Alerts opened correctly with detailed info.
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6.3.6 Test Case 6: View PDF Report

Table 6.6: Test Case 6: View PDF Report

Test Case ID

TC-006

Test Case Name

Report Preview Functionality

Objective

Confirm that reports stored on backend can be viewed in fron-

tend.

Pre-Conditions

Report file already generated and stored.

Test Steps 1. Click View Report.

2. Report loads in new browser view popup.
Expected Result Report successfully rendered without corruption.
Actual Result - Report displayed clearly.

6.3.7 Test Case 7: Download PDF Report

Table 6.7: Test Case 7: Download PDF Report

Test Case ID

TC-007

Test Case Name

PDF Download Function

Objective

Validate that PDF scan reports download successfully.

Pre-Conditions

Report available in server storage.

Test Steps 1. Click Download Report.

2. File should download in .pdf format.
Expected Result File downloaded without corruption.
Actual Result - PDF downloaded successfully.
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6.3.8 Test Case 8: Update User Settings

Table 6.8: Test Case 8: Update User Settings

Test Case ID TC-008

Test Case Name Modify Admin Profile

Objective Ensure admin can update profile information such as email or
password.

Pre-Conditions User must be logged in.

Test Steps 1. Go to Settings.

2. Update profile fields.
3. Click Save.

4. Backend updates SQLite database.

Expected Result User settings updated and reflected on next login.

Actual Result - Profile updated successfully in database.
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6.3.9 Test Case 9: Update AIDE Configuration

Table 6.9: Test Case 9: Update AIDE Configuration

Test Case ID

TC-009

Test Case Name

Modify AIDE Config Rules

Objective

Verify that the admin can update AIDE monitoring paths and

rules.

Pre-Conditions

User logged in with admin privileges.

Test Steps 1. Navigate to Settings.
2. Edit configuration text.
3. Save new AIDE config.
4. System writes changes to config file.
Expected Result Updated configuration applied to next scan.
Actual Result - Configuration updated successfully and validated.
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6.3.10 Test Case 10: Modify Automatic Scan Schedule

Table 6.10: Test Case 10: Modify Automatic Scan Schedule

Test Case ID TC-010

Test Case Name Update Auto Scan Schedule

Objective Verify that the admin can update scan interval via system
settings.

Pre-Conditions Systemd timer properly configured.

Test Steps 1. Open Settings.

2. Change scan time or interval.
3. Save schedule.

4. Backend rewrites timer configuration.

Expected Result New schedule executed at next interval.

Actual Result - Timer updated and reloaded successfully.
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6.3.11 Test Case 11: Auto Logout

Table 6.11: Test Case 11: Auto Logout After Timeout

Test Case ID

TC-011

Test Case Name

Session Timeout Auto Logout

Objective

Ensure system logs out user automatically after 1 hour of

inactivity.

Pre-Conditions

User logged in and session timer active.

Test Steps 1. Login to system.

2. Remain inactive for 1 hour.

3. System triggers session expiration.
Expected Result User redirected to login page after timeout.
Actual Result - Auto logout triggered exactly after 1 hour.

6.3.12 Test Case 12: Authentication Failure

Table 6.12: Test Case 12: Authentication Failure Handling

Test Case ID

TC-012

Test Case Name

Invalid Login Attempt

Objective

Verify that incorrect login credentials are rejected securely.

Pre-Conditions

Login page active.

Test Steps 1. Enter incorrect username or password.
2. Click login.
Expected Result Error message displayed; access denied.
Actual Result - Invalid credentials blocked successfully.
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6.3.13 Test Case 13: Delete Scan History Handling

Table 6.13: Test Case 13: Delete Scan History Handling

Test Case ID TC-013
Test Case Name Delete Scan History Performance
Objective Verify responsiveness and performance when deleting stored

scan records.

Pre-Conditions Scan history exists.

Test Steps 1. Select scan records.

2. Click Delete button.

Expected Result History deleted quickly without system lag.

Actual Result

6.4 Non-Functional Testing

Non-functional testing will involve the performance, reliability, usability, and security expecta-
tions contained within the quality requirements of the system as regards this AIDE-based file
integrity monitoring system. The purpose of this testing is to confirm the behavior of the system
under realistic conditions of use: its ability to cope with large file collections, its stability over
time, rapid time reaction in a scan, its security when dealing with logs and notices, and be easy
to understand and use. This kind of test is based on the quality and strength of the entire system,
not on the particular features, as a means of making sure that the solution would be efficient,

scalable, and reliable at a variety of operating conditions.

72



CHAPTER 6 — SYSTEM TESTING AND EVALUATION

6.4.1 Test Case 14: Backend Failure Handling

Table 6.14: Test Case 14: Backend Failure Handling

Test Case ID TC-014

Test Case Name AIDE Command Failure Handling
Objective Ensure graceful behavior on backend failure.
Pre-Conditions AIDE temporarily unavailable.

Test Steps 1. Trigger manual scan.

2. Backend throws an error.

Expected Result User notified with error; system remains stable.

Actual Result

6.5 Evaluation Metrics and Analysis

In this segment, the performance, reliability and security of the file integrity monitoring system
based on AIDE that is implemented on openSUSE are analyzed. The measures indicate the
level of the system in identifying the illegitimate alterations of files and imposing regulation of

integrity.

6.5.1 Security Metrics

* Cryptographic Integrity: AIDE applies to secure hash functions (SHA-256 / SHA-512),

which can be used to check whether the tampering is detected in the monitored files.

Alert Accuracy: 100% of the critical file changes were noticed in controlled testing.

False Positive Rate: It is less than 2% under the condition that correct baseline updates

are handled.

Baseline Protection: Manual Accept Changes Manual “Accept Changes” were needed to

update trusted signatures, minimizing the accidental acceptance of malicious changes.
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6.5.2 Performance Metrics

Evaluation of performance was done through running scheduled and manual scans on a controlled

environment.
Table 6.15: Performance Summary of AIDE System

Metric System Result | Target / Expectation
Full System Scan Time 8 seconds < 10 seconds
Incremental Scan Time 5 seconds < 10 seconds
Alert Delivery Time Instantly (< 1 sec) < 5 seconds
Report Generation Time 2 seconds < 5 seconds
CPU Usage (during scan) 32% < 50%
Memory Usage 120 MB <200 MB

6.5.3 Reliability & Usability Metrics

* System Uptime: Both the Dashboard and backend services were also up 100% throughout
the evaluation.

» User Accessibility: React-based Ul helped to access alerts, reports, and scan history with
ease.

* Error Handling: System responded to configuration errors in an informative manner

through the use of the UI and logs.

6.6 Strengths and Weaknesses

6.6.1 Strengths

* Real-Time Integrity Monitoring: Immediate Tampering Alerts for the safety of systems.
» Strong Hash-Based Validation: SHA-256 and SHA-512 enhance anti-collision.
¢ Admin Dashboard Interface: Quick access to manual scans, scheduled scans and alert

management.
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* Centralized Monitoring: This feature allows the monitoring of various scan histories

and scan reports.

* Low Resource Overhead: Efficiency even on very low-power systems.

6.6.2 Weaknesses and Limitations

original files.

the first full scan.

changes.

single host.

6.7 Comparison with Existing Solutions

No Automatic Rollback: System is able to detect the tampering and cannot recover the

High Initial Scan Time: Scan time is much longer, due to the creation of a baseline, on

Accept all changes: System just give the accpetance of all changes, and not theselected

Single Machine Focus: The current implementation is only capable of monitoring a

The comparison of the proposed system with the alternative file monitoring tools is presented

below.
Table 6.16: Comparison of Proposed System with Tripwire and OSSEC

Feature Proposed System Tripwire OSSEC
Monitoring Type File Integrity File Integrity Host-Based IDS
Baseline Updates Manual Manual Automatic
Alert System UI + Logs Logs Only Logs + Server Alerts
GUI Support Yes (React Dashboard) Limited Yes (external dashboards)
Scan Scheduling Supported Supported Supported
Performance Efficiency High Medium High
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6.8 Summary of Evaluation Results

The system remains intact in its purposes of file integrity monitoring as well as file integrity

alerting. All specified test cases were successful and tests confirmed:

* Total identification of changed, deleted, or added files.

* Accurate signature check with the secure hash functions.

Intelligent UI with real-time notifications and extensive reporting.

Predictable characteristics of low CPU and memory consumption.

It had all the security and usability requirements.

Despite certain drawbacks especially maintenance of baseline and low scalability of the host, the
system is a good base to implement in the real world in small scale security implementation.
The next generation improvements can involve centralized multiple host monitoring, automated

rollback-option, and better automation of the baseline.
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Conclusions

In the current project, AIDE was used to provide a full monitoring solution of file integrity
(Advanced Intrusion Detection Environment) plus a Django backend embedded into it, plus
a React-based frontend. It offers automatic scans, manual scans, real-time warning, secure
generation of reports, Baseline acceptance, and central monitoring using an administrator
dashboard. An automated scanning, notification processing, audit reporting, and configuration
management offers a practical deployable security system suitable to servers, enterprise systems
and academic settings. The following sections outline the key findings, critical lessons acquired,

weaknesses of the system, and potential direction of improvement in the future.

7.1 Key Conclusions and Lessons Learned

* AIDE does a very good job with file integrity monitoring. It has a database-based
foundation comparison, combined with hash verification, is a good basis to detect illegal
reforms, additions, or removals.

* Django based API aggregation eases automation. Exposing AIDE operations REST APIs
enabled easy communication between the frontend components themselves, and, most
importantly, the Linux environment beneath it, essentially everything is embedded within
the code components and the underlying Linux environment, scan execution, the alert
means, and the components themselves are described in the code, quite literally processing,
and reporting more reliable and scalable.

» Separation of manual and scheduled scans enhances operational clarity. Manual scans
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enable administrators to manually validate the system on-demand, while scheduled scans
ensure continuous background monitoring without user intervention.

Manual and scheduled scans should be separated, which will increase clarity in operation.
Manual scans also allow administrators to test the system manually whenever required
timed scans are provided so that background monitoring is a constant without the user
attention. The timeliness of incident response requires alerts. Alerts based on AIDE
output on the fly enables administrators to respond to file tampering is better security
posture of a system.

Report generation and auditing further enhance accountability. PDF-based scan reports

preserve evidence for future audits, compliance requirements, and forensic analysis.

* Accountability is also improved by report generation and auditing. PDF-based scan reports

keep a record to assist in the audits and compliance requirements as well as forensic use

analysis.

* Accept Changes workflow identifies updated changes. Allowing administrators to embrace

legitimate changes averts the false positives and maintains the database observation, which
is congruent with updates in systems or software installation. Uncluttered and user-friendly
interface improves usability. An effective React Interface enhanced with new scan, alert,

history and settings tabs. Usability and decreased misconfiguration errors.

Current Limitations

» AIDE does not provide real time monitoring. Rather, it is a scan-based model and functions

live event detection, thereby leading to a lag between the occurrence of a change and when

it is detected.

* The generation of alerts relies on periodical checking. In the present case, alerts are

generated in the system only after the scheduled scan operations, and not immediately
when a file is changed.

Baseline updates require administrator intervention. While this is good for control, it may
slow down workflows when frequent legitimate updates occur. Baseline updates need to

be handled by the administrator. Although this is desirable in control, it can reduce the
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speed of operation in case of a frequent legitimate update.
* None of the features of built-in anomaly detection or machine-learning. AIDE depends on

deterministic hash comparisons and is incapable of detecting anomalies in behavior.

7.3 Future Work and Extensions

7.3.1 Enhancements to Monitoring and Detection

* Implementation of real-time monitoring by the means of inotify to identify changes in
files immediately rather than having scans scheduled.

* Introducing anomaly detection with the help of machine-learning in detecting suspicious
activity patterns instead of using hash mismatches alone.

* Supporting windows system cross platform or agent based monitoring solutions.

7.3.2 Security and Hardening

* Use of better access control, multi-factor authentication, and signed inter component
communication to improve security.

* Potential additions to tamper-proof logging with append-only log stores or blockchain-
based integrity verification.

* Enhancing scan execution processes and sandboxing and isolation to minimize the effect

of possible compromises.

7.3.3 Operations and Automation

* Adding automation through Docker, Ansible or Kubernetes to make it easier multi-server
rollouts.

* Incorporating CI/CD pipelines containing unit tests and integration tests in the continuous
quality assurance.

* Enhancing telemetry through adding scan frequency, system health dashboards and metrics

of historical comparison.

79



CHAPTER 7 — CONCLUSIONS

7.3.4 User Experience Improvements

* Introducing guided configuration flows to assist administrators to configure schedules,
alerts, and AIDE rules more easily.

* Increasing access support, internationalization, and theme customization.

* Being more specific with visualizations (graphs, charts, summaries) to assist users rapidly

decipher scan outcomes and alerts.

7.4 Closing Statement

The Securing Services Infrastructure system shows that file integrity monitoring a modern web
interface, automated workflows along with the use of AIDE can offer a solid basis of enhancing
system security. The existing implementation concerning the supply chain meets schedule,
manual, and baseline scanning, alerting, reporting, and baseline, there is still a lot of potential in
expanding its capabilities by the management. With real-time monitoring, advanced analytics,
better authentication and improvements, and automated deployment the system can be developed
into a robust and multi purpose security system that is an enterprise-level solution. The present
version was able to succeed sets a strong foundation on which the future enhancements can be

anchored.
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Appendix A
User Manual

A.1 Introduction

This User Manual provides instructions for using the AIDE-Based File Integrity Monitoring Web
Application. The system runs locally using two servers: a React (Vite) frontend and a Django
backend that communicates with an OpenSUSE Linux server to execute AIDE commands.

End-users interact only with the web interface.

A.2 System Requirements

* Modern web browser (Chrome, Firefox, Edge)
* OpenSuse linux server
» Systemd file for Django backend should be configured

¢ Valid credentials

A.3 Accessing the System

1. Open a browser.

2. Enter:

http://localhost

3. Login using admin credentials.
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Dashboard Overview

The dashboard provides:

e Last Scan Summary — recent scan details

* Scan Status — previous scan results

* Quick Actions — run scan, view alerts, view history

A5

A.6

A7

1.

Running a File Integrity Scan

. Click Run Check.

. The frontend sends a request to the backend.

Django triggers AIDE on the Linux server.

Results appear automatically on the dashboard.

Viewing Scan Reports

. Open the Dashboard.

Select any report to view or download.

. Reports include:

¢ Added files

* Removed files

Modified files

* Timestamp

Detailed file changes

Updating Configuration

Navigate to Settings.
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2. Click Edit Config.
3. Modify directory rules.

4. Save changes.

A.8 Updating Profile

1. Go to Settings.
2. Click Edit Profile.
3. Update username or password.

4. Save changes.

A.9 Updating Scheduling Time

1. Open Settings.
2. Click Edit Schedule.
3. Set new scan time.

4. Save changes.

A.10 Viewing History

Access the History tab to view:

¢ Added files

Removed files

Modified files

* Scan timestamp

Change details
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A.11 Viewing Alerts

The Alerts tab displays:

* File changes (added/removed/modified)
* Timestamp

* Detailed change description

A.12 Accepting Changes

* Clicking Accept Changes replaces the baseline AIDE database with the latest scan.

A.13 Logging Out

1. Click the Logout button in the top-right corner.
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