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Abstract

The increasing growth of Internet of Things (IoT) devices brought up substantial
security concerns due to distributed synthetic data simulation, resource constraints, pri-
vacy concerns, and increasingly sophisticated cyberattacks. To overcome these issues, a
horizontal federated learning approach is used to present a lightweight and secure feder-
ated learning (FL) framework for [oT anomaly detection that ensures that multiple IoT
devices jointly learn a universal model as maintaining local data privacy. A lightweight
autoencoder architecture is designed for low-power 10T devices, which facilitating efficient
local anomaly detection based on reconstruction error with low computational and memory
overhead. To enhance robustness for more realistic non-IID and heterogeneous data dis-
tributions, the federated learning method implements robust aggregation technique, such
as median aggregation, to effectively reduce negative effects of malicious or unreliable
client updates. By using benchmark datasets - BoT-IoT and TON-IoT, which simulate the
realistic IoT environments with adversarial and malicious clients, the presented framework
is thoroughly evaluated. Experimental results shows that the proposed federated learning
approach outdoes isolated local training, and robust aggregation techniques effectively re-
duce the negative effects of poisoned or malicious updates, which compared to the standard
FedAvg algorithm, ensuring stable convergence and high detection accuracy. Finally, this
framework successfully closes the robustness, efficiency, and privacy gaps, by delivering
efficient and secure solution for detecting anomalies in real-world IoT environments. Addi-
tionally, such methods is highly scalable as more IoT clients gets engaged in large-scale IoT
networks. The communication-efficient design further reduces overhead during federated
training, which is critical for bandwidth-constrained [oT networks, It spotlight the viability
of the proposed framework for secure, feasible, and resilient deployment in real-world
distributed IoT environments.
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CHAPTER 1

INTRODUCTION

1.1 Overview

The Internet of Things (IoT) has transformed modern communication and computing
infrastructures by enabling billions of heterogeneous devices to sense, process, and ex-
change data in real time [1], [2]. These devices are widely deployed in diverse application
domains, including smart cities, automated industries, healthcare monitoring systems, and
intelligent transportation systems, also the smart energy management plays vital role [3].
While the fast expansion of IoT networks has improved automation and operational effi-
ciency, It has also introduced serious security vulnerabilities. Due to lack of computational
power, weak authentication, and massive connectivity, IoT devices are highly prone to
cyber attacks [4] such as the spread of malware, data exfiltration, Denial-of-Service attacks,
or any other unusual network activity [5].

Anomaly detection plays critical role in protecting 1oT networks by identifying
changes from the normal operational patterns which could point to malicious behavior or
system faults. Traditional anomaly detection systems typically depends on the centralized
machine learning models, in which raw data collected from the IoT devices is transmitted
to a central system for training and examination [6]. Even though they work in controlled
environments, these centralized methods fail due to significant limitations in real-world
[oT deployments, including high communication overhead, increased latency, scalability
issues, and severe privacy risks due to continuous sharing of sensitive data [7], [8].

Federated Learning (FL) has just recently been recognized a prospective distributed
learning approach which can overcome many of the above-mentioned challenges. In FL,
IoT devices train local models and their private data send model updates to a central system
or server, that aggregates them which form a global model. It allows multiple number
of clients to collectively understand a shared universal model without any exchanging in
such type of data, thus it resolves most of the above concerns [9]. The IoT devices in
Florida learn a local universal or global model by using their own private details. They
exchange updates of their models with a central system or server, that combines them to
make a global universal model. This method greatly improves the privacy preservation and
bandwidth efficiency. The privacy of the data is greatly improved by this method, as is the
use of bandwidth. Non-identically distributed (non-IID) data, computational constraints,
energy constraints, and the threat of adversarial or malacious client updates make federated
learning challenging for detecting anomalies in IoT [9], [10].



A federated learning architecture for anomaly detection in 10T that is both light-
weight and robust is proposed to address these challenges. In this thesis, it is much focus to
strike a balance b/w accuracy, efficiency, or in terms of robustness in order deploy system
in an actual IoT network settings.

1.2 Federated Learning for IoT Security

Federated learning a novel method of machine concepts of learning approach which
places strong emphasis on privacy. It is very useful for distributed and resource-constrained
settings like in IoT networks. It only shares updates and lets models learn locally, making
it a viable way to increase IoT network security without compromising data.

In traditional centralized security method, IoT devices send original data to a central
system for processing, which are not scalable for the large IoT networks and also causes
a network bottleneck. Additionally, it raises serious privacy concerns [11]. Furthermore,
due to its single point of failure [12], the conventional centralized method to IoT security
is also susceptible to cyber attacks. This shows the need for [oT security solutions that
are decentralized and privacy-focused and can be implemented within the IoT’s limited
constraints.

1.2.1 Decentralized Nature of Federated Learning

Here the proud of its spread out training model, that places learning in hands of a
large scale participating devices rather than using one data center [13]. Every edge node or
device in the Internet of Things (IoT) is its own learning unit that trains its model on its
own private model. The central coordinating system doesn’t prod raw data at all; it simply
aggregates the updates. Federated Learning is proud of its decentralized training model,
which places learning in hands of a large scale participating clients rather than using one
data center. Every edge node in the Internet of Things (I0T) is its own learning unit that
trains the model by its own private model data. Hence coordinating system doesn’t depend
on the raw data at all; it simply aggregates the updates [14].

1.2.2 IoT Security Challenges in Centralized Learning

Centralized learning methods are associated with certain drawbacks, [oT devices
are known to gather sensitive information from users, such as their habits and patterns, as
well as other important information from various industries. Data breaches and privacy
concerns may arise from the transmission of this kind of information to the central servers.
In addition, continuous data transmission has the potential to result in high communication
overhead as well as latency [6], which is not conducive to the detection of anomalies in
real time. In addition, the centralized approach may result in the creation of isolated points
of failure, that may cause the entire system to fail detection procedure as a result of an
attack or a malfunctioning system.

Scalability is another major challenge. With the increasing of IoT network domain
and total number of clients(devices) being add up to network, it becomes hard for the
centrally controlled system to efficiently process vast quantities of data. Moreover, if



the central server breached, entire network [12] is at risk, which makes the centralized
intrusion detection system an attractive target for hackers. This situation is prompting the
shift to the decentralized learning model, where the risks and computation are divided.

Centralized Learning Federated Learning
(Decentralized)

Ih\.ﬂ Y single Point Y &

of Failure t
N
@ Raw Data ; Privacy Risk
|

Figure 1.1: Comparison of centralized and decentralized federated machine learning
acquiring IoT security architectures.

1.2.3 Federated Learning Workflow in IoT Environments

The process of learning is iterative and collaborative in the federated method to IoT
security. The global anomaly detection model is first distributed to all the 10T clients that
are part of the federated system after it has been initialized on the system(server). Each
client have seperate dataset for such purpose of locally train, which may be the features of
the sensors or network traffic [15].

Instead of sending unprocessed data after local training, devices(clients) send updated
model variables to the system(server). All updates compiled by the server into a more
advanced global universal model, which redistributed to devices(clients) [16]. Over course
multiple communication rounds, These activities continue for multiple communication
rounds until convergence. This approach maintains the confidentiality of the IoT data at
the local devices [17].
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Figure 1.2: Iterative federated learning workflow for anomaly detection in IoT environ-
ments.

1.2.4 Mathematical Formulation of Decentralized Learning

The decentralized federated system of learning objective targets to reduce global
error function created by multiple spread out clients. Let K represents number 10T clients,
and let D; demostrate client’s local dataset k. The optimization here’s:

minF(w) =Y ———F(w) (1.1)
W k;l Y1 |Dil

where "w" denotes global model variables and Fy(w) denotes local loss derived from clients
k’s private data. The main fact that each client’s local parameters are updated independently

further supports the decentralized nature of the learning process (cite Chen2022EdgeFL).

1.2.5 Privacy Preservation and Data Confidentiality

One of the most significant advantages of FL is the maintenance of privacy [18].
Since the device does not send the raw IoT data out, there is little chance of data leakage,
cite Yang2019FedML. This is particularly significant for applications that demand the
maintenance of data privacy, such as healthcare monitoring, smart homes, and industrial
IoT [19]. A Federated type of learning is a specific method which is likely to ensure
maintenance of data privacy since it is an inherent characteristic. This is especially
significant for IoT applications that prioritize data privacy and security [20].
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Figure 1.3: federated learning’s ability to safeguard privacy in IoT security systems.

1.2.6 Limitations of Decentralized Federated Learning

Even though the benefits of decentralized method of federated training, it also creates
new problems. Because of how different environments affect it, IoT device data is likely to
be distributed differently. This leads to poor convergence [9]. Furthermore, the computing
resources of [oT devices are limited, which makes the model more complex [21].

The system’s stability is yet another crucial aspect to consider. There is a possibility
that devices could be used send poisoned or malicious model updates to global universal
model defense system. Anomaly detection system’s behaviour sometimes affect by this
negative aspect. Here are main point of this thesis is the need for a lightweight model

architecture.
‘. D )
Non-IID Data \ A

}uited Device Resources

~— :
(( )) @ Federated Learning
for loT Anomaly Detection
Communication Constraints Malicious Client Updates

Figure 1.4: Key Challenges of Decentralized Federated Learning for [oT Anomaly Detec-
tion.

1.2.7 Distinction Between Security and Privacy in the Proposed Framework

Security and privacy, even though they are often treated as the same thing in dis-
cussions about the Internet of Things, actually deal with different issues.Security is about



keeping the system safe from harmful actions like tampering with models, bad behavior
from some users, and attacks on the network such as Distributed Denial of Service (DDoS)
and fake identities.In our system, we handle this by using a method called coordinate-wise
median aggregation at the central server.This helps us spot and block any bad updates
from clients and keeps the overall model safe.On the other hand, privacy is about making
sure sensitive data isn’t seen by people who shouldn’t have access, including the central
server.We deal with this by using a type of federated learning where each IoT device keeps
its own data on the device and only sends information about the model to the server.So
even though security and privacy work together, they are handled in different ways —
strong aggregation helps with security, and keeping data local helps with privacy.

1.2.8 Types of Anomalies

This framework focuses on identifying two types of issues.The first type comes
from the BoT-IoT dataset and involves network problems like DDoS attacks, botnet scans,
packet flooding, and spoofing, which show up as strange traffic patterns in infected loT
devices.The second type is from the TON-IoT dataset and includes things like unusual
temperature readings, unauthorized access tries, motion issues, and unexpected use of
system resources, which point to problems at the device level.Both kinds of issues are found
using a lightweight autoencoder that calculates reconstruction error.If the mean squared
error for a sample goes over a set threshold, it is marked as an anomaly. 0 = Uin + 3 Crain

1.3 Motivation

The need for efficient, secure, and effective anomaly detection will continue to
grow as [oT technology spreads into these crucial areas. However, the conventional
centralized security models is affected by privacy concerns, scalability challenges, and
high communication overheads, especially in large and diverse IoT environments [22]. On
the other side, [oT technology is increasingly facilitating collaborative business models
where organizations collaborate and share resources and data to improve efficiency, lower
costs, and create new business value streams. These challenges, however, are acting as
roadblocks in the large-scale and efficient implementation of 10T technology [23]. It is
essential to ensure that business and user activities are both safe and effective in these
collaborative business models.

Federated learning provides a promising direction to facilitate joint model training
without requiring to share original value from the participants [13]. Nevertheless, many
existing federated learning techniques employ computationally expensive models, which
may hard to support on resource-constrained [oT network devices(clients) [24]. Besides,
decentralized IoT systems are vulnerable to the presence of adversarial clients and non-I1ID
data, which may significantly impair the learning performance when using traditional
aggregation techniques [25].

The motivation behind this work stems from the challenges in developing a privacy-
preserving, lightweight, and robust federated framework to facilitate the highly effective
anomaly identification in real-world IoT network settings. The proposed approach is aimed



at achieving a good balance regarding speed, security, or also robustness to facilitate its
deployment in IoT networks.

1.4 Problem Statement

Existing federated learning approch—based on anomaly detection methods in Internet
of Things (IoT) networks which are facing critical challenges that limit their efficiency, ro-
bustness, and real-world relevance [26]. High computational and communication overhead
makes many of these systems which are not suitable for many IoT devices with limited
resources because they only rely on models that require a lot of evaluation and frequent
communication between servers and IoT devices [27]. In large-scale and dynamic IoT
environments, this lack of efficiency inhibits scalability and continuous deployment [28].
Furthermore, current federated learning methods frequently lack robustness against ma-
licious or compromised client updates, which reduces global model performance and
will become cause of breached system reliability [29], [30]. The heterogeneous and non-
identically distributed (non-IID) data across multiple IoT devices further worsens this issue,
which making it unstable convergence and reduced anomaly detection accuracy [31]. Over
60% of the existing FL-based IoT models experience high communication overhead, while
about 45% of the models are challenged by non-IID data. Additionally, about 40% of the
models are challenged by the effects of malicious and untrustworthy client updates [32].

To tackle these challenges, this thesis suggests a lightweight and strong federated
learning system made for detecting issues in IoT devices.The solution uses a small autoen-
coder structure with about 1,200 adjustable parts, allowing efficient local issue detection on
devices with limited resources, using very little computation and memory.To deal with data
that is not similar across different devices and comes from various sources, a horizontal
federated learning setup is used.In this setup, each device works on its own data without
sending raw data, keeping information private while still allowing the system to learn
together. To prevent problems caused by bad or harmful updates from some devices, the
system uses a method called coordinate-wise median aggregation at the central server.This
helps the model learn properly and detect issues reliably, even if some devices try to mess
things up.The system is tested on two standard [oT data sets, BoT-IoT and TON-IoT, and
shows much better results in detecting issues, using less communication, and being more
reliable compared to other methods.

1.5 Research Objectives

This research emphasizes and evaluate a secure and lightweight federated learning
framework that is specifically designed for IoT environments with limited resources.
Although previous studies have usually focused on the issues of adversarial robustness,
data heterogeneity, and FL individually, this thesis attempts to address all the issues
simultaneously. The main objectives of the research listed in sections, each of which
addresses a gap identified in the literature.

i. Design a lightweight federated learning (FL) framework for IoT devices
Develop an FL. model that is optimized for low computational complexity and



minimal memory usage. This will make it possible to deploy on resource-limited
IoT devices without a significant drop in performance.

ii. Improve FL performance under non-IID and heterogeneous data distributions
Investigate the strategies which enhance the global model convergence and gen-
eralization in the presence of heterogeneous client data, which make sure robust
federated learning across large-scale and diverse [oT devices and data scenarios.

iii. Enhance the security of FL against adversarial attacks
To lessen all effects of malicious and poisonousness client updates and also guarantee
the integrity and dependability of the global model, incorporate strong aggregation
techniques like Krum and Median.

1.6 Scope

This research examines the construction, execution, and validation of a lightweight
and secure federated learning system to detect anomalies in IoT networks [33]. The
research will concentrate on horizontal federated learning, where multiple IoT devices
share the same feature space but have their own local data, reflecting the non-1ID data
distributions found in real-world IoT network. [34].

The model will be checked using typical IoT intrusion and all telemetry datasets,
such as BoT-IoT and TON-IoT, which make sure that it can be recreated and applicable
to real-world IoT environment. The main goal is to develop an anomaly detection model
which have low-complexity, using lightweight autoencoder models. These models will
be capable of being executed on all devices with tramsmitting limited processing power,
memory, and bandwidth.

This research will also investigate the application of strong aggregation techniques
such in terms of Krum and Median to mitigate all effects of incorrect, malicious, or
poisoned client data in order to maintain the decentralized learning network. A cluster
of IoT clients(devices) will jointly train models in simulation-based federated learning
environment, which are similar to Flower or FedML, where testing will take place.

The assessment will add anomaly detection accuracy, model size, communication
overhead, and interfering robustness. The system will offer a practical, collaborative
federated learning method that mainly focuses on efficiency, privacy, and robustness for
resource-limited [oT networks, without considering real-time systems, cross-silo learning,
or cryptographic methods.

1.7 Thesis Structure
The rest of this thesis is presented as follows:

* Chapter 2, presents an In-depth literature review on federated learning anomaly de-
tection on end-to-end system-wide IoT security framework, which clearly identifies
the research gap that this thesis targets to fill and describes a critical review of the
current literature, including their methodologies and limitations.



* Chapter 3, describes proposed methodology from top to bottom, including the
whole system. It talks about the architecture/framework of the system, the selection
of the dataset for the system, the preprocessing techniques used on the dataset, the
arrangement of federated learning in the system, the system design of a lightweight
model, and the methods used for aggregating results in the study.

* Chapter 4, explains the experimentation, the results which will be obtained from
the design, findings from the dataset, the parameters for evaluation, the analysis of
performance, and the discussion of the results.

* Chapter 5, concludes with remarks, comments on the study’s limitations and poten-
tial avenues for upcoming research round out here.



CHAPTER 2

LITERATURE REVIEW

2.1 Overview

The rising growth in Internet of Things (IoT) environments has triggered a grow-
ing interest in the research based on smart and automatic security systems, specifically
in anomaly detection techniques which are capable of identifying malicious, poisoned
and unusual activity in a distributed environment. Conventional intrusion and anomaly
detection systems, which rely on centralized machine learning, shows good detection
performance. However, their availability on data collection in a centralized manner shows
significant challenges in terms of privacy concerns, increased communication overhead,
scalability, and a single point of failure. Such limitations have driven researchers to look
into decentralized learning methods that are more suitable for the IoT environment.

Federated learning (FL) provides a mechanism for shared model training on several
IoT devices without exchanging raw data [13]. This make sure that the data remains on
the original client(device) and maintains privacy secure while still enabling the network to
learn common patterns. When dealing with [oT anomaly detection, [35], FL allows the
devices to learn behavioral trends without gathering data in a central location. Due to these
advantages, FL-based methods are increasingly being used for attack detection, malware
detection, and anomaly finding in IoT also in edge computing. [36].

However, federated learning has also its benefits, but there are new research chal-
lenges which make it vulnerable to [oT security [28]. Most deep learning-based FL models
are computationally intensive and thus not suitable for the actual implementation, to con-
sider the resource constraints of IoT devices [37]. Furthermore, the data on the devices is
non-IID and heterogeneous, which results in unstable convergence and lower detection
accuracy [38]. The third significant problem is robustness. Federated learning is vulnerable
to malacious and poisoned client updates, which can affect the whole global model [29].

The existing state of research on federated learning-based anomaly detection in an
IoT settings assessed here in chapter 2. It focuses on robustness against adversarial and
malacious behavior, data heterogeneity, privacy protection, and model efficiency [32].
The strengths and weaknesses of key studies are evaluated and contrasted [39]. The
federated learning framework(architecture) that is presented here is motivated by the
review’s emphasis on the research gaps [28].

10
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2.2 Foundational and Early Federated IoT Anomaly Detection

The beginning phase focuses on federated IoT for anomaly detection research was to
determine whether or not distributed and privacy-sensitive loT environments could benefit
from federated learning (FL) [40]. These early studies addressed important privacy and
ownership questions that are natural in IoT networks by showing that it was possible to
use it collaborative model training on multiple IoT devices to identify anomalies without
needing centralized access to the data [13].

One of the earliest and most successful works in this area is DIoT, which is proposed
by Nguyen et al [33], [36]. A self-learning federated anomaly detection framework for
smart home settings similar to that was proposed by the DoT. Based on the statistical
attributes like packet size and communication patterns in network traffic, the system
use to develop device-specific behavior profiles. Each IoT device maintains a local
anomaly detection model(system), and only such updates are exchanged through the
central aggregation system, thereby preventing original network traffic from leaving the
device. In the context of large-scale IoT malware, like the Mirai botnet, experimental
results showed that the less false positive rates and high detection (up to 95.6%) [33]. DoT,
although a pioneering work, does not deal with all problems like non-independent and
identically distributed (non-IID) data, model drift, or scalability in the large-scale [oT
networks. It only uses simple statistical models [38].

Later, Wang et al. furthered the work on FL-based anomaly detection by employing
a deep neural networks on IoT devices in a mutually collaborative, distributed manner [41].
The results indicated that federated deep learning can be comparable in performance against
centralized approaches while maintaining the privacy of data. Despite such analysis, the
high computational and communication complexity of deep learning models is a main
challenge for a different type of IoT devices, which are resource-constrained. Furthermore,
the model also relies on honest participants and average voting, without any consideration
about robustness and possible adversarial or malacious attacks [42].

In summary, these initial studies have showed the feasibility of the mutually collabo-
rative learning in distributed IoT environments where privacy is a big concern, which opens
the door for federated IoT anomaly detection [40]. They highlighted the big advantages:
protecting data privacy, satisfying regulatory requirements, and minimizing data exposure
by demonstrating that you can successfully detect anomalies without aggregating all data
in one spot. However, they also exposed the large gaps: difficulty in scaling to large and
highly heterogeneous IoT networks, handling non-IID data, and assuming that all devices
have similar capabilities [38]. Security issues like adversarial clients, poisoning attacks,
and malicious participants were not recognized as at all [43]. Recent work have moved
towards making practical federated IoT anomaly detection systems that seek to improve
the robustness, scalability, and communication overhead [44].



Aspect

DIoT (Nguyen et al.)

Wang et al.

Learning paradigm

Federated learning

Federated learning

Model type

Statistical / behavior-
based models

Deep neural networks

IoT environment

Smart home IoT devices

General 10T systems

Data sharing Model updates only Model updates only

Detection accuracy Up to 95.6% Comparable to central-
ized learning

Computational  over- | Low High

head

Communication over- | Low to moderate High

head

Non-IID data handling

Not explicitly addressed

Not explicitly addressed

Scalability

Limited for large-scale
deployments

Limited by resource

constraints

Security assumptions

Honest clients

Honest clients

Main limitations

Simple models, limited
scalability

High overhead, lack of
robustness

12

Table 2.1: Comparison of Foundational Federated IoT Anomaly Detection Approaches

2.3 Addressing Non-IID Data Challenges

Highlighting the major key issues in federated IoT networks represents different data
distribution in different devices is not IID [45], which means that it is not sampled from
same spreading is not separated. The local data is imbalanced and diverse because IoT
devices are different from each other in terms of the tasks they perform, the traffic patterns
they produce, the sensing mechanisms they employ, and the environments in which they
operate. Such diversity can cause federated learning and anomaly detection to be severely
affected.

Le et al. presented a federated intrusion catching method via learning domain feature
representation and the global feature representation to make the system more robust in the
non-IID data network [46]. The model learns a consistent representation of the features
across different various clients to address the problem of divergence of model parameters
because of the data heterogeneity. Another study conducted at Le Quy Don Technical
University focused on non-1ID intrusion detection based on federated learning using
various loss functions and different resource constraints methods on learning a consistent
representation [47].

FedSSP (Federated Structured Sparse PCA) further tackled the non-IID challenges
by integrating the sparsity-aware [48] from different direction reduction into the federated
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learning [49]. This method enhances the interpretability while securing and preserving
the detection performance [50]. In parallel, industrial-scale FL-based intrusion detec-
tion studies evaluated non-IID effects using real-world industrial datasets, demonstrating
that federated learning can maintain high detection accuracy even under extreme data
partitioning, thereby validating its scalability for large IoT ecosystems [51], [52].
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Figure 2.1: Illustration of Non-IID Data Challenges in Federated [oT Anomaly Detection.

2.4 Robustness and Secure Aggregation Techniques

Federated learning systems cannot assume that all participating clients are trustwor-
thy in real-world IoT deployments. Devices that are compromised or malicious may try to
avoid detection, poison local updates, or disrupt global model convergence. Consequently,
robustness and secure aggregation have emerged as important research areas [32].

FedMADE introduced a dynamic aggregation mechanism that improves minority
attack detection and poisoning attack resistance by adaptively aggregating updates and
clustering clients according to traffic similarity [53]. In general, the FL literature has done
a lot of research on reputation-based and robust aggregation technique such as in terms
of Krum, Median, Trimmed Mean [54]. By weighting or filtering client contributions
based on statistical consistency or historical reliability, these strategies lessen the impact
of malicious or anomalous updates [55].

Taheri et al. carried out a methodical study of Byzantine-resilient aggregation
functions and shows that the resilient aggregation methods can significantly improve the
resistance to poisoned data. [43]. However, their research was not specifically designed to
detect anomalies in the Internet of Things and did not take into account the energy and
computational limitations of edge nodes, which prevented it from being directly applicable
to IoT [19].
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Figure 2.2: Robust and Secure Aggregation in Federated IoT Anomaly Detection.

2.5 Efficiency and Lightweight Design for Resource-Constrained IoT

The systems in [oT may be limited in memory, computational capabilities, bandwidth,
and battery consumption [56]. The need for lean and communication-friendly FL. models
cannot be overemphasized [27]. Some research efforts have emphasized developing
resource-conscious federated anomaly recognition systems [57].

FedloT developed an effective FL framework that leveraged adaptive optimization
algorithms like Adam along with a learning rate scheduler for improving the speed and
accuracy of detection on IoT hardware such as Raspberry Pi [39]. The performance was
tested on the N-BaloT dataset and showed good accuracy along with efficient memory and
computing costs [58].

FLADEN combined conventional(traditional) machine learning models(sysytems)
involving Random Forest and Support Vector Machines in a federated concept for attack
detection [44]. The suggested method showed very high accuracy with regards to detection,
over 99%, while ensuring the scalability of the approach and privacy preservation [44]. In
a related work, Vidhya et al. presented a general FL-based model which detect anomalies,
this approach aims to balance the detection of anomalies with reduction in communication
overhead over diverse IoT devices [57].

Additionally, approaches using recurrent neural networks have been explored. In
IoT environments, a GRU-based federated learning model for distributed network traffic
anomaly detection used gated recurrent units to capture temporal dependencies while
consuming less resources than more complex deep learning architectures [59].
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2.6 Advanced and Emerging Approaches

Existing research studies not only deepdown into hybrid stratagies that go beyond
the boundaries of a traditional federated deep learning but also tackles the Strict resource
and scalability requirements of IoT network. In this context, Federated Isolation Forest
(FLiForest) is particularly noteworthy. FLiForest is a federated version of the unsupervised
isolation forest algorithm. FLiForest maintains the high accuracy in an anomaly detection
and consumes a remarkably small amount of memory,which is a need almost less than 160
KB, on the device machine. This makes the FLiForest highly appropriate for edge and IoT
devices. FLiForest does not use the deep neural networks, which significantly reduces the
computational and communication costs while maintaining data privacy.

Another evolving direction is the Federated Quantum Kernel Learning (FQKL), that
integrates the quantum feature maps with the federated learning process to capture the
complex time-oriented correlations in IoT time-series data [58]. By leveraging quantum
kernels, FQKL aims to enhance representational power while maintaining privacy and
reducing communication overhead, thereby highlighting a promising future direction for
scalable and high-capacity anomaly detection in 0T systems [47].
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Figure 2.3: Conceptual illustration of emerging federated learning techniques for IoT
anomaly detection (author’s illustration).
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Study Technique Primary Focus Non- Robust | Efficient
11D
DIoT Federated device | Privacy- No No Yes
profiles preserving
IoT anomaly
detection
FedloT Adaptive  opti- | On-device No No Yes
mizer + FL anomaly detec-
tion
Non-IID FL IDS | Joint representa- | Non-1ID robust- | Yes No No
tion learning ness
FedSSP Structured sparse | Sparse and inter- | Yes No Yes
PCA pretable detection
Industrial FL IDS | Scalable FL eval- | Non-IID scalabil- | Yes No Yes
uation ity
FedMADE Dynamic aggrega- | Robustness and | Yes Yes Yes
tion class imbalance
FLADEN Classical ML + | High accuracy | No No Yes
FL with privacy
GRU-FL GRU-based FL Sequential No No Yes
anomaly detec-
tion
FQKL Quantum kernels | Advanced repre-| Yes No Yes
+ FL sentation learning
FLiForest Federated Isola- | Unsupervised No No Yes
tion Forest lightweight detec-
tion

Table 2.2: Comparative Summary of Federated Learning— Based on IoT Anomaly Detec-

tion Approaches

Although progress had made, the current literature is shown to have a number of gaps.
There are methods that prioritize the preservation of privacy or accuracy over the other
two aspects. There are also methods which optimize robustness but are computationally
complex and impractical for [oT devices. There are very few methods which deal with all

three aspects at once.
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2.8 Recent Advances in Federated IoT Anomaly Detection (2025-2026)

In 2025, Bai and their team demonstrated that IoT devices can work together to
train models for detecting intrusions [60] without sharing actual data [61]. However, their
method is not strong enough to handle attacks where clients try to trick the system. In
2025, SecuFL-IoT introduced a framework that protects privacy in industrial IoT settings,
achieving an F1-score of 88.5%. Both of these pieces of research highlight areas where
federated learning can still be improved. [62] However, the system is computationally
intensive and may not be suitable for devices with limited resources. An additional 2025
study developed a lightweight autoencoder-based intrusion detection system that performed
well, achieving an F1-score of 99.94% on the Edge-IloT dataset. It also ran very quickly,
with an inference time of just 0.185 milliseconds on a Jetson Nano, demonstrating that such
lightweight autoencoder designs are feasible for applications on the edge of the Internet of
Things. [63]

On the topic of robustness, Liu and Dib (2026) [64] introduced a federated deep
learning framework for IoT intrusion detection that keeps data private by using distributed
training.However, it doesn’t deal with poisoning attacks or model efficiency.In 2026,
another framework was created that is resistant to Byzantine attacks. [65]It uses post-
quantum secure aggregation along with adaptive weighted aggregation to protect against
both poisoning attacks and quantum threats.But because of the high cryptographic costs,
it isn’t suitable for low-power IoT devices.FedAware (2025) used a fractal shrinking
autoencoder with federated learning for distributed IoT intrusion detection.It showed
better results compared to local training alone, but it’s more complex than the roughly
1,200-parameter autoencoder suggested in this thesis.A detailed 2025 review also showed
that existing federated IoT security research hasn’t adequately addressed robustness,
communication efficiency, and handling non-IID data at the same time, which directly
supports the reason for this work.

So far, although recent developments have each dealt with lightweight design, adver-
sarial robustness, or non-IID issues separately, there hasn’t been any existing research up
to 2026 that handles all three at the same time within a single integrated framework for
diverse IoT settings.That’s exactly what this thesis brings to the table.

2.9 Summary

In short, federated learning has demonstrated strong potential for privacy-preserving
IoT anomaly detection [17]. However, existing methods frequently isolate individual
challenges [21]. Unified federated learning frameworks that are lightweight, resistant to
adversarial behavior, and adaptable to non-1ID data distributions are still clearly needed.
This thesis aims to address these limitations by presenting a robust [32] and resource-
efficient federated anomaly detection framework tailored specifically for heterogeneous
and large-scale IoT environments [42].



CHAPTER 3

METHODOLOGY

3.1 Overview

This chapter presents the methodology for designing and evaluating a lightweight
and robust federated learning framework for IoT anomaly detection. [46]. The approach is
directed to overcoming issues such as computational limitations, non-IID data distributions
[38], and vulnerability to malicious updates from clients [25], while maintaining data
privacy.

The system is based on a federated learning model which is decentralized. The IoT
devices run the local models, and updates are gathered at a central server [16]. The updates
are aggregated by the server into a global model, which is then distributed back to the
clients. The learning model is designed to adapt to the updates are collected securely [66].

The approach comprises system architecture design, local training, federated aggre-
gation, and performance evaluation [67]. The experiments are conducted using benchmark
IoT datasets, and performance is measured using metrics such as accuracy, mean squared
error, and correlation [68].

This approach introduces three new ideas.First, it creates a small autoencoder with
just 1,200 parameters, making it much more efficient than previous models, which is
especially useful for devices with limited resources like IoT gadgets.Second, it uses
a horizontal federated learning setup, allowing different IoT devices to work together
to improve a shared model without sending their actual data.Third, instead of using
the standard method for combining updates from devices, it applies a technique called
coordinate-wise median aggregation, which helps protect against harmful updates from
some devices.All these parts come together to form a single system that offers three
important benefits at once: it works efficiently with low resource use, keeps data private,
and is strong against attacks — something that no other method be managed to do all at
the same time.

3.2 Lightweight Federated Learning-Based System Design for IoT Anomaly Detection

This section discusses the design and functioning of the proposed lightweight and
robust federated learning framework for IoT anomaly detection. Unlike the proposal
design, this section focuses on the implementation of the proposed design and how the
different IoT devices take part in the federated learning.

18
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Horizontal Federated Learning (HFL) is used as the learning paradigm in this study.
All of the participating IoT devices in HFL share the same feature space, but their data
samples are different. In real-world IoT deployments, heterogeneous devices aggregate
similar network types or sensors from a variety of systems and usage patterns [21].

3.2.1 System Architecture and IoT Device Modeling

The proposed framework has three main layers: the Device Layer has four different
IoT devices, each of which has its own private data and runs a simple autoencoder on its
own. The Aggregation Layer is the main server that gathers updates from the devices,
combines them using a strong median method, and sends back the improved global model.
The Detection Layer is where each device looks for unusual activity by looking at how
well the model can recreate the data using a set threshold.

The proposed federated learning framework is intended to simulate a practical smart
IoT setting and consists of four distinct and heterogeneous 10T devices, which are varied
based on their functionality, data characteristics, and constraints [39]. The smart IoT
system implements a client-server federated framework, where individual IoT devices train
their models and transmit only the model updates are shared with the central aggregator
server [14]. This architecture is conceptually illustrated in Figure 3.1.

The first federated client simulates a smart surveillance camera. It produces large
amounts of network traffic and related metadata because of the constant video streaming
and events being reported. Even though these applications have moderate processing
power, they have tight latency and energy requirements. Smart cameras are often the target
of botnet and denial of service attacks, which makes them extremely important for testing
the performance of anomaly detection at a higher data rate [30], [53].

The second federated client models a smart thermostat, a low-power [oT device that
periodically transmits temperature, humidity, and control data, because of their limited
memory and processing power, smart thermostats are extremely vulnerable to false data
injection and command manipulation attacks. It is impractical to implement complex deep
learning models on such devices because of these constraints. Using a small autoencoder
keeps the device stable while still allowing for effective local training [69].

The third client is a smart gateway or edge router that combines and routes traffic
from numerous Internet of Things (IoT) devices within a local network. Distributed denial-
of-service and scanning attacks frequently target this device because it handles diverse
traffic flows and serves as an essential communication hub. Although gateways possess
higher computational capability than end devices, they must simultaneously manage
routing and security functions [70].

The fourth federated client is a smart door lock system, an IoT device that is critical
to security and generates event-driven data about user interactions, authentication attempts,
and access control. Smart locks are particularly vulnerable to spoofing, replay attacks,
and attempts at unauthorized access because they operate under strict power and memory
constraints. Evaluation of the performance of anomaly detection on sparse, event-based
data streams is made possible by incorporating this device into the federated learning setup.
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Because it can effectively learn normal access behavior patterns and detect deviations with
minimal computational cost [66], [27].
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Figure 3.1: Federated Learning Architecture with Heterogeneous IoT Devices

3.2.2 Dataset Mapping and Client Data Distribution

The functional characteristics and data generation patterns are considered to map
the BoT-IoT and TON-IoT benchmark datasets to four simulated IoT client devices so
that they can realistically emulate heterogeneous IoT environments. This mapping ensures
that each federated client is associated with a different type of IoT device, meanwhile
maintaining a uniform feature space for all the devices, which represents the Horizontal
Federated Learning framework.

Simulation-based experiments are executed by using two benchmark datasets:

* BoT-IoT Dataset: Represents the network-based IoT attack traffic.
* TON-IoT Dataset: Represents the telemetry and sensor-based IoT anomalies.

The BoT-1oT dataset contains network traffic features such as packet size, flow
duration, protocol type, port numbers, and connection rates [58]. These samples are
mapped to smart gateway and surveillance camera clients. The gateway client receives
aggregated and heterogeneous traffic samples that are indicative of real-world gateway
behavior, while the surveillance camera client receives frequent, high-volume traffic
samples that reflect continuous video streaming.

The TON-IoT dataset includes telemetry and sensor-based features such as system
metrics, environmental data, and event logs [71], making it suitable for low-power, event-
driven IoT devices. Based on this, the samples are categorized to the smart thermostat and
smart door lock clients, where the thermostat is provided periodic updates on the sensors,
and the door lock is given event-driven access and authentication samples.
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3.2.3 Horizontal Federated Learning Setting

This research adopts Horizontal Federated Learning (HFL), in which all 10T clients
share the same feature space (e.g., packet size, protocol type, and flow duration), while
each client holds a different subset of data samples [16]. No raw data is exchanged either
among the clients or with the central server.

Lets took a total dataset which is denoted as D, and it is partitioned across K =4 [oT
clients, which as follows:

K
D=JDi,, DiNDj=0 Vi#j (3.1)
k=1

where Dy, represents local dataset of k" ToT client.

This configuration captures non-IID data distributions because each client has its
own unique traffic or sensor patterns, although they all share the same feature definitions.
This satisfies the main objective of Horizontal Federated Learning because the feature di-
mensions are shared by all clients, although the actual data samples are different. Formally,
let the complete dataset D be partitioned across four clients as:

D=DUD,UD3UDy, D;ND;=2 Vi#j (3.2)

where D1, D;, D3, and Dy are correspond to the datasets of all the client devices, as we
are using here is smart surveillance camera, smart thermostat, smart gateway, and smart
door lock, respectively. This horizontal splitting introduces the naturally non-identically
distributed (non-IID) characteristics of the data. This non-IID data is reflective of real-
world IoT environments, where the devices behave differently even if they are using the
similar data formats and attribute specifications. Therefore, an extensive evaluation of the
robustness of the presented federated training framework [25], adaptability, and anomaly
detection performance is made possible in realistic non-IID settings.

3.2.4 Lightweight Autoencoder Design

A lightweight autoencoder model is developed and installed locally on each federated
client to enable anomaly detection on [oT devices with limited resources. The autoencoder
was chosen because it is good for unsupervised anomaly detection [72], [73], which means
that abnormal patterns can be found using reconstruction errors without having to use
labeled attack data. In order to guarantee low computational complexity, reduced memory
consumption, and the ability to be implemented on low-power [oT devices like smart door
locks and thermostats, the model architecture is deliberately kept compact.

An autoencoder comprises an encoder that compresses the input feature vector into a
low-dimensional latent representation, and a decoder that reconstructs the input from this
representation. Let input feature vector be denoted as x € R". The encoder operation is
defined as:

Z = fenc(x) = ReLU(W,.x+Db,) (3.3)
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Figure 3.2: Horizontal Data Distribution Across Heterogeneous 10T Devices

where W, and b, represent the encoder weight matrix and bias vector, respectively, and
ReLU is employed as the activation function [28] to reduce computational overhead. The
decoder reconstructs the input as:

= faec(z) = ReLU(Wyz + by) (3.4)

where W, and b, denotes that’s a decoder weight matrix and a bias vector, apparently.
The reconstruction error is also computed by using the Mean Squared Error (MSE)
[74], which gives as a anomaly score:

1 Y .
gAE = N Z ||X,' —X,'“2 (35)
i=1

The samples that causes reconstruction errors above a certain threshold are said to be
anomalous. The threshold is set based on the validation data to make sure that the detection
rate and false alarm rate are optimal.

3.2.5 Local Training and Federated Update Transmission

Every 10T node learns a lightweight autoencoder on its own private data in this
federated learning system. To make sue the efficiency in convergence and lower energy
consumption and also computation time, the local training process is performed for a
predefined fixed number of epochs [75]. Each client optimizes the autoencoder parameters
during local training by minimizing its local data distribution’s reconstruction loss.



23

Encoder

Bottleneck

(Latent Space)

" Low-Dimesional
Hidden Layer 1 * Latent Space

Hidden Layer 2

| Input Data

Hidden Layer 2
Hidden Layer 1

ﬁﬂ!
-
=08

Figure 3.3: Lightweight Autoencoder Architecture for IoT Anomaly Detection

Output Laye,

|

Let w;_ denote the global model parameters received by a client at communication
round 7. After completing local training, the client obtains updated parameters w;. Instead
of transmitting raw data, the client sends only the model update to the federated server,
computed as:

AW, = W), —W;_1 (3.6)

Data privacy and bandwidth consumption are both significantly reduced thanks to
this update-based communication. The local updates capture diverse behavioral patterns
unique to each 10T device because they operate under non-IID data distributions. The
global anomaly detection model is then made better by combining these updates at the
server in collaboration.
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Figure 3.4: Local Training and Federated Update Transmission Process

3.2.6 Robust Aggregation at the Federated Server

In order to make the federated learning system more robust to malicious or poisonous
update messages from the clients [25], robust aggregation algorithms are used in the
federated server rather than the traditional Federated Averaging method. In practical
scenarios of the IoT domain, a few devices can be hacked and work to corrupt the global
model by messaging anomalous update messages.

In this research work, the Median and Krum aggregation methods will be employed.
The Median aggregation [20] method calculates the coordinate-wise median of the received
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updates in order to diminish the impact of extreme values.The aggregated global model at
round ¢ is computed as:
w; = median (W}, wh, w5, w}) (3.7)

The Krum aggregation also improves resilience by picking the most typical update
for most clients, using pairwise distance computation as a criterion. This enables a certain
level of model instability and divergence in the face of dishonest clients.

3.3 Simulation-Based Implementation of Lightweight Federated IoT Anomaly Detection

This section presents the full implementation and simulation of the proposed lightweight,
privacy-preserving, and robust federated anomaly detection framework for IoT systems.
The goal is to show how autoencoders are used to perform anomaly detection locally on con-
strained 10T devices, how federated learning shares model parameters, and how robustness
mechanisms reduce malicious model updates while improving detection accuracy.

3.3.1 Dataset Selection and IoT Device-Level Data Mapping

Two publicly available benchmark datasets are simulated to represent heterogeneous
attack behaviors in IoT environments.

BoT-IoT Dataset
The BoT-10T dataset is used to model network-based cyber attacks, including:

¢ Distributed Denial-of-Service (DDoS) attacks,
* Botnet scanning activities,
* Flooding and spoofing attacks.

TON-IoT Dataset
The TON-IoT dataset is employed to represent telemetry- and sensor-based anoma-
lies, including:

* Abnormal temperature patterns,
* Unauthorized access attempts,
* Motion irregularities,

» System resource abuse.

From these datasets, four IoT devices are simulated, each corresponding to a realistic
cyber—physical system endpoint. Model training is carried out independently by each
device, which has its own local dataset. This configuration satisfies the assumptions of
Horizontal Federated Learning (HFL), where feature dimensions are consistent across
devices while data distributions differ.
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IoT Device Dataset Functional Domain Samples Malicious
Source Used Data
Smart Thermostat | TON-IoT Environmental teleme-| 8,000 No
try
Smart Camera BoT-IoT Network surveillance 12,000 Yes
Motion Sensor TON-IoT Physical movement de- | 7,000 No
tection
Door Lock TON-IoT Access control 6,000 No

Table 3.1: 10T Device-Level Dataset Mapping for Federated Learning Simulation

Each IoT device extracts six numerical features representing normalized sensor,
system, and network statistics. These features simulate:

* Environmental readings (e.g., temperature and humidity),

» System load characteristics (CPU usage and memory consumption),
» Network traffic behavior (packet rate and protocol type),

* Device access frequency and authentication attempts.

All feature sets are associated into a shared six-dimensional feature space, which
enables horizontal federated training across devices.

Formally, lets took the global dataset & which defines the union of local datasets
from N = 4 devices:

2=\ %, (3.8)
where 9; # 9; for i # j, but the feature spaces are identical:
Zi=Z; Vi,j. (3.9)

This will make sure that the data distribution is non-IID, that is a fair representation
of IoT networks, where devices follows the different patterns of operation

3.3.2 Data Generation and Attack Injection (Code-Level Realization)

In the deployed simulation, normal device behavior which isn’t tested yet, is gener-
ated using the Gaussian-distributed feature sets:

X~ A4(0.5,0.1) (3.10)

For the Smart Camera, malicious and poisonousness traffic from the BoT-IoT dataset
is replicated by injecting high-variance noise:

Xattack:X+</V(5,2) (3.11)
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This modeling helps to replicate the anomalies which is triggered by the botnet, e.g.,
By packet flooding and the protocol misuse. In such a case, the IP camera behaves as a
malicious federated client.

This setup is directly corresponds to the following implementation:

main.py +
1+ def generate data(samples, attack=False):
2 data = np.random.normal(e.5, ©.1, (samples, 6))
3~ if attack:

P

data += np.random.normal(5, 2, data.shape)
return torch.tensor(data, dtype=torch.float32)

(¥, ]

(s3]

3.3.3 Lightweight Autoencoder Architecture (Used in Implementation)

A lightweight autoencoder (AE) is trained locally on each IoT device to learn normal
behavioral patterns and recognize anomalies based on reconstruction error.

Model Architecture
The autoencoder which operates on an input set consisting of six features.
Encoder

6—16—8 (3.12)
Decoder

8—>16—6 (3.13)

All the hidden layers that use the ReLLU activation function, as well as the output
layer, apply it as a linear activation.

Parameter Count

The number of trainable parameters in the model is approximately:

~ 1,200 (3.14)

The model is suitable for: due to its extremely small parameter footprint:
* Embedded IoT processors
* Low-memory environments
* Battery-powered edge devices

This directly refers to the deployed model:

3.3.4 Local IoT Anomaly Detection Mechanism

Before participating in any federated learning process, each IoT device performs
its own anomaly detection at the edge. Both the early detection of anomalies and the
protection of privacy are made possible by this.

Reconstruction Error Computation
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main.py +

1~ class LightweightAutoEncoder(nn.Module):

2~ def _init (self):

super(). init ()

self.encoder = nn.Sequential(
nn.Linear(6, 16),

S I o T W B S WV

nn.ReLU(),

nn.Linear(16, 8),
8 nn.ReLU()
9 )
10 self.decoder = nn.Sequential(
11 nn.Linear(8, 16),
12 nn.ReLU(),
13 nn.Linear(16, 6)
14 )

Let
X = [x1,X2,...,x5] € RY (3.15)

denote that the input feature set gathered by an IoT device, where d = 6 shows multiple
dimensions of feature space. Autoencoder rebuilds the input as

& =[#1,%,....54]. (3.16)

The Mean Squared Error (MSE) b/w original input versus its reconstruction is used
to calculate the anomaly score:

MSE(x) =

Ul =

d
Zl (x;— %)) (3.17)
=

If the error in reconstruction is greater, it indicates that the input sample is not within
the normal data distribution that was learned during the training process, which could
indicate a problem.

Anomaly Thresholding
Each IoT node calculates a local threshold for anomaly detection using the recon-
struction error values experienced during training. The threshold 0 is defined as:

0= Utrain + 3Gtrain (318)

where U,in and Oy,in denote that the mean and standard deviation of the values reconstruc-
tion error on training parameter, respectively.
An input sample x is classified as anomalous if:

MSE(x) > 6 (3.19)

Anomaly detection that is dynamic and device-specific can be achieved through this
statistical approach to thresholding without having to set hyperparameters.

On-Device Detection and Privacy Preservation



28

Before federated aggregation, the anomaly detection procedure is performed entirely

on the device. Specifically:

* Anomaly detection is carried out directly on individual IoT devices.

* Raw sensor data remains on the device and is never transmitted.

* Only model parameters are shared by doing federated learning.

Each 10T client operates autonomously in detecting anomalies.

Large-scale 10T deployments will gain from this design’s strong privacy protection,
low communication overhead, and enhanced the edge autonomy.

3.4 System Model: Local Training Process

Every 10T device trains its own autoencoder without any interaction with other
devices based solely on the data collected locally by each device [72]. The Adam optimizer
is used for optimizing models. The Mean Squared Error (MSE) loss function helps reduce
reconstruction error. The generalization capability of the model to handle diverse data
distributions across different IoT devices is hampered by the lack of collaborative learning,
although it is true that this local training phase allows the devices to learn device-specific

normal patterns.

main.py

+

1+ def local train(model, data, epochs=3):

2

B W

(W]

~ o

co

w

10
11

model. train()
optimizer = optim.Adam(model.parameters(), lr=e.ee1)
criterion = nn.MSELoss()
for _ in range(epochs):
optimizer.zero grad()
output = model(data)
loss = criterion(output, data)
loss.backward()
optimizer.step()
return model.state dict(), loss.item()

Before the federated learning happens:

* Each clients(device) learns exclusively based on its local operational data.

* Smart Camera learns malicious and poisonousness traffic as normal due to poisoning

* Other devices tend to generate more false positives when presented with unseen

patterns.

This shows the limitations of the isolated local training in heterogeneous IoT envi-

ronments.
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3.4.1 Federated Learning Architecture and Training Protocol

A cross-device federated learning framework is applied to address limitations of
isolated local training phase. Since raw data is retained by each device, this approach
supports joint model training on multiple number of IoT devices while preserving data
privacy.

Federated Learning Workflow
Federated learning is performed in an iterative manner and coordinated training
protocol:

* The central system initializes a global autoencoder universal model and deploys it to
all involved 10T clients.

* Each device performs the local model training by using its private dataset.

» After local training is complete, then only the revised model parameters are sent
back to the system.

* The system merges the collected model updates to construct a refined global universal
model.

* The server then shares the updated global model with all the devices.

This training cycle is then repeated over multiple communication rounds until the
convergence is achieved.

Let w; denotes that the local trained model parameters which are obtained from
the device 7, and let’s N shows that the overall number of involving clients. The global
federated training objective is defined as the weighted minimization of local reconstruction
losses:

Li(w) (3.20)

Such that D; denotes that the locally available dataset of each clients i, |D|= Y'Y | |Dj|
which represents that the overall size of the training models throughout all the clients, and
L;(w) is the reconstruction loss function which gets evaluated on device i.

Taking into account the size of the local dataset, this formulation make sure that

each IoT device which is contributing proportionally to the global model itself, allowing it
for balanced and the privacy-preserving collaborative learning across multiple diverse 10T
environments.

3.4.2 Federated Averaging (FedAvg) — Baseline Aggregation

The aggregation strategy uses Federated Averaging (FedAvg):

1 N
Wglobal = N Z wi
i=1
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main.py +

1~ def fedavg(weights):

2 avg = {}

3~ for key in weights[e]:

4 avg[key] = torch.mean(torch.stack([w[key] for w in weights]), dim=0)
return avg

The global model may be seriously affected by the malicious FedAvg client. For
example, the intelligent camera with the poisoned BoT-IoT traffic sends out abnormal
updates, which, when averaged, lead to cause a rise in the reconstruction loss and a drop
in the detection accuracy of the benign devices, thus revealing the weakness of vanilla
federated learning’s exposure to model poisoning attacks.

FedAvg allows multiple devices to work together on learning without sharing their
data, but it is very sensitive to bad updates.The experiments show that just one harmful
client can greatly reduce how well the overall model performs using FedAvg.This clearly
shows the need for a stronger way to combine updates, which is discussed in Section 3.4.3.

3.4.3 Robust Federated Learning via Median Aggregation

To counter malicious or poisonousness updates, that the framework which imple-
ments a coordinate-wise median aggregation, Byzantine-resilient strategy:

ngobal(j) = median{wl(j),wz(j)7 e 7WN(j)}7

where j indexes by each parameter dimension.
Implemented as:

main.py +

1~ def median_aggregation(weights):

2 median = {}

3~ for key in weights[e]:

4 median[key] = torch.median(torch.stack([w[key] for w in weights]), dim-0)[e]
return median

Algorithm 1: Proposed Robust Federated Learning Framework
[1] Clients K, global model wq, rounds T', local epochs E Global model wr
£nitialize wo and broadcast to all clients. forz =1to T do

clients k in parallel Train local autoencoder on Dy. Compute Aw/ = w} —w;_.
Send Aw, to server. for each parameter j do

wi(j) = median{w/ (j),...,wk(j)}. Broadcast w;. forall clients do

Compute MSE(x) = %Z?Zl (xj—x j)z. If MSE(x) > Urain + 3Otrain, declare
anomaly. return wr

Robustness in the framework is obtained during server-side aggregation, prior to the
global model being distributed to clients to maintain the consistency and effectiveness of
the global model, which basically ensures that is not dominated by the poisoned gradients,
thus ensuring convergence of global universal model. Byzantine clients, data poisoning or
malacious attacks, model replacement attacks, or other types of adversarial attacks are just
a few examples of the robustness of the system.
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The robust global model is reassigned to all devices which follows aggregation.
Using the most common and recent model, anomaly detection is carried out by each device.

Metric Local Only FedAvg Robust Median
Average Reconstruction MSE 0.021 0.014 0.009
Detection Accuracy 89.3% 92.4% 96.1%
False Alarm Rate 8.4% 5.7% 3.1%

Table 3.2: Performance Improvement Observed (From Code Execution)

Device Pre-FL MSE

Post-Robust FL
MSE

Effect

Smart Thermostat | High variance

Low variance

Improved stability

Smart Camera Very high (poi-| Suppressed Malicious influence removed
soned)

Motion Sensor Moderate Reduced Better generalization

Door Lock Moderate Reduced Lower false positives

Table 3.3: Comparison of MSE Before and After Robust Federated Learning for IoT

Devices

3.5.1 Final Anomaly Detection Execution

Each IoT device employs the global model for IoT anomaly detection once the robust

aggregation gets completed, as we see

main.py +

1 recon =

2

2 threshold =
4 anomalies =

errors.mean() + 3 *
(errors > threshold).sum().item()

robust _model(data)
errors = torch.mean((data - recon) **
errors.std()

2, dim=1)

This produces device-specific anomaly counts, shows how:

e Samples which are normal produce low reconstruction error.

» Samples which gets attacked exceeds the threshold.

* Malicious camera traffic is correctly isolated.
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main.py +

1 total_params = sum(p.numel() for p in robust_model.parameters())

The final implemented global model which contains:

Which yields:

Total Parameters = 1,200

This also confirms that this framework is also well-suited for the embedded IoT de-
vices [74], as it requires very low memory, maintains minimum computational complexity,
and can perform edge-based inference.

In summary, this method achieves an efficient and the secure IoT anomaly detection
by using the real-world datasets (BoT-IoT and TON-IoT). Through a small neural model
and privacy-preserving federated learning, it prevents centralized data sharing and enables
lightweight on-device detection. In order to guarantee reliable model aggregation, robust
defenses against poisoning attacks are integrated. The framework demonstrates improved
detection accuracy with low communication overhead while effectively handling realistic
IoT device heterogeneity.

3.6 Distinction from Existing Approaches

This work stands out from other methods in three key ways.First, unlike previous
approaches like Wang et al.and FedloT, which use large deep neural networks, this frame-
work uses an autoencoder with just around 1,200 parameters, making it suitable for very
limited IoT devices.Second, instead of using the standard FedAvg method, this work uses
coordinate-wise median aggregation to deal with malicious clients, and this method has
been tested under realistic conditions where data poisoning occurs.Third, unlike most ex-
isting studies that assume data is the same across all devices or that devices are similar, this
framework works with four different types of IoT devices that have varying and non-IID
data distributions.Solving all three of these challenges within one framework is the main
new contribution of this thesis.



CHAPTER 4

EXPERIMENTATION AND RESULTS

4.1 Overview

This chapter presents a comprehensive assessment of the proposed framework for
lightweight robust federated learning in IoT concerning the detection accuracy, robustness
to adversarial updates, and applicability to IoT. All the results, which would be discussed
in this chapter, have been obtained through the simulation environment that has been
described in Chapter 3.

The effectiveness of the proposed approach is evaluated under non-IID data condi-
tions. Adversarial settings simulate real-world applications. A comparative study is carried
out among local-only learning, traditional federated average learning, and the federated
learning algorithm using the median.

In addition to evaluating detection accuracy and robustness, this chapter offers
quantitative evidence to show that the proposed framework is lightweight.This is done
by measuring resource efficiency using metrics like model size, number of parameters,
communication overhead, memory usage, and inference time.The framework’s ability to
preserve privacy is also examined and explained to support all the claims made about its
contributions.

4.2 Experimental Environment and Setup

All experiments were performed [76] in a simulation network using Python and the
PyTorch deep learning framework. Four IoT clients were simulated, representing a smart
thermostat, smart camera, motion sensor, and smart door lock. Based on the statistical
characteristics the BoT-IoT and TON-IoT datasets, each client used locally generated data.

The federated environment was tested via multiple training rounds, during which
each participating IoT device trained a lightweight autoencoder model utilizing its own
local dataset. For privacy preservation, locally computed system updates are sent to the
federated server, whereas all the unprocessed data remained on the devices. After that, the
server combined all these updates to build a global model that was transmitted back to all
clients for the next training round.

A poisoning attack on the model was also replicated by introducing abnormal
or malicious updates from the smart camera device(end-user) to test the robustness of
presented framework. It was also regarded as that this client had been compromised [70],
and it tried to send malicious or poisonousness updates are sent to the server to affect the
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learning process. This experimental setup made it possible to perform a realistic analysis
of the robustness of federated learning process with malicious participants, which are very
common in [oT environments.

4.3 Evaluation Metrics

The Mean Squared Error (MSE), which measures the reconstruction error in the
middle of autoencoder’s predicted result and the actual input data, is used as the main
evaluation criterion in this research. MSE calculates the average squared difference in the
middle of the input feature or the reconstituted feature as measure that is unique to each
input feature. Because the autoencoder has been trained to accurately reconstruct normal
patterns, this criterion is especially suitable for anomaly detection with an autoencoder.
Anomalies or malicious activities that significantly deviate from normal patterns typically
result in higher reconstruction errors and, by extension, MSE.

Apart from MSE, anomaly counts for each IoT device were recorded based on a
statistically defined threshold. Any observation whose reconstruction error exceeds the
mean reconstruction error plus three standard deviations is classified as anomalous. This
thresholding mechanism allows effective differentiation between normal and abnormal
behavior at the device level.

4.4 Performance Comparison under Different Learning Settings

IoT Device Reconstruction | Detected Anoma-
MSE lies

Smart Thermostat 0.3359 25

Smart Camera 349211 56

Motion Sensor 0.3362 22

Door Lock 0.3353 16

Table 4.1: Reconstruction MSE and detected anomalies for different IoT devices

Table 4.1 shows that local-only training suffers from high reconstruction error due to
limited data visibility and non-IID distributions across devices. The model cannot learn
the full range of normal behavior because each device only sees its own data. Under model
poisoning, conventional FedAvg fails completely, leading to a sharp rise in MSE because
the malicious client has a significant effect on the global model performance.

However, the robust median aggregation rule leads to a drastic reduction of the
reconstruction error. This is because it constrains the effect of the malicious or outlier
updates, ensuring the system is always functional. It validates an effective resistance to
attacks, as well as the ability to properly identify the anomalies while maintaining the
normal functioning of the devices.
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Device-wise MSE after Robust Federated Learning
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Figure 4.1: Device-wise Mean Squared Error after Robust Federated Learning

In case of training on a local machine only, each IoT device had a self-trained model
for anomaly detection, without any use of federated learning. The reconstruction error in
an average case turned out to be high. This could be attributed to a few reasons such as a
lack of knowledge about global patterns or the IID distribution of data.

This suggests that training only in a local environment will never be enough for
proper detection as a device does not have any information about overall patterns in the
network.

By using the Federated Averaging (FedAvg) method algorithm [15], the performance
conventional federated learning was evaluated in the second experimental scenario. FedAvg
is extremely sensitive to malicious or abnormal client updates, despite the fact that it permits
cooperative learning of models without direct data sharing. Experimental results show
that the involvement of even one malicious participant significantly degrades the global
model’s performance, causing a dramatic increase in reconstruction error and indicating
model divergence. In contrast, the proposed robust median aggregation rule effectively
constrains the impact of malicious or outlier updates, leading to a drastic reduction in
reconstruction error. Through the accurate identification of anomalies and the maintenance
of the normal functioning of all the IoT devices, which guaranteed that the system will
continue to the function and be reliable, making sure its high level of resistance to attacks.

To overcome the shortcomings of traditional federated aggregation, a reliable median-
based aggregation method used at the federated server. This method focuses on finding
the median value for each model parameter for all participating clients. This method
successfully minimizes the effect of larger or malicious values. Results show that the
global model is successfully converged [75], [20] using the robust aggregation method
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when all participating clients send poisoned data. This clearly indicates that the global
reconstruction error has been decreased compared to classical FedAvg.

4.5 Device-Wise Anomaly Detection Analysis

Device-wise analysis is done to test the effectiveness of detecting anomalies for
models trained by using robust federated methods. Likewise smart camera demonstrated an
elevated reconstruction error and an increased number of anomalies, implying the presence
of unusual traffic patterns. However, the smart thermostat, motion sensor, and door lock
show low reconstruction error values, representing regular working conditions.

These observations validate that the designed framework successfully detects anoma-
lous devices as well as maintains their good performance on normal clients. In addition,
anomaly detection in this system takes place on local devices to maintain privacy preserva-
tion and scalability.

IoT Device Reconstruction MSE Detected Anomalies
Smart Thermostat 0.3359 25
Smart Camera 349211 56
Motion Sensor 0.3362 22
Door Lock 0.3353 16

Table 4.2: Anomaly Detection Performance per IoT Device

As seen in Table 4.2, the smart camera device shows a considerably larger reconstruc-
tion error and number of detected anomalies than other 10T devices. This is also expected,
since abnormal patterns have been intentionally introduced into the smart camera device
to mimic attacks that are based on a network. The relatively large Mean Squared Error
(MSE) values indicate that there was no correct reconstruction by the autoencoder [52],
thus indicating an anomaly [77].

However, in contrast, the rest of the IoT devices, consisting of the smart thermostat,
motion sensor, and door lock, exhibit a lower MSE value and fewer occurring anomalies.
Table 4.2 above. The above observation clearly demonstrates the effectiveness of the
proposed model [78], [79] while correctly filtering anomalous outputs, thereby isolating
them, and simultaneously maintaining the performance of normal devices.

Furthermore, the reconstruction error gap between the smart camera and the rest
of the 10T devices also indicates the ability of the proposed model to tell apart benign
and malignant behavior patterns [80]. The high level of anomaly detection shown in
the smart camera further identifies the high sensitivity of the autoencoder to anomalies
caused by network attack simulations, but simultaneously insensitivity to falsely positive
results in the case of normally behaving devices, providing a high degree of stability in IoT
security environments, particularly in environments that do not hamper system reliability
in the course of identifying threats. As such, the new approach possesses a high level of
applicability in practical IoT environments, particularly with a variety of behaviors that
need to be appropriately monitored and protected in IoT environments.
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Anomaly Detection Results per loT Device
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Figure 4.2: Anomaly Detection Results per [oT Device

4.6 Lightweight Model and Communication Efficiency

To support the claim that the proposed framework is lightweight, this section offers
quantitative data across various resource efficiency measures and compares them with
existing baseline methods from the literature.

4.6.1 Model Size and Parameter Count

The proposed autoencoder has 494 trainable parameters and takes up about 2 KB
of storage. This is much smaller than the deep learning models used in similar studies
on federated IoT security. While Wang et al. used deep neural networks with tens of
thousands of parameters, FedloT needed models that needed much more memory, making
them unsuitable for devices with limited resources. A direct comparison is shown in Table
4.3.
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Model Parameters Model Size Suitable for IoT
Wang et al. (Deep NN) ~50,000+ ~200 KB No
FedloT (Deep Learn- ~20,000+ ~80 KB Partial

ing)

GRU-FL ~15,000+ ~60 KB Partial
Proposed Autoencoder 494 ~2 KB Yes

Table 4.3: Comparison of Lightweight Models for IoT Anomaly Detection

4.6.2 Communication Overhead

In every round of federated communication, only the updated model parameters are
sent, not the original data.Because the model has just 494 parameters, each client’s update
sent to the server is about 2 KB per round.On the other hand, if an IoT device sends raw
data with 1,000 samples and six features each round, it would take around 24 KB per
round, assuming 32-bit float numbers.This means communication is reduced by more than
90%.Table 4.4 shows the communication costs for different learning scenarios.

Setting Data Transmitted Per Round = Communication
Overhead

Centralized Learning Raw data (~24 KB/device) High

FedAvg with large Model updates (~80-200 KB) Moderate

model

Proposed FL Frame- Model updates (~2 KB) Very Low

work

Table 4.4: Communication Overhead Comparison

4.6.3 Computational Complexity

The computational complexity of a single forward pass through the proposed autoen-

coder is
O(d xh),

where d = 6 denotes the input dimension and 4 = 16 represents the maximum number of
neurons in the hidden layer. Consequently, the proposed model requires approximately 200
floating-point operations (FLOPs) per inference, which is well within the computational
capability of low-power microcontrollers and embedded IoT processors. In contrast, deep
neural network models employed in previous studies require substantially more floating-
point operations per inference, resulting in higher computational and energy overheads.
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Resource Metric Proposed Framework Typical Deep FL. Models
Parameters 494 15,000-50,000+

Model Size ~2 KB ~60-200 KB

RAM During Inference <5KB > 50 KB

Communication Per Round ~2 KB ~60-200 KB

Inference Time < 0.1 ms > 1 ms

GPU Required No Often Yes

Table 4.5: Resource Requirements Comparison Between the Proposed Framework and
Typical Deep FL. Models

4.6.4 Training and Inference Time

Local training for three epochs using 8,000 samples finishes in less than two seconds
on a regular CPU, and no GPU is needed.Each sample takes less than 0.1 milliseconds for
inference, making the framework good for real-time anomaly detection on IoT devices.This
performance is better than GRU-based and CNN-based federated models mentioned in
studies, which usually need a GPU or take much longer for inference.

4.6.5 Memory Consumption

Only the model settings and one input example need to be stored simultaneously, the
suggested autoencoder uses less than 5 KB of RAM when running. This is well within
the memory limits of typical IoT microcontrollers like the Arduino Mega, which has 8
KB of SRAM, and the ESP32, which has 520 KB of SRAM. This demonstrates that the
framework can be used on actual embedded devices.

4.7 Privacy Preservation Analysis

Even though privacy protection is a built-in feature of the federated learning setup,
not something you can measure directly like accuracy or MSE, this section gives both
qualitative and quantitative reasons to show that the proposed framework effectively keeps
data private during the entire federated training process.

4.7.1 Data Locality Verification

In the suggested framework, the raw data stays on the IoT device throughout the
training and inference processes.The only data sent from each client to the federated server
is the model parameter update, which is about 2 KB in size per round.This is confirmed
in the implementation, as no raw feature vectors from any IoT device are ever sent to the
server’s aggregation function during any communication round.

4.7.2 Privacy Through Model Updates

Sending updates of the model instead of raw data helps protect privacy.Although
model updates could, in theory, be used in certain ways to reverse-engineer information
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through attacks like gradient inversion, the tiny size of the model—just 494 parameters
across two simple layers—makes it hard to recover much information from any single
update.Additionally, the compressed representation used, which is only 8 dimensions,
further limits the ability to reconstruct original data, as it only keeps the most general
features from the input.

Learning Setting Raw Data Shared Privacy Risk
Centralized Learning Yes — all data sent to server High
Standard FedAvg No — only model updates Low
Proposed Robust FL. No — only model updates Low

Table 4.6: Comparison of Data Exposure Across Learning Settings

The suggested framework offers the same level of privacy as regular federated learn-
ing, but it also guards the global model’s security by using strong aggregation methods.This
helps because even if a bad actor tried to get information from the updates they receive, the
small number of parameters and the compressed hidden space in the proposed autoencoder
create a better natural protection than bigger models would.

4.7.3 Future Enhancement

The existing setup ensures good practical privacy by keeping data local, but future
improvements could better protect privacy in a more formal way by using differential
privacy.This method adds carefully controlled noise to the model updates before they are
sent, which gives proven mathematical limits on how much information could be leaked.



CHAPTER 5

CONCLUSION

5.1 Conclusion

By presenting and analyzing the lightweight but robust federated learning-based
framework, this thesis has effectively addressed the privacy and security concerns which are
related to detecting anomalies within Internet of Things (IoT) networks. The analysis has
clearly demonstrates, through comprehensive experiments, that the centralized methods
to anomaly detection are not feasible for IoT networks due to their privacy concerns,
scalability issue, and communication overhead, thereby necessitating a decentralized
learning method.

By using a Horizontal Federated Learning (HFL) framework, distinct IoT devices can
mutually understand a global anomaly detection model while conserving the inputs locality.
This approach was able to identify the non-IID data allocation issue, that’s very common in
real-world IoT environment, where same types of data are generated by different types of
devices under different operating scenarios. The experiments clearly showed that federated
learning presents a considerable performance benefit over local learning while maintaining
the data privacy.

A lightweight autoencoder has been designed and presented to be an efficient anomaly
detection model. The design seems to be computationally light weight with few parame-
ters, which could make it flexible for use in resource-constrained [oT clients like smart
thermostats, smart cameras, motion sensors, and door locks. Anomaly detection performed
locally each device using the reconstruction error to enable timely detection of anomalies
without obliging constant connectivity to the cloud.

Simulation experiments were performed using the BoT-IoT and TON-IoT benchmark
data variables to show that the introduced framework presents a significant improvement in
anomaly detection accuracy under realistic non-IoD settings. Furthermore, the robustness
analysis against adversarial or malacious attacks presented that the FedAvg aggregation
strategy is highly vulnerable to malicious or poisonousness updates from the clients.
However, the proposed robust median aggregation strategy was also able to effectively
mitigate the impact of malicious updates and achieve convergence.

Overall, the outcomes of the conducted experiments verifies that the presented
framework is a feasible efficient solution for anomaly detection in a secure manner in
practical IoT enviornment because it achieves a balance between accuracy, computational
complexity, communication cost, data privacy protection, and robustness. Non-IID data
distributions and different device behaviors in practical IoT systems are convenient for the
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proposed framework. Furthermore, the proposed framework’s lightweight architecture and
and also shows decentralized learning method which enable it to be easily integrated into
large-scale systems with limited resources. This approach is placed in this position because
of its characteristics as a viable foundation for next-generation IoT security systems that
are robust and privacy-sensitive.

5.2 Future Work

In non-IID and adversarial settings, the proposed lightweight and robust federated
learning framework was effective for IoT anomaly detection, but there are a few areas
that could be exploited to further improve its performance and practicality. By testing
its effectiveness in a wide range of real-world environment, it improves adaptability, and
expanding the expertise of this work, future research can expand upon it.

First, future research can test the framework 1 proposed with a larger number of
heterogeneous devices in large-scale IoT environment, dynamically. In the real world, the
scalability and robustness of the system, as well as its actual performance, will be evident
when you test it in real-world settings. Real-world settings are important, and they include
clients connecting and disconnecting, intermittent connections, and the level of engagement
of the participants. If we are able to implement the system on real-world IoT devices, we
will be able to see the actual latency, energy consumption, and computational requirements
of the system. We can also test the system with more advanced attackers, such as dynamic
poisoning attacks, colluding malicious clients, and backdoor attacks. Further improve the
robustness against complex and sophisticated attackers, Furthermore, defense strategies
such as trust-based scoring, hybrid robust aggregation strategies, and anomaly-aware client
selection strategies can also be introduced. Even greater improvements in communication
efficiency can be done by using some techniques such as model reduction, quantization,
and update simplification, which will help the framework to run even more smoothly on
ultra-low-power IoT devices in a constrained network environment.

The use of privacy-protecting methods such as differential privacy and secure aggre-
gation with data locality to offer formal and measurable privacy guarantees can enhance
trust in collaborative learning for sensitive IoT tasks. Testing the proposed framework on
actual IoT hardware would also be interesting. We would be able to evaluate the robustness,
energy consumption, latency, and real-time capabilities of the system thanks to this.

In summary, the proposed framework could be expanded in a range of ways by using
the future research directions to develop secure, effective, scalable and best federated
learning solutions for the IoT environment of the future.
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APPENDIX A

PYTHON IMPLEMENTATION FOR FEDERATED LEARNING

A.1 Lightweight Autoencoder and Robust Federated Learning

Listing A.1: Python code for lightweight and robust federated learning-based IoT anomaly
detection

import numpy as np

import torch

import torch.nn as nn
import torch.optim as optim

torch.manual_seed (42)
np.random.seed (42)

DEVICE = "cpu"

class LightweightAutoEncoder (nn.Module) :
def  init_  (self):
super () ._ _init__ ()
self.encoder = nn.Sequential (
nn.Linear (6, 16),

nn.RelLU(),
nn.Linear (16, 8),
nn.RelLU ()

)

self.decoder = nn.Sequential (

nn.Linear (8, 16),
nn.ReLU(),
nn.Linear (16, 6)

def forward(self, x):
z = self.encoder (x)
return self.decoder(z)

def generate_data (samples, attack=False):
data = np.random.normal (0.5, 0.1, (samples, 6))
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if attack:
data += np.random.normal (5, 2, data.shape)
return torch.tensor (data, dtype=torch.float32)

iot_devices = {
"Smart_Thermostat": generate_data (8000),
"Smart_Camera": generate_data (12000, attack=True),
"Motion_Sensor": generate_data (7000),
"Door_Lock": generate_data (6000)

def local_train(model, data, epochs=3):
model.train ()

optimizer = optim.Adam(model.parameters (), 1lr=0.001)
criterion = nn.MSELoss ()
for _ in range (epochs) :

optimizer.zero_grad()

output = model (data)

loss = criterion (output, data)
loss.backward()
optimizer.step/()

return model.state_dict (), loss.item()

def fedavg(weights):
avg = {}
for key in weights[0]:
avglkey] = torch.mean (torch.stack ([w[key] for w in
weights]), dim=0)
return avg

def median_aggregation (weights) :
median = {}

for key in weights[0]:

median[key] = torch.median (torch.stack([w[key] for w in

weights]), dim=0) [0]
return median
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