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Abstract

In an era where data privacy is a global concern, this project presents

a “Visual sentry” a Secure OCR based and Voice Detection Framework

for Air-Gapped System. The system automatically monitors broadcasts

in real time for user defined trigger words without reliance on cloud ser-

vices. Unlike other standard surveillance projects our system not only

extract text from the screen but also extracts information form audio as

well using speech to text framework and efficiently shows alert when trigger

word detected either from the Audio or Screen. The system uses Tesseract

OCR Engine to extract ticker, headlines from the screen and VOSK for

speech detection. The model uses adaptive image pre-processing adaptive

thresholding, region-of-interest segmentation,fuzzy logic to understand the

typos and Late Fusion to combine visuals and audio. Additionally the sys-

tem adds an automated forensic loop that records instantly video buffers,

screenshot and time stamp for information verification instead of record-

ing 24hr and fill up the terabyte space our project records only when the

required information is detected. LIFI system is also integrated with this

system where we can transmit our trigger word using laser and we receive

the word using Lm393 comparator and a photoiode, after that we print

that word on our LCD. The system entirely focus on combining two dif-

ferent modules namely Tesseract OCR and VOSK to work simultaneously

using late fusion and an optimized pipeline required to get efficent results,

our system GUI runs on the main thread while our heavy AI processing

runs on background thread. This prevents the system from freezing and

making it more robust. According to experimental results on live news

broadcasts, the dual-modal approach maintains low latency on hardware.
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Chapter 1

Introduction

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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1.1 Project Background and Overview

Security teams across the world rely on surveillance cameras, yet very

few of these systems actually understand what they are watching. Video

streams stack up. Hard drives fill. In the hope of finding something impor-

tant, Operators spend multiple hours staring at the screen. Each passing

year, the gap between important information and raw footage has grown

wider as camera resolutions climb and on-screen content becomes denser.

News channels scroll tickers packed with breaking updates. Spoken an-

nouncements slip past in seconds. A conventional closed-circuit television

setup sees every pixel but comprehends almost none of it.

Visual Sentry was built to close that gap. It is a desktop-based, multi-

threaded surveillance application that watches screen content and listens

to audio streams at the same time, raising an alert the moment a user-

defined trigger word appears on either channel. Detection happens in real

time. Evidence gets preserved the instant something significant is spotted.

A physical alert then fires on an external microcontroller to notify a human

operator, and none of this requires an internet connection at any stage.

The project is designed specifically for air-gapped environments. These

are machines that have been deliberately isolated from the internet and all

untrusted networks. Such environments are common in defence installa-

tions, nuclear facilities, financial clearing houses, and intelligence opera-

tions. The entire point of an air-gap is to prevent sensitive data from

leaking out or hostile code from entering. That same isolation, however,

renders most modern artificial intelligence tools useless, because almost

every commercial cloud service depends on an internet round-trip to func-

tion. Visual Sentry brings the intelligence directly to the machine where

the data already lives, rather than shipping the data out to a remote server.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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Two distinct recognition engines run inside the application in parallel.

The first is Tesseract, a widely used open-source optical character recogni-

tion engine that reads text directly from the screen. Breaking news tickers,

captions, subtitles, on-screen warnings, and stock market headlines are all

extracted, cleaned, and checked against the user’s watchlist in real time.

The second engine is VOSK, an offline automatic speech recognition tool

built on top of the Kaldi speech recognition toolkit. It transcribes spo-

ken audio directly on the central processing unit without routing any data

through a remote server. A positive detection on either channel is sufficient

to trigger the full system response.

An architectural decision can shape the entire design: the threading

model. Users usually abandon frozen applications within a second. In

an operational setting, a frozen screen is simply unacceptable. Therefore,

Visual Sentry restricts all artificial intelligence inference to background

daemon threads. The main thread handles only rendering and user inter-

action. Results from the vision and acoustic threads flow into the main

thread via thread-safe queues, keeping the display fluid and interactive

even as the system processes high-resolution video frames and continuous

audio buffers simultaneously.

Live broadcast results confirmed that the design works. Accuracy mea-

sured against a labeled test reached 95%, whereas recall hit a full 100%

– which means not a single trigger event got missed during evaluation.

Precision was 91.67%, which favors finding real alerts at the cost of oc-

casional false positives. The resulting score of 95.65% shows a workable

balance for monitoring, where missing a real event is more damaging than

incorrectly flagging. All inference runs on a standard AMD Ryzen 5 7430U

laptop with 8 GB RAM running Windows 11. No graphics card is required

anywhere in the pipeline.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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The remainder of this report covers each layer of the system in turn.

Chapter 2 reviews the body of prior research that shaped the design deci-

sions, covering optical character recognition, automatic speech recognition,

multimodal fusion, air-gap security, and edge computing. Chapter 3 lays

out the functional and non-functional requirements alongside a compari-

son with existing solutions. Chapter 4 describes the system architecture

at high and low levels. Chapter 5 covers implementation, code structure,

threading discipline, and deployment procedures. Chapter 6 presents the

test results using full set of evaluation. The report ends with conclusions

and recommendations for future work.

1.2 Problem Description

Visual Sentry emerged from five interlinked problems that existing surveil-

lance solutions either ignore completely or handle poorly. Each one on its

own might be manageable. Combined, they expose a significant gap in the

current landscape of intelligent monitoring tools.

1.2.1 Semantic Blindness in Conventional CCTV

The first problem is fundamental. A camera can record everything happen-

ing on a TV screen, including the live news ticker scrolling at the bottom.

But the system does not actually read or understand the words being

shown. If any inappropriate or sensitive words appear on the screen, or

if someone says something important during a live broadcast, the video is

simply stored without being analyzed. The system depends on human op-

erators to notice such moments themselves. In large facilities with many

video feeds running simultaneously, this becomes extremely difficult be-

cause people can become tired or distracted, or miss important details.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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Existing motion detection systems can identify physical movement or in-

trusion, but they cannot understand spoken language or text appearing in

videos.

1.2.2 Cloud Dependency and Privacy Risk

The second problem concerns commercial products that do try to interpret

content intelligently. Services such as Google Video Intelligence, Amazon

Rekognition, and Azure Cognitive Services can transcribe speech and ex-

tract text from video with high accuracy. Every one of them, however,

requires raw data to be uploaded to an external server before any analysis

can occur. In a defence or intelligence environment that is not merely in-

convenient it is a direct policy violation. Air-gapped systems exist precisely

so that sensitive data never touches an untrusted network. A surveillance

tool that depends on the cloud is therefore structurally incompatible with

the very environments where intelligent monitoring would be most valu-

able. Even in less sensitive settings, transmitting raw audio and video to

third-party servers creates legal and privacy liabilities that many organ-

isations are no longer prepared to accept under current data protection

regulations.

1.2.3 Storage Inefficiency of Continuous Recording

The third problem is storage waste. A single 1080p camera running at

thirty frames per second produces three to five gigabytes of compressed

video every hour. Multiply that by twenty cameras over a thirty-day re-

tention period and the total reaches tens of terabytes. The reality is that

very little of this footage has been reviewed. Forensic investigation typi-

cally focuses on a confirmed incident, which means the majority of stored

material is dead. Organizations pay for storage arrays, electricity, cool-

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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ing infrastructure, and backup cycles just to save content that nobody will

ever examine. An event-driven approach that records only when something

interesting happens would eliminate 99% of that overhead, but standard

systems are not built this way because they cannot recognize what “inter-

esting” means.

1.2.4 Single-Modality Limitations

The fourth problem is about modality: existing intelligent systems address

only one modality at a time. OCR tools read text on screen but entirely

ignore spoken audio. Speech-to-text engines write out audio but miss ev-

ery written update. A Real broadcast surveillance does not respect these

boundaries. A news channel carries information across both channels si-

multaneously, and a target keyword might appear in the visual ticker, in

the spoken commentary, or in both at the same moment. An OCR-only

system will miss every spoken alert. An ASR-only system will miss every

textual update. Reliable coverage requires that both channels be mon-

itored simultaneously, with detection on either path sufficient to trigger

the full response.

1.2.5 User Interface Freezing During AI Inference

The fifth problem is a practical engineering failure that prevents many

prototype surveillance applications from reaching a usable state. Run-

ning neural network inference on the same thread causes the application

to freeze during every inference cycle. The user sees an unresponsive win-

dow. Buttons stop working. The display stops updating. In an operational

deployment this is completely unacceptable, because an operator must be

able to see live feedback, adjust trigger words, switch video sources, and

stop the system at any moment without waiting for the current inference

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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pass to finish. Solving this problem requires a disciplined multi-threaded

design one where the interface and the intelligence are permanently sepa-

rated and communicate only through thread-safe channels.

These five problems are interconnected. Cloud dependency forces a

choice between intelligent analysis and data isolation. Continuous record-

ing fills storage with semantically blind footage. Single-modality designs

leave entire channels unmonitored. User interface freezing makes the sys-

tem unusable in practice. Visual Sentry addresses all five in a single inte-

grated architecture.

1.3 Project Objectives

The project was defined around seven concrete objectives, each of which

addresses one or more of the problems identified above. These objectives

were established at the start of the project and tracked throughout imple-

mentation and evaluation.

1. Dual-Modal Real-Time Detection. Develop a detection system

that reads on-screen text using OCR and transcribes spoken audio

using ASR simultaneously, with the entire pipeline running offline on

a standard CPU-only laptop.

2. Fuzzy Matching for OCR Error Tolerance. Implement a text

normalisation and matching stage that tolerates common OCR mis-

recognition patterns. A Levenshtein-based similarity ratio with a

configurable threshold of 0.80 allows the system to match degraded

readings such as “AL3RT” against the target word “ALERT” and

correctly fire an alert.

3. Late Decision-Level Fusion. Combine the two modalities using

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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late decision-level fusion, where both pipelines operate fully inde-

pendently and a positive detection on either channel constitutes a

system-level alert. This approach requires no synchronisation be-

tween the vision and audio threads and remains robust even when

one channel is temporarily degraded.

4. Event-Driven Forensic Recording. Replace twenty-four-hour

continuous capture with event-driven recording that activates only

when a trigger is detected. Each detection event automatically saves

a five-second H.264-encoded video buffer, a JPEG screenshot of the

triggering frame, and a timestamped information file. Idle time pro-

duces zero disk writes.

5. Fully Responsive GUI via Multi-Threaded Architecture. Keep

the graphical user interface fully responsive at all times by isolating

all artificial intelligence inference on background daemon threads and

passing results to the main thread through thread-safe Python queue

objects.

6. LiFi-Based Optical Alert Channel. Implement a light-fidelity

alert subsystem in which the host application transmits the detected

trigger word over a serial COM port to a dedicated ESP32 transmit-

ter unit. The transmitter modulates a laser diode through a 2N2222

transistor switching circuit, encoding the trigger string bit-by-bit

with a defined start-bit handshake and per character re-synchronisation.

A second ESP32 on the receiver side reads the incoming optical signal

through an LM393 comparator connected to a BPW34 photodiode

or LDR, reconstructs the character stream, and displays the trigger

word on a 16×2 LCD completing a fully wireless free, air-gap-safe

optical alert chain.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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1.4 Project Scope

Defining scope clearly establishes Visual Sentry’s dos and don’ts and the

specific environment it is designed for. All three boundaries are important

to understand before reading the technical chapters.

1.4.1 In Scope

A webcam connected to an OpenCV device index, an IP camera stream,

and a pre-recorded MP4 or AVI file are all video sources that the system

monitors. Audio input is captured from the default system microphone

at a sample rate of 16 000 Hz in 16-bit signed PCM mono format using

PyAudio, with a chunk size of 4 000 bytes per processing cycle. The user

enters a single trigger word or short phrase through the graphical interface

and the system monitors both channels for it simultaneously.

A positive detection triggers four simultaneous outputs: a pop-up alert

on the graphical interface, a JPEG screenshot of the triggering frame saved

to the designated capture folder, a five-second video clip encoded using

H.264 (with fallback to mp4v if the primary codec is unavailable). A

cooldown window of three seconds prevents the alert cascade from firing

repeatedly on a sustained trigger within a short span of time. Frame pro-

cessing is rate-limited by a skip interval of five meaning the vision thread

processes every fifth captured frame, reducing a 30FPS input stream to

an effective OCR processing load of 6 FPS and a minimum OCR interval

of one second prevents back-to-back inference calls.

A LiFi-based optical communication channel is also within scope. The

transmitter side consists of an ESP32, a laser diode, and a 2N2222 tran-

sistor switching circuit. The receiver side consists of a second ESP32, an

LM393 comparator module, a BPW34 photodiode or LDR, and a 16×2

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems
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LCD. Data is transmitted bit-serially with a start-bit synchronisation se-

quence and per-character re-sync, keeping the entire alert chain free of any

radio frequency interface.

1.4.2 Out of Scope

The system does not perform face recognition, object detection, activity

classification, or any form of visual scene understanding beyond text ex-

traction. It does not process handwritten text, heavily stylised fonts, or

vertical text layouts. Support is limited to the English language in the

current release, since both Tesseract and the VOSK small English model

were used without multi-language configuration. The recorded evidence

files are not cryptographically signed; they are traceable through filename

timestamps only. Cloud backup, remote push notification, and mobile

application integration are excluded by design, as each would violate the

air-gap constraint that defines the project.

1.4.3 Target Deployment Environment

Visual Sentry is designed to run on a Windows 11 laptop equipped with at

least 8GB of RAM and a modern multi-core processor. An AMD Ryzen 5

7430U system was used for development and as a reference for evaluation.

The code can be ported to other operating systems, such as Linux or

macOS, with minor path adjustments.

1.4.4 Representative Use Case Scenarios

These three scenarios motivated the design throughout the development

process. The command-center monitoring station is the first scenario to

monitor live news broadcasts and trigger an immediate physical alert when-

ever a designated keyword appears in the ticker or spoken commentary.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems

10



The compliance review tool is the second scenario that scans archived

broadcast recordings for restricted terms and saves timestamped evidence

of each detection. The passive watchpost is the third scenario that runs

unattended in a sensitive facility, notifying an operator via the hardware

alarm without requiring anyone to continuously monitor a screen. All three

scenarios share one requirement: detect specific content in real time, au-

tomatically preserve evidence, and alert a human without any data ever

leaving the machine.
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Chapter 2

Literature Review
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2.1 Overview of the Literature Review

The Visual Sentry system sits at the intersection of several active research

fields. Optical character recognition has evolved from rule-based feature

matching to deep neural sequence models. Automatic speech recognition

has moved from hidden Markov models through hybrid deep networks to

end-to-end transformers. Multimodal fusion research has produced a well-

established taxonomy of early, late, and hybrid strategies. Air-gapped

security has grown into a subfield of its own, pushed largely by the work

on covert channels. Edge AI has reframed the question of where artificial

intelligence should live, shifting inference from cloud data centres to the

devices that actually hold the data. Each of these strands informs one

part of the Visual Sentry design, and together they define the space within

which the project contributes.

This chapter surveys the relevant literature across all these directions.

The review starts with the evolution of video surveillance and works out-

ward to text recognition, speech recognition, multimodal integration, ap-

proximate string matching, air-gapped security, edge deployment, event-

driven recording, and multi-threaded architectures for real-time AI. Each

section identifies the state of the art, highlights the techniques most rele-

vant to Visual Sentry, and notes where existing solutions fall short of the

specific needs of offline broadcast monitoring. The chapter closes with a

research-gap analysis that pulls all the threads together and a short sum-

mary of the key findings that shaped the system design presented in later

chapters.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems

13



2.2 Evolution of Video Surveillance Systems

Video surveillance began as a purely analog discipline. Early closed-circuit

television systems simply transmitted a camera feed to a bank of monitors,

which were watched by security staff. Recording relied on VHS tapes,

which had to be manually swapped and reviewed frame by frame during

investigations. The transition to digital IP-based systems brought network-

attached storage, motion-triggered recording, and remote access, but the

underlying idea stayed the same: humans watched the footage and made

decisions about what mattered.

The limitations of this manual approach became obvious once cam-

eras multiplied. A mid-sized facility can now run fifty or more feeds si-

multaneously, and even a dedicated operator cannot maintain continuous

attention across that many streams without losing critical events. This

problem motivated the first wave of automated video analytics. Pixel-level

motion detection, background subtraction, and object tracking appeared

as lightweight analytical layers that could flag unusual activity without re-

quiring constant human oversight [1]. These techniques worked reasonably

well for physical intrusion detection but failed completely on tasks that

required semantic understanding of the image content.

Recent years have brought a sharp turn toward deep learning in surveil-

lance. Nayak et al. [2] provide a comprehensive 2023 survey of deep learn-

ing approaches to video anomaly detection, noting that convolutional and

recurrent architectures have dominated the field since roughly 2018. Gen-

erative adversarial networks, autoencoders, and attention-based models

have all been adapted for unusual-event detection in surveillance video.

Their review cautions that most of these systems target specific anomaly

classes falling, fighting, loitering and rarely address the kind of content-
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level semantic analysis needed for broadcast monitoring, where the event

of interest is a specific word rather than a specific action.

Broadcast surveillance is a distinct problem from physical surveillance.

A news channel does not contain the kind of scene changes that motion

detectors respond to, but it carries a dense and rapidly changing stream

of text and speech information. Research on automated broadcast analy-

sis has concentrated on three separate tasks. The first is text extraction

from scrolling tickers and overlaid captions using optical character recogni-

tion, which was initially approached using traditional edge-based detection

combined with general-purpose OCR engines. The second is speech tran-

scription of the anchor audio, historically performed using hidden Markov

models and more recently using end-to-end neural networks. The third is

semantic search over the transcribed text, commonly implemented through

exact string matching or simple keyword filtering.

Although intelligent surveillance has grown quickly, most commercial

deployments still depend on the cloud. Products from the major technol-

ogy companies Google Video Intelligence, Amazon Rekognition, Microsoft

Azure Cognitive Services rely on uploading raw footage to remote servers

where large models perform the analysis before returning results. This

cloud-centric design is practical but clashes with the security policies of

government, defense, and critical infrastructure facilities, where sensitive

footage cannot cross the network boundary. Visual Sentry fills this gap

with intelligent surveillance for environments that dominant cloud prod-

ucts cannot serve.

Broadcast surveillance also differs from traditional surveillance in the

content it processes. A standard security camera produces frames domi-

nated by static scenery with occasional motion events. A broadcast feed

produces frames that change continuously, with graphics animating in and
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out, cameras cutting between scenes, and text scrolling across tickers at dif-

ferent speeds on different channels. The implication for automated analysis

is that frame-level processing cannot rely on background models or motion

cues; instead, each frame must be treated as a standalone still that carries

its own semantic information. This framing places broadcast surveillance

closer to document analysis than to traditional video analytics, and the

design of Visual Sentry reflects that observation throughout.

2.3 Optical Character Recognition: From Rules

to Neural Networks

Optical character recognition has a long history that predates modern

computer vision. The first commercial OCR systems in the 1960s relied

on template matching against fixed character sets. The second genera-

tion, dominant through the 1980s and 1990s, used hand-crafted features

combined with statistical classifiers. Accuracy on clean printed documents

reached impressive levels, but performance degraded sharply on noisy or

low-contrast inputs.

The Tesseract engine, originally developed at Hewlett-Packard Labs

between 1984 and 1994 and later open-sourced by Google, became the

benchmark for open-source OCR through the 2000s and 2010s. Smith [3]

describes the original architecture in his 2007 overview paper, documenting

the line-finding, feature extraction, and adaptive classification stages that

gave Tesseract its distinctive approach. The engine later underwent a fun-

damental redesign. Starting with Tesseract 4.0, the classification stage was

replaced with a Long Short-Term Memory recurrent neural network. This

change followed the broader shift in sequence recognition toward LSTM

models introduced by Hochreiter and Schmidhuber [4] and subsequently
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applied to text recognition with the Connectionist Temporal Classification

loss function developed by Graves et al. [5]. The combination of LSTM and

CTC allowed the network to learn text transcription end-to-end, without

requiring explicit character-level segmentation.

Modern OCR research has split into two broad categories. Document

OCR targets scanned pages, forms, and books, where text is usually printed

in standard fonts against a plain background. Scene text OCR targets text

that appears naturally in photographs and videos, which often involves

unusual fonts, curved baselines, and complex backgrounds. Wang et al. [6]

published a detailed survey of deep learning approaches to text detection

and recognition in 2023, organising the field into two core tasks: text

detection, which localises text regions, and text recognition, which decodes

the content within those regions. Convolutional architectures dominate

the detection side, while sequence models CRNN variants, attention-based

encoders, and transformer networks lead the recognition side.

The PP-OCR family released by the PaddlePaddle team exemplifies

the engineering focus on lightweight deployment. Li et al. [7] introduced

PP-OCRv3 in 2022, building on the earlier PP-OCRv1 and PP-OCRv2 re-

leases with nine separate improvements across detection and recognition.

The detection side adds a large-kernel path aggregation network and a

residual attention feature pyramid. The recognition side replaces the ear-

lier CRNN backbone with a transformer-based SVTR architecture com-

bined with the lightweight PP-LCNet. Reported improvements reach five

percent in Hmean over the previous version at comparable inference speed.

PP-OCRv3 is notable for its explicit focus on CPU-only deployment, which

aligns closely with the constraints Visual Sentry operates under.

Broadcast text presents a specific flavour of scene text recognition that

sits between document OCR and general scene OCR. News tickers and cap-
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tions typically use clean typography and high contrast, but they appear

against busy backgrounds that include moving video content. Mohsenzade-

gan et al. [8] address OCR robustness under adverse real-world conditions

in their 2022 Sensors paper, combining convolutional and recurrent net-

works to handle blur, shadows, and contrast variation. Their results show

that carefully engineered preprocessing can restore useful accuracy on de-

graded inputs that would otherwise cause catastrophic recognition failures.

The broader point that preprocessing quality determines recognition qual-

ity just as much as the model itself is one that runs through almost all

practical OCR work.

Visual Sentry adopts Tesseract rather than a state-of-the-art deep net-

work for several deliberate reasons. First, Tesseract ships with small

language models that run comfortably on CPU without any GPU sup-

port. Second, its open-source licence permits unrestricted deployment in

classified environments where commercial licensing would be problematic.

Third, its line-based PSM modes match the layout of news tickers espe-

cially well, since a scrolling ticker is effectively a single long line of text.

The trade-off is lower raw accuracy than modern transformer-based mod-

els, and this trade-off is mitigated through the preprocessing pipeline and

the fuzzy matching layer described in later sections.

One subtle issue that emerges in any broadcast OCR pipeline is tem-

poral redundancy. The same piece of text typically remains on screen for

several consecutive frames, either because the broadcaster shows a fixed

caption for a few seconds or because the ticker moves slowly enough that

the same word appears in overlapping positions across adjacent frames.

Running full OCR on every frame wastes computation, so practical sys-

tems include a frame-skip or change-detection layer that reduces the effec-

tive OCR rate to a fraction of the native capture rate. Visual Sentry uses
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a fixed frame-skip interval of five combined with a minimum one-second

OCR interval, which together reduce a 30FPS input stream to an effective

inference load of roughly six recognitions per second. This rate is more

than fast enough to catch any trigger word that remains on screen for at

least half a second, which is practically all useful text in news broadcasting.

Layout analysis is another dimension where broadcast OCR diverges

from document OCR. A news ticker at the bottom of a frame, a station

logo in the corner, a breaking-news banner across the top, and spoken-

word captions in the middle all have different geometric characteristics

and different recognition requirements. A general-purpose document OCR

system would either ignore this structure or try to reconstruct the full page

layout, neither of which is appropriate for live broadcast analysis. Instead,

practical systems apply region-of-interest masks that target the specific

screen areas where text is most likely to appear, and they run recognition

only inside those masks. This approach is simple, computationally cheap,

and dramatically improves precision by eliminating false positives from

backgrounds that contain text-like patterns but no actual text.

2.4 Image Preprocessing for Robust OCR

Preprocessing is the quiet workhorse of any practical OCR pipeline. A

clean binary image with strong foreground-background contrast produces

dramatically better recognition than a raw colour frame, even with the

most sophisticated recognition model. Several foundational techniques ap-

pear in virtually every production OCR system.

Otsu’s global thresholding method, introduced in 1979 [9], remains one

of the most widely used binarisation techniques more than four decades

after its publication. The method computes an optimal threshold by max-
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imising the between-class variance of the grayscale histogram, treating fore-

ground and background as two distinct classes whose separability should

be as large as possible. The calculation is computationally trivial, runs

on a CPU in microseconds, and works remarkably well for images with

bimodal histograms. Otsu’s main weakness is its global nature: the same

threshold is applied to every pixel, which causes failures on images with

uneven illumination where one region is bright and another is dark.

Adaptive thresholding techniques address this illumination problem by

computing a different threshold for each pixel based on its local neighbour-

hood. Bradley and Roth [10] proposed a real-time adaptive thresholding

method using the integral image representation, which allows the mean in-

tensity of any rectangular neighbourhood to be computed in constant time

regardless of window size. Their technique is particularly valuable for live

video streams because it handles both spatial and temporal illumination

variation without adding significant computational cost. Video broadcasts

typically contain exactly this kind of lighting variation, with different seg-

ments cutting between studio shots, outdoor footage, and graphics overlays

that have very different brightness levels.

Beyond basic thresholding, multi-scale image pyramiding has emerged

as a reliable way to improve OCR on text of varying sizes. The core

idea is simple: the same text region is presented to the recognition engine

at several scales, and the results from all scales are combined. A small

ticker word that is barely readable at its native resolution may be perfectly

recognisable when upscaled by a factor of two or three. This multi-scale

approach, long common in object detection, has been adopted in broadcast

OCR pipelines to handle the wide range of font sizes that appear across

different channels and segments.

Colour space conversion is the simplest but perhaps most important
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preprocessing step. Most OCR engines operate on grayscale, so the first

step in any pipeline is converting from BGR or RGB to a single intensity

channel. The standard conversion uses a weighted average that reflects

human perceptual sensitivity to the three colour channels, with green con-

tributing the most and blue the least. This step reduces computational

complexity by a factor of three, and Tesseract’s internal classifier is ex-

plicitly trained on grayscale input, so feeding it colour data provides no

benefit.

Region-of-interest segmentation is another technique that substantially

improves broadcast OCR accuracy. Rather than running OCR on the

entire video frame, the system first identifies candidate text regions using

edge density or colour analysis and then runs recognition only on those

regions. This approach has two benefits: it reduces the total amount of

data the OCR engine has to process, and it eliminates false positives from

non-text regions that could otherwise produce garbage character sequences.

For news tickers, the region of interest is usually a narrow horizontal band

at the bottom of the screen, which can be located reliably using simple

geometric heuristics or learned text detectors.

The combination of these preprocessing steps grayscale conversion,

Otsu thresholding with adaptive fallback, multi-scale pyramiding, and

region-of-interest segmentation is exactly what Visual Sentry implements

using OpenCV primitives [1]. OpenCV has remained the default com-

puter vision library for real-time applications since its initial release, pre-

cisely because its low-level operations are heavily optimised and its API is

straightforward.
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2.5 Automatic Speech Recognition: From HMM

to End-to-End

Automatic speech recognition has gone through at least three distinct

eras. The first was dominated by Gaussian mixture models combined with

hidden Markov models, a combination that drove commercial ASR from

the 1980s through the early 2010s. The second introduced deep neural

networks as replacements for the Gaussian components, creating hybrid

HMM-DNN systems that significantly reduced word error rates without

fundamentally changing the overall architecture. The third and current

era has moved toward end-to-end neural models that learn the entire map-

ping from audio to text within a single network.

Kaldi, introduced by Povey et al. [11] in 2011, became the most widely

adopted open-source toolkit of the hybrid era. Kaldi’s design revolves

around weighted finite-state transducers, a framework formalised by Mohri,

Pereira, and Riley [12] for combining acoustic models, pronunciation lexi-

cons, and language models into a single unified decoding graph. TheWFST

formulation proved extraordinarily powerful because it allowed ASR sys-

tems to integrate diverse knowledge sources through well-understood au-

tomata operations rather than ad-hoc scoring functions. Kaldi shipped

with reference recipes for training state-of-the-art systems on standard

benchmarks and quickly became the default starting point for academic

ASR research.

VOSK is a lightweight wrapper built on top of Kaldi, maintained by

Alpha Cephei, that packages pre-trained models and a streaming decoder

into a developer-friendly API. VOSK is specifically optimised for real-time

transcription on resource-constrained devices, supporting mobile phones,

Raspberry Pi single-board computers, and standard laptops without re-
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quiring any GPU acceleration. The small English model is roughly fifty

megabytes in size yet produces continuous large-vocabulary transcription

with zero-latency streaming output. For Visual Sentry, this size profile is

essential, because the application must start quickly, run entirely on CPU,

and coexist with the OCR pipeline without exhausting system memory.

The end-to-end era began with Connectionist Temporal Classification

[5], which allowed a recurrent network to learn the mapping from audio

frames to character sequences without explicit alignment. Later work re-

placed the recurrent backbone with attention-based encoder-decoder mod-

els and ultimately with transformers. Prabhavalkar et al. [13] provide

a comprehensive 2023 survey of end-to-end speech recognition, covering

CTC, attention-based encoder-decoder models, and the recurrent neural

network transducer as the three foundational architectures, and then trac-

ing the subsequent shift toward transformer and conformer models that

use self-attention to capture long-range dependencies more efficiently.

Two recent developments have reshaped practical ASR more than any

others. The first is wav2vec 2.0, introduced by Baevski et al. [14] at

NeurIPS 2020, which demonstrated that large quantities of unlabelled au-

dio can be used for self-supervised pretraining. A wav2vec 2.0 model fine-

tuned with as little as ten minutes of labelled data can rival fully supervised

systems trained on hundreds of hours. This data efficiency has opened up

high-performance ASR for low-resource languages and specialised domains.

The second development is Whisper, introduced by Radford et al. [15]

in 2023. Whisper is a large transformer encoder-decoder trained on 680,000

hours of diverse multilingual audio collected from the web, using weak

supervision in the form of noisy audio-transcript pairs. The resulting model

achieves remarkable zero-shot robustness across numerous domains and

languages without task-specific fine-tuning. Whisper has become the de
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facto reference for high-quality ASR when computational resources are

available, though its large parameter count makes it unsuitable for CPU-

only deployment on a standard laptop running other applications at the

same time.

Visual Sentry uses VOSK rather than Whisper or wav2vec 2.0 for three

reasons. First, VOSK is explicitly designed for low-latency streaming infer-

ence on CPU, while Whisper requires either a GPU or significant batching

latency to maintain real-time performance. Second, VOSK’s small English

model fits comfortably alongside the Tesseract OCR pipeline and the Tk-

inter interface on an eight-gigabyte laptop. Third, VOSK’s offline design

guarantees that no audio data ever leaves the machine, which is the pri-

mary requirement for the air-gapped deployment context. The trade-off is

somewhat higher word error rate than Whisper on clean studio audio, and

this is acceptable because the goal is keyword detection rather than ver-

batim transcription, and the fuzzy matching stage compensates for small

recognition errors.

2.6 Multimodal Fusion for Event Detection

Any system that combines information from multiple sensors or modalities

faces the question of when and how that information should be integrated.

The field of multimodal fusion has produced a well-developed taxonomy

that organises this question, and Atrey et al. [16] published the founda-

tional survey in 2010 that remains the most cited reference in the area.

Atrey’s taxonomy divides fusion strategies along two main axes. The

first axis is the level of fusion: feature-level (also called early fusion),

decision-level (also called late fusion), or hybrid fusion that combines

both. Early fusion concatenates the raw features from each modality
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into a single vector and feeds the combined vector to a single model.

Late fusion runs an independent model on each modality and combines

their decisions through voting, averaging, or another aggregation rule.

Hybrid fusion mixes the two, performing some combination early and

some late. The second axis is the methodology: rule-based, classification-

based, or estimation-based. Rule-based approaches use hand-crafted logic,

classification-based approaches learn a combiner model, and estimation-

based approaches use statistical frameworks such as Kalman filters or

Bayesian networks.

Each fusion strategy has characteristic strengths and weaknesses. Early

fusion can capture fine-grained correlations between modalities at the cost

of requiring tight temporal synchronisation and shared feature dimension-

ality. Late fusion is more robust to missing or degraded modalities because

each branch operates independently, but it loses the opportunity to ex-

ploit low-level cross-modal structure. Hybrid fusion tries to balance these

trade-offs but at the cost of architectural complexity. For surveillance ap-

plications where either modality alone should be sufficient to trigger an

alert, late fusion is the natural choice because its independence property

is exactly what the application needs.

Modern deep learning has partly blurred this taxonomy. Transformer-

based architectures that take multiple modalities as input and learn atten-

tion weights across them do not fit cleanly into any of the three classical

categories. Intermediate fusion, in which each modality is first processed

by a dedicated encoder and then combined at some middle layer, has be-

come the dominant paradigm for emotion recognition, audio-visual speech

recognition, and visual question answering. These architectures typically

require large amounts of training data and significant computational re-

sources, which makes them impractical for offline deployment on resource-
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constrained hardware.

Visual Sentry uses late decision-level fusion in its purest form. The

vision thread produces a binary decision for each processed frame: trigger

detected or not. The acoustic thread produces the same binary decision for

each audio chunk. A positive result from either thread is sufficient to fire

the alert cascade. No synchronisation between threads is required, and the

two pipelines can run at completely different processing rates without any

coordination overhead. This design is effective both pragmatically, because

it keeps the two threads decoupled, and philosophically, because it matches

the operational reality of broadcast surveillance where a trigger keyword

might appear on either channel at any moment without any guaranteed

alignment between the two.

A deeper comparison of fusion strategies against the specific demands

of broadcast keyword detection clarifies why late fusion wins so decisively

in this context. Early fusion assumes that the two modalities contribute

complementary information about the same event at the same time, which

holds for audio-visual speech recognition where lip movements and acoustic

signals describe the same utterance, but does not hold for broadcast ticker

monitoring where visual text and spoken commentary may reference com-

pletely different topics in the same broadcast minute. Hybrid fusion adds

architectural complexity without offering any real benefit for a task where

the two modalities should be treated as independent sensors. Late fusion

is also the most fault-tolerant choice: if the microphone disconnects, the

video channel continues to operate normally, and vice versa. Commercial

surveillance products often advertise this kind of graceful degradation as

a feature, and the decoupled architecture of late fusion is what delivers it.

The role of a language model or confidence threshold above the fusion

layer is another design decision that separates practical systems from re-
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search prototypes. Each modality produces a confidence score alongside

its raw output, and the fusion rule can either treat these scores as inde-

pendent (the trigger fires if either score exceeds a threshold) or combine

them into a joint probability. For keyword detection, the independent in-

terpretation is clearly correct because a high-confidence hit on one channel

should not be suppressed by a low-confidence miss on the other. This is

the interpretation Visual Sentry implements.

2.7 Approximate String Matching and Fuzzy Logic

Optical character recognition produces imperfect output by nature. Even

the best modern OCR engines make occasional character substitution er-

rors, especially on fast-moving tickers with challenging backgrounds. A

surveillance system that relies on exact string matching against recognised

text will miss triggers whenever a single character is misread. The solution

is approximate string matching commonly called fuzzy matching which al-

lows two strings to be treated as equivalent when their difference is below

a configurable threshold.

The mathematical foundation of approximate string matching is the

edit distance, formally defined by Levenshtein [17] in 1966 in the context

of error-correcting codes. The Levenshtein distance between two strings

is the minimum number of single-character insertions, deletions, and sub-

stitutions required to transform one into the other. Efficient computation

using dynamic programming was introduced in the 1970s and has since

become a standard algorithm in string processing. Variants include the

Damerau-Levenshtein distance, which also allows transposition of adjacent

characters, and weighted edit distances that assign different costs to dif-

ferent edit operations based on their likelihood in a particular application

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems

27



domain.

For OCR post-processing, the standard practice is to compare the

recognised text against a reference word using a similarity ratio derived

from the edit distance. Python’s built-in difflib library implements the

SequenceMatcher class, which computes a similarity ratio between zero

and one based on the ratio of matching subsequences to the total string

length. A threshold of 0.80 corresponds roughly to allowing twenty percent

of characters to differ between the two strings, which handles most com-

mon OCR substitution patterns such as zero-for-O, one-for-I, three-for-E,

and five-for-S. This threshold is the default used throughout the Visual

Sentry system.

OCR-specific fuzzy matching has also been studied as a machine learn-

ing problem in its own right. Recent work has applied deep neural net-

works trained on synthetic OCR error patterns to learn corrections more

accurate than what a fixed edit-distance threshold can achieve. These ap-

proaches typically use character-level convolutional or recurrent networks

that map noisy OCR output back to the intended word. The gains over

plain Levenshtein-based matching are real but modest, and they come at

the cost of requiring labelled training data for each new language or font,

which makes them difficult to justify in a general-purpose surveillance sys-

tem.

The principle that ties all these variations together is that post-recognition

matching should treat recognised text as probabilistic rather than exact.

Spoken-word recognition from VOSK produces similar imperfections, and

the same fuzzy matching layer handles both modalities in Visual Sentry.

A single normalisation pipeline strip whitespace, remove OCR artifacts,

fold to lowercase, check for exact substring match, and fall back to Leven-

shtein similarity if the exact match fails serves both the vision and acoustic
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pipelines without any modality-specific logic.

A useful way to think about OCR errors is through the taxonomy

of common substitution patterns that appear repeatedly across different

fonts, resolutions, and backgrounds. Numeric digits regularly substitute

for visually similar letters: zero replaces the letter O, one replaces low-

ercase l or uppercase I, three replaces the capital E when it is partially

occluded, five replaces S, eight replaces B. Lowercase letters sometimes

merge with adjacent characters, producing outputs like “rn” for m or “cl”

for d. Whitespace appears where it does not belong, especially between

letters that happen to share an x-height boundary with a descender or

ascender from the next line. None of these errors is arbitrary; each reflects

a specific feature-level confusion that the recognition engine cannot resolve

from image data alone.

A fixed Levenshtein threshold of 0.80 handles most of these errors reli-

ably because the confusion patterns typically affect only one or two char-

acters per word. The substitution of digit zero for letter O in a six-letter

trigger word produces a similarity ratio of roughly 0.83 if every other char-

acter is correct, which is just above the acceptance threshold. Two si-

multaneous substitutions in the same word would bring the ratio down to

roughly 0.67, which is correctly rejected as a non-match. The threshold

is therefore tight enough to exclude spurious matches against unrelated

words and loose enough to accept the realistic OCR errors that actually

appear in production.

Word-level matching is also more robust than character-level match-

ing for this application because the trigger words are meaningful English

words rather than arbitrary strings. A broadcast ticker will contain whole

words, and the system needs to detect any whole word that approximately

matches the trigger. Substring matching against the full ticker output, fol-
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lowed by Levenshtein comparison against any substring that comes close,

is the combination that provides the highest practical sensitivity without

sacrificing specificity.

2.8 Air-Gapped Systems and Security Isolation

Air-gapping is the practice of physically and logically isolating a computer

or network from the internet and other untrusted networks. The term dates

back to early military and intelligence computing, where high-security sys-

tems were kept off public networks as a matter of policy. Air-gapping

is common in nuclear facilities, defense operations, financial settlement

systems, and industrial control environments where the consequences of

external compromise range from financial loss to physical damage or loss

of life.

The threat model behind air-gapping has evolved substantially over

the past decade, driven largely by the research of Mordechai Guri and

his collaborators at Ben-Gurion University. Their work has systematically

demonstrated that physical isolation alone is insufficient to guarantee data

security, because many hardware components inadvertently leak informa-

tion through side channels that cross the air gap. Guri et al. first intro-

duced this research direction with AirHopper [18] in 2014, demonstrating

that a compromised computer can transmit data to a nearby mobile phone

via radio-frequency emissions from the VGA cable.

Subsequent work by the same group has expanded the attack surface

to encompass virtually every hardware component in a typical computer.

Electromagnetic emissions from CPU cores can be modulated to carry data

across the air gap [19]. Power supplies can be turned into covert loudspeak-

ers by manipulating the load on the CPU [20]. Wi-Fi data buses can be
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coerced into transmitting information even when the Wi-Fi module is dis-

abled at the software level [21]. More recent work has demonstrated covert

channels through radio emissions from RAM [22], through acoustic noise

generated by LCD pixels, and through GPU cooling fans. Each of these

attacks has been independently evaluated, documented, and accompanied

by practical demonstrations and proposed countermeasures.

The implication of this body of research is important for any system

designed to operate on air-gapped hardware. Isolation is not absolute;

it is a spectrum defined by the countermeasures applied against known

covert channels. A well-engineered air-gapped system must still consider

the hardware side channels that Guri’s work has exposed, and the design

of peripherals and I/O paths must avoid creating new attack vectors that

would undermine the isolation.

Visual Sentry operates within this threat model in a deliberately lim-

ited way. The system is not designed to defend against advanced persis-

tent threats that have already compromised the host machine. Instead,

it is designed to preserve the air gap of an already-trusted host by avoid-

ing any network communication during operation. The growing body of

air-gap covert channel research has also prompted new standards for se-

curing isolated networks. Recent surveys have proposed extensions to ISO

27001 specifically addressing air-gap security, building on the Guri group’s

findings to define countermeasures such as audio-gap enforcement, radio-

frequency shielding, and periodic emission auditing. These standards are

still evolving, but the direction of travel is clear: air-gapping is no longer

a standalone security mechanism but part of a layered defence strategy.

From a design perspective, the relevance of all this research for Visual

Sentry is indirect but important. The system itself is not a covert-channel

defence, but it operates inside the environments that covert-channel re-
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search targets. Any deployed application on an air-gapped machine be-

comes a potential attack surface through which information could be ex-

filtrated if the application itself were compromised. This observation mo-

tivated several design choices throughout the project. The network stack

is simply not used during operation, meaning no sockets are opened, no

DNS queries are issued, and no outbound traffic of any kind is generated.

All configuration is stored locally, and all recorded evidence is written to

the local filesystem with no automatic upload.

2.9 Edge AI and On-Device Deployment

The assumption that artificial intelligence lives in the cloud has been qui-

etly eroding for several years. The edge AI paradigm reframes the question

of where inference should happen, pushing computation closer to the data

source for reasons that include latency, bandwidth, cost, and privacy. For

a system like Visual Sentry, the privacy dimension dominates but the other

considerations shape the design as well.

Murshed et al. [23] provide a thorough 2021 survey of machine learning

at the network edge in ACM Computing Surveys. Their review identifies

four main motivations for edge deployment. First, transferring data to the

cloud creates latency that is unacceptable for real-time applications. Sec-

ond, bandwidth costs scale with data volume, which becomes prohibitive

for continuous video streams. Third, cloud processing creates privacy risks

that many users and organisations are unwilling to accept. Fourth, edge

processing enables autonomous operation in environments with intermit-

tent or no connectivity.

The technical challenges of edge deployment centre on the mismatch

between model size and device capability. Large deep networks with hun-
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dreds of millions of parameters cannot run on microcontrollers or low-

power SoCs, so the research community has developed a toolbox of model

compression techniques to close the gap. These include weight pruning,

which removes connections that contribute little to inference; quantisation,

which reduces the numerical precision of weights from 32-bit floats to 8-

bit integers; knowledge distillation, which trains a small student network

to mimic a larger teacher; and architectural redesign, which builds com-

pact networks from scratch using efficient operations such as depthwise

separable convolutions.

For resource-constrained devices, hardware acceleration has also be-

come common. Mazzia et al. [24] demonstrate real-time object detection

on embedded systems using dedicated hardware accelerators such as the

Google Coral Edge TPU and the NVIDIA Jetson platforms. These acceler-

ators can deliver order-of-magnitude speedups over general-purpose CPUs

for inference, though they introduce their own deployment complexity and

typically require models to be recompiled to their specific tensor formats.

Visual Sentry takes a different path from most edge AI systems. Rather

than pushing a large model onto a resource-constrained device, the system

uses compact models that fit naturally on a standard laptop CPU. Tesser-

act’s LSTM engine runs at a few hundred milliseconds per frame on a mid-

range processor. VOSK’s streaming decoder processes 16-kilohertz audio

faster than real time on the same hardware. Neither engine requires a

GPU, and neither requires any additional accelerator card. This approach

sacrifices some peak accuracy compared to the largest transformer-based

models, but it gains deployability on any laptop already present in the

target environment, without requiring new hardware purchases or infras-

tructure changes.
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2.10 Event-Driven Recording and Storage Effi-

ciency

Continuous twenty-four-hour recording has been the default for digital

video surveillance since IP cameras replaced analog tapes. The rationale

is straightforward: operators do not know in advance when something

important will occur, so they record everything and rely on post hoc review

when an incident occurs. The cost of this strategy has grown steadily as

camera resolutions have climbed. A single 1080p feed at 30 frames per

second produces roughly three to five gigabytes of compressed video per

hour, and modern 4K systems produce several times that. Large facilities

with many cameras and long retention windows now manage petabytes of

footage that will almost never be watched.

Event-driven recording flips this model. Instead of recording continu-

ously and reviewing selectively, the system records selectively and retains

everything it records. The key enabler is intelligent triggering: the system

must reliably detect an interesting event so that the recording captures

the evidence needed for later review without missing anything important.

Early event-driven systems used motion detection as the trigger, but mo-

tion is a very noisy signal that flags every camera shake, lighting change, or

passing shadow. Modern systems have replaced simple motion with more

specific triggers, including intrusion zones, object classification, and face

detection.

Semantic triggers represent the next step in this evolution. A sys-

tem that can identify specific words on screen or specific phrases in audio

can trigger recording on events that no pixel-based analyser would ever

catch. This is exactly the capability Visual Sentry provides. The ring-

buffer recording design captures a five-second video clip starting at the
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moment a trigger fires, along with a screenshot of the triggering frame and

a timestamped metadata file. Because the trigger fires only when a spe-

cific keyword is detected, storage consumption drops by roughly ninety-

nine percent compared to continuous recording, while preserving all the

evidence that the application is actually interested in.

The forensic integrity of event-driven recordings matters as much as the

storage savings. Each saved clip must be traceable to a specific detection

event, with enough metadata to support later review and, if necessary, legal

scrutiny. Visual Sentry embeds the trigger word, the detection timestamp,

the video filename, the screenshot filename, and the processing mode into

each metadata record. This information is sufficient to reconstruct the full

context of any alert, even months after the event itself occurred.

2.11 Multi-Threaded Architectures for Real-Time

AI Applications

The challenge of keeping a graphical user interface responsive while running

heavy AI inference is older than AI itself. The same problem appeared in

the earliest graphical applications: long-running computations had to be

separated from the user interface loop, or the whole application would

freeze. The solution, then and now, is multi-threading.

Python’s threading model is famously complicated by the Global In-

terpreter Lock, which prevents true parallel execution of Python bytecode

across multiple threads. For CPU-bound numerical computation, this lock

is a serious limitation, and most Python scientific software works around it

by releasing the lock inside native C extensions. OpenCV and NumPy both

release the GIL during their core operations, which means that OpenCV-

based video processing and NumPy-based array operations can actually
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run in parallel with the main thread even though they are invoked from

Python. Tesseract and VOSK, being wrappers around C and C++ li-

braries, behave similarly.

The standard pattern for GUI applications with heavy background

work is to create one or more daemon threads for the work, with the

main thread reserved for event handling and rendering. Communication

between threads uses thread-safe queues, which provide a blocking or non-

blocking interface for passing data between producers and consumers with-

out explicit lock management. Python’s queue.Queue implementation is

straightforward, well-understood, and more than fast enough for the kind

of inter-thread traffic that Visual Sentry generates.

This architecture pattern has been refined over many years in the sig-

nal processing and real-time systems communities. Producer-consumer

queues between capture and processing threads, double-buffered render-

ing pipelines between processing and display threads, and event-driven

callbacks for user interaction all appear in textbook form in virtually ev-

ery real-time application. Visual Sentry applies these patterns directly:

the vision thread and the acoustic thread are independent producers, the

NLP normalisation stage acts as a consumer-producer for both, and the

response layer is the final consumer that triggers the forensic recorder and

the ESP32 link.

The result of careful threading is an application that never appears

to freeze even under heavy load. Frame capture continues at the native

camera rate. OCR inference runs on every fifth frame to avoid saturating

the CPU. Audio capture streams continuously into VOSK. The user can

change the trigger word, stop the system, or open the captures folder at

any moment without having to wait for the next inference step to com-

plete. This responsiveness is what makes the difference between a research
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prototype and an operationally deployable tool.

2.12 Research Gap Analysis

The preceding sections have traced the state of the art across nine separate

research areas. Each area has active research and strong recent results, but

no existing system combines all the capabilities that Visual Sentry requires.

The specific research gap can be summarised along four dimensions.

The first gap is in offline broadcast monitoring. Broadcast OCR and

broadcast ASR have both been studied extensively, but the published lit-

erature overwhelmingly assumes cloud or server-based deployment. Of-

fline, CPU-only broadcast surveillance has received far less attention, and

no open-source integrated system covers both modalities with the perfor-

mance and ergonomics required for operational use.

The second gap is in dual-modal late fusion for keyword detection.

Multimodal fusion research has concentrated on tasks such as emotion

recognition, audio-visual speech recognition, and visual question answer-

ing, where the two modalities carry correlated information about the same

underlying phenomenon. Broadcast keyword detection is structurally dif-

ferent, because the keyword may appear in either modality independently,

and the system needs to respond to a hit on either side without any coordi-

nation between the two. Late fusion is the natural choice for this structure,

but existing systems rarely implement it in the simple, decoupled form that

the task actually demands.

The third gap is in event-driven forensic capture integrated with seman-

tic detection. Motion-triggered event-driven recording is common in com-

mercial surveillance products, but semantic-triggered event-driven record-

ing is still rare, and no open-source system combines text and speech de-
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tection with automatic evidence preservation and timestamp embedding.

The fourth gap is in physical air-gap alerting. Almost all intelligent

surveillance systems assume network connectivity for notification, which

is exactly the assumption that air-gapped environments rule out. A mi-

nority of research addresses hardware alerting through microcontrollers,

but almost none of that work addresses the specific case of a CPU-only

host sending alerts through USB serial to an external device that has its

wireless radios disabled in firmware.

Visual Sentry addresses all four gaps in a single integrated system.

The OCR and ASR pipelines run entirely offline on CPU. Late fusion

is implemented as independent threads with a shared detection trigger.

The forensic recorder fires on semantic events and embeds the triggering

keyword in the evidence metadat, but their combination in a single offline,

air-gap-preserving system is new, and the measured performance of 95.65%

F1 score on real broadcast test data demonstrates that the combination is

operationally viable.

2.13 Chapter Summary

This chapter has surveyed the literature across the nine research areas

that inform the Visual Sentry design. The key findings are that tradi-

tional surveillance cannot interpret semantic content, that OCR and ASR

have each reached a level of accuracy suitable for practical deployment

but typically assume cloud hosting, that late decision-level fusion is the

right strategy for dual-modal keyword detection, that Levenshtein-based

fuzzy matching reliably handles OCR errors, that air-gapped security has

become a subfield of its own with significant implications for AI system

design, that edge AI has matured to the point where CPU-only intelligent
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applications are genuinely deployable, and that proper multi-threaded ar-

chitecture is essential for keeping such applications responsive. Each of

these findings translates directly into a specific design decision that is de-

scribed in the chapters that follow. The combined result is a system that

fills a real operational gap rather than merely repeating work already done

elsewhere.
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Chapter 3

Requirement Specifications
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3.1 Existing System and Its Limitations

Before establishing the requirements for Visual Sentry project, it is im-

portant to understand the present state of surveillance technology and the

specific challenges that motivated this project.

3.1.1 Traditional Passive CCTV Systems

Passive closed-circuit television (CCTV) systems are the most common

type of surveillance infrastructure in use around the world. These systems

record continuous video from different or single camera, save it to local

storage, and then user are able to see the recorded video and extract infor-

mation.. Some more advanced installations use motion detection, usually

pixel-variance thresholding, to start recording or let operators know when

there are big changes between frames. It is well known what this model

can’t do:

• No semantic understanding: Motion detection can tell that some-

thing in the frame changed, but it can’t say what changed or if it

matters for how the system works. If the scene is otherwise still,

text on a news ticker and a passing car will trigger the same thing

or nothing at all.

• Continuous storage consumption: Recording 24 hours per day

generates large data volumes. when we record a 1080P normal video

it requires 3 to 5gb of storage per hour that is not feasible for any

project.

• Human review bottleneck: There is a bottleneck because when

CCTV records something , they have to review the whole footage

again that is time taking error chance and human dependent.
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• Single-modality coverage: Typical CCTV merely records visual

details. Spoken warnings, emergency notifications, and distress cries

are examples of audio that is either not recorded or recorded but not

examined.

3.1.2 Cloud-Based AI Surveillance Platforms

To add semantic understanding to surveillance data, a newer type of surveil-

lance system uses cloud-hosted AI services like speech recognition, OCR,

and computer vision APIs. Even though they have powerful features, plat-

forms like Microsoft Azure Cognitive Services, Google Video Intelligence,

and Amazon Rekognition have some big problems:

• Network dependency: All AI inference happens on servers that

are far away, so a reliable internet connection is needed. This is not

compatible with air-gapped settings in terms of design.

• Data privacy exposure: When we go online there is a high chance

of cyber attack , by making a system to use internet we use multiple

servers and due to that our information is on high risk.

• Subscription cost: Commercial AI surveillance APIs operate on

usage-based pricing models, creating ongoing operational costs that

scale with the volume of processed data.

• Latency: The use of Internet can also cause one more problem that

is latency delay and, the best system is what which has low latency

rate. For real-time surveillance requiring immediate response upon

keyword detection, this latency can be operationally unacceptable.
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3.2 Proposed System

A fully offline system that is compatible of detecting text from the screen

as well as from the audio source without the internet dependency and

operates within the strict Air-Gapped constraints. Not only triggering but

also shows alert and store the required information into the local storage

with exact time stamp.

A webcam, an IP camera, or a previously recorded video file can all be

used as video input for the suggested system. It records sounds from the

system microphone at the same time. These inputs are continuously pro-

cessed by two concurrent background processing threads, a Vision Thread

and an Acoustic Thread, employing Tesseract OCR and VOSK ASR, re-

spectively. A fuzzy matching engine and NLP normalisation are applied

to the text output from both processes.

The proposed system also integrates a LiFi-based optical alert channel

as a secondary physical notification path, where the detected trigger word

is transmitted from the host machine over serial COM port to an ESP32

transmitter that modulates a laser diode through a 2N2222 switching cir-

cuit, and a receiver-side ESP32 with an LM393 comparator and BPW34

photodiode reconstructs the signal and displays it on a 16×2 LCD.

3.3 Functional Requirements

Functional requirements define what the system must do — the specific

behaviors and capabilities it must provide.
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3.3.1 Video Input and Processing

• FR-01: Three video input sources must be supported by the sys-

tem: pre-recorded video files (MP4, AVI, or comparable formats), IP

camera streams (by RTSP/HTTP URL), and USB/built-in webcams

(via OpenCV desvice index).

• FR-02: We are processing 1 frame out of 5 frames which control our

CPU usage while preserving a text monitoring.

• FR-03: : We use different techniques including adaptive threshold-

ing for uneven lighting adjustment, Otsu’s binarization, and BGR-

to-Grayscale conversion.

• FR-04: The recovered text string is returned for NLP processing

after preprocessed frames are sent to the Tesseract OCR engine.

3.3.2 Audio Input and Processing

• FR-05: The system must record a continuous PCM audio stream in

monochrome, Int16 format, at a sample rate of 16,000 Hz from the

default system microphone.

• FR-06: Audio shall be buffered in 4000-byte chunks and fed sequen-

tially to the VOSK KaldiRecognizer for offline transcription.

• FR-07: The ASR pipeline shall operate entirely offline no network

request shall be made at any stage of audio processing.

3.3.3 Trigger Word Detection

• FR-08: A user-defined trigger word must be accepted by the system

via the GUI setup panel.
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• FR-09: All extracted text from the OCR as well as from the VOSK

shall be normalized through case folding and whitespace method be-

fore comparison.

• FR-10: A similarity ratio of 0.80 or above shall constitute a Positive

Hit under fuzzy matching mode.

• FR-11: String should be matched is the primary detection method.

If the exact match fails and fuzzy matching is enabled, the system

shall compute the Levenshtein similarity ratio between the extracted

word and the trigger word.

3.3.4 Alert and Response

• FR-12: Upon a trigger word detection, the system shall instantly

raise a Tkinter Toplevel red warning window on the GUI, displaying

the detected trigger word and its source(OCR or ASR).

• FR-13: After the detection the system will capture a 5-second post

trigger video buffer, and save it as an H.264-encoded MP4 file with

a timestamp based filename.

• FR-14: : When it detect a trigger word it automatically take a

screenshot and records a 5 seconds buffer video and save this in a

local disk

• FR-15: : A LiFi optical alert channel forms a second physical re-

sponse path. Upon trigger detection, the host sends the keyword

over a USB serial COM port to a dedicated ESP32 transmitter. The

transmitter encodes the string bit-serially, firing a laser diode on and

off through a 2N2222 transistor switch with a pre-agreed bit timing,

a start-bit handshake, and a per-character re-synchronisation pulse.
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On the receiver end, an LM393 voltage comparator reads the pho-

todiode output and feeds a clean digital signal to a second ESP32,

which reconstructs the character stream and prints the trigger word

on a 16×2 LCD display. The entire channel uses no radio frequency

interface of any kind, keeping the air gap fully intact.

3.3.5 GUI and User Configuration

• FR-16: The GUI offer different options to the user , to select differ-

ent modes image, video or live detection.

• FR-17: The GUI show a trigger word, history of saved data from

the OCR as well as ASR text.

• FR-18: All GUI is running on the main application thread. It cause

the system to run freely without any interference.

3.4 Non-Functional Requirements

Non-functional requirements define the quality attributes and operational

constraints of the system.

• NFR-01 — Performance: The system is Using 1-in-5 frame skip-

ping from a 30 Frames per second source, the system must process

video at a minimum effective rate of 6 intelligent frames per second.

Under the suitable conditions, the end-to-end latency between the

display of the trigger word and the GUI alert cannot be greater than

two seconds.

• NFR-02 — Offline Operation: The system shall function with

no network connectivity. No component either from the software i-e
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OCR, ASR, fuzzy matching, and not from the hardware communi-

cation shall require internet access.

• NFR-03 — Hardware Constraints: The system shall operate

on a standard laptop with a specification of AMD Ryzen 5 7430U

processor, 8 GB RAM, and Windows 11 OS. Our system no need

any type of dedicated GPU.

• NFR-04 — Storage Efficiency: Forensic recording will only be

happen when there is a actual threat. The system shall not process

continuous video recording.

• NFR-05 — Reliability: When the microcontroller is not con-

nected, the system will not cause any error and runs the system

as it needs to be.

• NFR-06 — Usability: All system functions shall be accessible

through the GUI without requiring command line interaction. GUI

is user friendly and thats why non technical operator can also runs

this wothout any difficulty.

• NFR-07 — Accuracy: The system architecture has clear separa-

tion between the layers i-e vision processing layer, GUI layer, audio

processing layer, hardware communication layer and NLP layer.

• NFR-08 — LIFI: The LiFi optical alert channel shall correctly

reconstruct and display trigger words of up to sixteen characters

under normal indoor ambient lighting conditions, with zero character

errors across ten consecutive transmissions.
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3.5 Use Cases

3.5.1 Use Case 1: Configuring and Starting Live Detection

Actor: Security Operator

Precondition: Application is launched; video source is available.

Main Flow:

1. Operator enters the trigger word to be detected (e.g., “blast”) in the

GUI panel.

2. Operator will choose then the mode i-e video source from the drop-

down menu.

3. Operator selects the appropriate OCR PSM mode for the video type.

4. At last Operator clicks “Start Live Detection.”

5. System validates inputs and spawns the Vision Thread and Acoustic

Thread.

6. Live video preview and text log become active.

Postcondition: System is in active surveillance mode.

3.5.2 Use Case 2: Trigger Word Detected via OCR

Actor: System (Automated)

Precondition: System is in active surveillance mode; trigger word is

configured.

Main Flow:

1. The skip interval is used by Vision Thread to choose a frame for

processing.
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2. A preprocessing pipeline is applied to the frame.

3. Text is extracted from the preprocessed frame using Tesseract OCR.

4. The Natural language Processing use case folding and sanitisation

method.

5. If a text has typos or fuzziness it will detect the trigger word suc-

cessfully.

6. System raises a GUI alert window with source labeled.

7. Forensic video of 5 sec will be saved by the system automatically.

8. Not only forensic video but also the screenshot of that moment.

Postcondition: Forensic files saved; physical alert activated; GUI alert

displayed.

3.5.3 Use Case 3: Trigger Word Detected via ASR

Actor: System (Automated)

Precondition: System is in active surveillance mode; audio is being cap-

tured.

Main Flow:

1. Acoustic Thread input a 4000-byte audio chunk to VOSK.

2. VOSK send transcribed text to system.

3. NLP normalizer after that should apply different techniques case

folding and sanitization.

4. Exact match or fuzzy match against trigger word succeeds.
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5. System raises GUI alert window fter detecting trigger word with

source labeled “Audio/ASR.”

6. VideoWriter captures the forensic clip as soon as the system detect

the required information.

Postcondition: Forensic files saved; physical alert activated; GUI alert

displayed.

3.5.4 Use Case 4: False Positive Handling

Actor: Security Operator

Precondition: System raised an alert; operator reviews the event.

Main Flow:

1. The operator examines the saved forensic screenshot and the alert

popup.

2. The operator concludes that the detection was a false positive (for

example, the OCRmisinterpreted an unrelated phrase as the trigger).

3. The operator checks the OCR confidence threshold setting after dis-

missing the alarm.

4. To improve the efficiency of the system the user can change the con-

fidence threshold option.

Postcondition: System remains in active surveillance mode with updated

configuration.

3.5.5 Use Case 5: Hardware Disconnection Recovery

Actor: System (Automated)

Main Flow:
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1. While Serial writing operation it raises a SerialException.

2. System catches the anytype of errors reated to a hardware discon-

nection and send a warning in the GUI.

3. Software alerting and forensic recording pipeline continues function-

ing normally.

Postcondition: System is totally safe and because of multi thread no

crash or data loss occurs.

3.5.6 Use Case 6: LiFi Optical Alert Triggered

Actor: System (Automated)

Main Flow:

1. Either the OCR or ASR pipeline confirms a trigger word detection

and places a detection event in the shared queue.

2. The host application extracts the trigger word and transmits it over

the serial COM port to the LiFi transmitter ESP32.

3. The transmitter ESP32 fires a start bit on the laser GPIO, then

encodes the keyword character by character each character sent as

eight laser pulses through the 2N2222 transistor switching circuit,

followed by a per-character re-synchronisation pulse.

4. The receiver-side LM393 comparator reads the incoming optical sig-

nal from the BPW34 photodiode and outputs a clean digital high or

low to the receiver ESP32 GPIO pin.

5. The receiver ESP32 samples the GPIO at the pre-agreed bit interval,

reconstructs each byte, and appends it to the string buffer until the

full trigger word is assembled.
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6. The receiver ESP32 prints the trigger word on the 16×2 LCD display,

giving the operator a clear visual confirmation of exactly what was

detected.

Postcondition: Trigger word is correctly displayed on the receiver LCD

with no radio frequency interface involved at any stage, keeping the air

gap fully intact throughout the alert chain.

3.6 Summary

The design of Visual Sentry was based on one main rule: the whole system

had to run on a regular laptop with no internet or GPU access. That

one criterion drove almost every choice about the building that was made

during the project. Instead of making a single program where the GUI,

OCR engine, and voice recognizer all use the same execution thread a

design that consistently results in interface freezes prompted the team to

implement a multi-threaded architecture that distinctly segregates the user

interface from all computational processes.

Visual Sentry is made up of five logical layers that work together

through well defined interfaces. The presentation layer is in charge of

everything the user sees and touches. Down below, two separate sensing

pipelines one for screen content and one for audio pick up raw data and

turn it into words. A shared natural language processing layer makes that

text normal and finds trigger words. Finally, the response layer manages

alerts, forensic recording and hardware alerts when something is detected.

This organization with layers is shown in Figure 4.1.
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Chapter 4

System Design
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4.1 Architecture with Multiple Threads

The first and most important choice taken throughout the system design

was how to design the threads. We chose Python’s tkinter GUI toolkit

because it doesn’t need any other software to work on Windows it executes

its event loop on the main thread. When you make a blocking call on that

thread, it stops the whole UI. Because both Tesseract OCR inference and

VOSK acoustic model decoding can take tens to hundreds of milliseconds

per inference cycle, putting them on the main thread was never a good

choice.

The chosen solution was a three-thread architecture with strong re-

strictions about who owns what. Every thread has only one concern and

only talks to other threads through thread-safe mechanisms. There is no

direct call from one thread to another thread’s domain.

4.1.1 Main Thread (Owner of the GUI)

The main thread just performs the tkinter mainloop. It makes the win-

dow for the application, handles button clicks, changes status labels, and

sends out alert dialogs. When the vision or acoustic thread finds a trigger

word, it puts a message in a thread-safe queue. Instead of blocking on a

join() call, the main thread polls this queue at regular intervals using the

tkinter after() scheduler. This polling method keeps the GUI completely

interactive no matter what is going on in the background threads at all

times.

4.1.2 Vision Thread (Owner of OCR)

When the user hits “start monitoring,” the vision thread starts as a Python

daemon thread. It owns the OpenCV VideoCapture object and is the only
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thread that can read video frames. It uses the whole preprocessing pipeline,

does Tesseract inference, and sends the extracted text to the NLP level.

Because it’s a daemon thread, Python immediately terminates it when the

main process ends, which prevents the program from freezing when you

close it.

4.1.3 Acoustic Thread (Owner of ASR)

The acoustic thread is also a daemon thread. It owns the PyAudio stream

and continuously sends audio chunks to the VOSK. This is what VOSK’s

architecture is made for in streaming mode: it keeps track of its internal

state between chunks and makes a final transcript when it sees an utterance

boundary. The thread gets the transcribed text from the JSON result and

sends it to the NLP layer.

4.1.4 Synchronization of Threads

The queue.Queue class in Python takes care of synchronizing threads. It

gives atomic put() and get() operations without the application having

to lock them explicitly in code. Both the visual and audio systems send

detection events to a single common queue. During each polling cycle, the

main thread empties this queue. This design gets rid of race situations on

the alert mechanism while keeping the code simple and auditable.

4.2 Designing a Visual OCR Pipeline

The visual pipeline changes a raw video frame into a normalized text string

that the NLP layer can look at. The pipeline was built with two goals in

mind: precision, meaning that the OCR engine should be able to accu-

rately read text being broadcast in real-time circumstances, and efficiency,
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meaning the pipeline should finish quickly enough to handle several frames

per second using a mid-range laptop CPU.

4.2.1 Abstraction of Input Source

Visual Sentry takes three types of input through a single OpenCV Video-

Capture interface. To get to a connected webcam or USB camera, you

need to pass the integer device index. An IP camera that provides an

RTSP or HTTP stream is accessed by passing the URL string. To go to a

pre-recorded video file, you need to pass the file path. The vision thread

doesn’t have to know which type of source is active. Once VideoCapture

is set up, all three act the same way from the pipeline’s point of view.

4.2.2 Plan for Skipping Frames

For trigger word detection, processing every frame from a 30 FPS source

is a waste of processing power. A news ticker can alter its content two

or three times a second. Emergency alerts that show up on the screen

stay there for at least a few seconds. Because of these traits, the system

processes one frame out of every five because the frame skip interval was

set to five. This slows down the effective processing rate to six frames

per second, which is more than enough for text-based information while

lowering the CPU burden to about one-fifth of what full-frame processing

would need.

The frame skip counter is a simple integer that increases by one every

time a frame is captured and starts over at zero when the threshold is

crossed. Only frames where the counter is equal to zero are sent on to the

preprocessing pipeline. All other frames are thrown away right away.
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4.2.3 Pipeline for Preprocessing

Raw video frames have a lot of information that is neither useful nor helpful

to OCR accuracy: color channels, compression artifacts, uneven lighting,

and poor contrast in text areas. The preprocessing pipeline uses a series

of image changes that slowly get rid of this noise and make the text sig-

nal stronger. The pipeline runs in a set order because the output of one

becomes the input to the next.

Figure 4.1: Initial Stage of the preprocessing pipeline i-e Raw frame,
grayscale conversion, and Otsu binary thresholding
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Figure 4.2: Middle pipeline stage auto-cropped ROI region fed into Tesser-
act OCR engine producing raw text output, followed by NLP normalization
removing artifacts and noise characters

Figure 4.3: Final pipeline stages include fuzzy logic matching against nor-
malized text with trigger word highlighted, producing the system alert
output

The first step converts the three-channel BGR color image OpenCV

produced into a single-channel grayscale image. This halves the amount

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems

58



of data and removes color data that doesn’t help with recognizing text.

The OpenCV cv2.cvtColor method with the COLOR BGR2GRAY flag

performs this conversion in a single vectorized operation.

The second step uses Otsu’s binarization. Otsu’s approach finds a

global threshold value by analyzing the histogram of the image’s pixel

intensities. It finds the point at which the inter-class variance between the

backdrop (bright areas) and the foreground (dark text) is maximized. The

outcome is a binary image in which each pixel is either black or white.

This step works best when the light is very even across the frame.

The third step uses adaptive thresholding in areas where Otsu’s global

threshold doesn’t work gradient backgrounds and drop shadows under text

are common in broadcast footage with varying lighting conditions. Adap-

tive thresholding calculates a different threshold for each small rectangular

neighborhood in the image, based on the mean intensity of that area. This

allows the algorithm to correctly binarize both bright and dark areas within

the same frame.

When you put these three procedures together, you get a binary image

with clear text pixels separated from the backdrop pixels, no matter how

bright or dark the original broadcast frame was.

4.2.4 Setting up the Tesseract OCR Engine

The LSTM-based recognition engine that came with Tesseract 4.0 is far

better than the previous Tesseract 3 classify-based engine on printed type-

faces and continuous text found in lower-third visuals, broadcast tickers,

and headline overlays. Visual Sentry utilizes Tesseract 4.0 exclusively.

Page Segmentation Mode 6 (PSM 6) is the default setting because it

tells Tesseract to look at the whole picture as one big piece of text. This

mode works well for news tickers and headline boxes where all the text is
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the same size and style. The PSM mode is exposed as a setting in the GUI

that an operator can change for different input sources without changing

any code. For full-screen material that has more than one separate text

area, PSM 3 (automatic segmentation) is the best choice.

4.3 Design of the Acoustic ASR Pipeline

The acoustic pipeline was built with a strong privacy rule in mind: no audio

data should leave the host machine. This ruled out all speech recognition

APIs that run in the cloud right away, no matter how accurate they are.

We chose the VOSK toolkit since it is a truly offline speech recognition

engine that uses the CPU with good accuracy on English audio that is

broadcast.

4.3.1 Settings for Audio Capture

PyAudio is a Python interface to the PortAudio cross-platform audio li-

brary that lets you record sounds. The capture settings were designed to

meet the input needs of the small VOSK English model. The model was

trained using a sample rate of 16,000 Hz and when it gets resampled au-

dio, it doesn’t work as well. The bit depth is 16-bit signed integers (Int16),

which is the normal format for PCM audio. The number of channels is

mono (one channel), which is what voice recognition models are usually

trained on. The buffer size is 4,000 bytes each chunk, which is about 125

milliseconds of audio at the set sample rate. This chunk size strikes a

balance between processing overhead and delay.
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4.3.2 The Internal Structure of VOSK

The Kaldi automatic speech recognition toolkit is the basis for VOSK.

Kaldi employs a mix of deep neural network/hidden Markov model (DNN-

HMM) acoustic model that works with a linguistic model using a finite

state transducer (FST). The acoustic model uses raw audio features specifi-

cally Mel-frequency filterbank energies and builds probability distributions

over phoneme conditions. The FST language model uses those phoneme

probabilities to find the most likely word sequence employing beam-search

decoding over a weighted finite state transducer graph.

This architecture makes transcripts of words with confidence scores.

Visual Sentry employs only the recognized text string from the final result,

not the partial recognition results that VOSK makes as it is decoding

continuously. Using only final results lowers the rate of incomplete word

pieces being sent to the NLP layer.

4.4 Design for NLP Normalization and Fuzzy Match-

ing

Both pipelines make raw text strings that need to be cleaned up before

comparing trigger words. OCR output often has extra punctuation marks

added by backdrop material that the engine misreads as text. ASR output

is usually cleaner, however it might have capital letters in strange places

based on the VOSK language model’s standard for output. No matter

where it comes from, the NLP layer makes all incoming text the same.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems

61



4.4.1 Pipeline for Normalization

Normalization happens through two processes that are done one after

the other. First, leading and trailing whitespace is removed by Python’s

str.strip() function. Vertical bar characters that don’t belong, underlines

and other OCR anomalies that show up a lot in broadcast frames with

complex backgrounds are removed using a regular expression replacement.

Second, the whole string is changed to lowercase with str.lower(). Case

folding means that the word “ALERT” will match “alert,” “Alert,” and

“ALERT” in the source stream without using three different comparisons.

4.4.2 Logic for Exact Match

Python’s in operator checks the normalized text string for trigger words

using substring search. This method works well when the trigger word is

part of a longer phrase, such as finding “emergency” in the phrase “emer-

gency landing confirmed at 14:30.” The in operator takes O(n) time to

run, where n is the length of the source string, which is fine because short

text strings are common in news tickers.

4.4.3 Design for Fuzzy Matching

Exact string matching doesn’t work when OCR errors happen in a pre-

dictable way. The number zero is often recognized as the letter O. People

mix up the number one with the lowercase letter l or the uppercase letter

I. The number three can occasionally be mistaken for the letter E. When a

word like “ALERT” is used as a trigger, if you read from a low-resolution

ticker, Tesseract might give you “AL3RT” instead. It’s near enough that

a person could tell right away, yet it was different enough that it wouldn’t

match exactly.
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The fuzzy matching package uses Python’s difflib.SequenceMatcher

class to fix this. It uses the Levenshtein edit distance algorithm to fig-

ure out how similar two strings are. The similarity ratio is between zero

and one, with one meaning identical strings. After examining a sample of

OCR-misread trigger phrases, a threshold of 0.80 was chosen. This thresh-

old correctly accepts OCR versions that differ by one or two letters while

rejecting terms that are clearly different yet happen to have a few letters

in common.

The operator can turn on or off fuzzy matching through the GUI. When

this feature is turned off, only exact matches are made. This lowers the

number of false positives at the cost of perhaps missing trigger words be-

cause of OCR mistakes.

4.5 Architecture for Late Fusion Decisions

In multimodal systems, “fusion” is the point at which input from different

sense modalities is combined to make one decision. Late fusion is used by

Visual Sentry also known as decision-level fusion where each mode makes

its own decision to detect, and the system sends out an alarm if either

modality finds something.

This is the easiest and most reliable way to combine things for this

application. There is no need for the vision and auditory threads to agree

on timing windows, line up their outputs, or trade intermediate represen-

tations. Every thread is completely independent. The alert system works

like a logical “or” gate. A detection event from the OCR pipeline or a de-

tection event from the ASR pipeline is enough to start the entire reaction

sequence.

Feature-level fusion, which would mix raw data from both types of
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inputs before making the decision, was thought about but not chosen.

It would have needed to be time-aligned with video frames and audio

chunks, which is a difficult engineering problem that would make things

more complicated without making detection performance better for the

specific use case of finding the presence of a certain word in either the

audio or visual text stream.

4.6 Designing a Forensic Evidence System

Traditional surveillance systems record all the time and keep everything,

throwing away footage only when the storage is full. For a system that

only watches one broadcast feed, this creates about 3 to 5 gigabytes of data

every hour for a 1080p stream at 30 frames per second. That’s between

72 to 120 gigabytes of mostly useless film during a 24-hour period video

that was filmed but will never be watched again since nothing interesting

happened.

Visual Sentry does things in different ways. It doesn’t record anything

while it’s working. As soon as it detects a trigger phrase, it starts a video

writer and records a 5-second buffer of video after the detected event. This

forensic buffer gives investigators not only the triggering frame but also the

context that followed it — what happened on screen in the few seconds

after the alert went off. The triggering frame is also stored as a PNG file

without quality loss. The names of both files include the trigger word and

a full ISO 8601 timestamp, making date-based sorting easy.

The video is encoded using H.264 (AVC1), the codec used by OpenCV’s

VideoWriter. H.264 has great compression ratios; for example, a 5-second

1080p clip usually takes up between 5 and 20 GBs, depending on how

complicated the scene is. The amount of storage used is effectively related
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to the number of detection events rather than the length of observation.

4.7 Design of Hardware Alert (LiFi Optical Chan-

nel)

The physical alerting subsystem in Visual Sentry goes beyond a standard

wired serial link. When the host application detects a trigger word, it

sends the word as a UTF-8 string over a USB serial COM port at 115200

baud to a dedicated ESP32 transmitter unit. From that point, the alert

travels the rest of the way to the operator through light not through any

cable, radio signal, or network packet.

4.7.1 Transmitter Side

The transmitter unit receives the trigger string from the host over the

serial port. It then encodes and sends the string one bit at a time by

driving a laser diode on and off. The laser is not driven directly from the

ESP32 GPIO pin a 2N2222 NPN transistor acts as the switching element

between the GPIO and the laser, with a current-limiting resistor on the

base. When the GPIO goes high the transistor saturates, the laser turns

on and sends a light pulse representing a logic one. When the GPIO goes

low the transistor cuts off, the laser turns off and sends a logic zero. Both

transmitter and receiver operate at the same pre-agreed bit timing so that

each side knows exactly how long one bit lasts without needing a separate

clock line.

Before any character data is sent, the transmitter fires a start bit. This

start pulse wakes the receiver from its idle listen state and tells it that a

transmission is about to begin. After each character is sent, the system

performs a re-synchronisation step that aligns the receiver’s sampling clock
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back to the transmitter’s timing before the next character arrives. This

two-level synchronisation one start bit for the whole message and one re-

sync pulse per character was designed specifically to handle the timing

drift that builds up across a long string at the bit rates the ESP32 GPIO

can reliably produce.

Figure 4.4: Li-Fi Transmitter Unit — top view showing ESP32 micro-
controller, custom PCB driver circuit, and red laser diode module housed
inside transparent acrylic enclosure. Red laser beam visible during active
optical transmission.

4.7.2 Receiver Side

On the receiver end, the incoming laser beam falls on a BPW34 photodiode

or LDR whose output feeds into an LM393 voltage comparator module.

The comparator converts the analog light intensity signal into a clean dig-

ital high or low output that the receiver ESP32 can read on a standard

GPIO input pin without any analog-to-digital conversion step. The com-

parator threshold is set by a trimmer potentiometer on the module so that

ambient light does not trigger false readings while the laser signal crosses

the threshold cleanly.
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The receiver ESP32 monitors the GPIO input, waits for the start bit,

and then samples the line at the pre-agreed bit interval to reconstruct each

bit of each incoming character. After collecting eight bits it assembles

them into a byte, appends the byte to a string buffer, and waits for the

per-character re-sync before reading the next character. When the full

trigger word has been received and the string is complete, the firmware

prints it on the 16×2 LCD display so the operator can read the exact word

that fired the alert.

Figure 4.5: Li-Fi Receiver Unit in idle monitoring state — 16x2 LCD
displaying ”Ai Watchdog :) Monitoring...” confirming system is active
and awaiting trigger. Green laser beam aligned with photodetector. Green
LED status indicator illuminated.

4.8 A Summary of the System Design

The design of Visual Sentry is the result of a number of planned engineering

choices. Many threads stop UI freezes, but they need thread-safe commu-

nication structures. Fusion that happens late makes the design simpler,

however it can mean that the detection windows are not the same across

modalities. Recording based on events uses less storage space, although

it could mean there is no context window before the trigger. We looked

at each of these trade-offs in light of the main use case monitoring trigger

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems

67



words in real time on a CPU-only air-gapped computer and the chosen

design always puts operational dependability ahead of theoretical fullness.

Table 4.1: Choices and Reasons for System Design

Component Design Choice Alternative

Considered

Why it was chosen

GUI Framework Tkinter PyQt5 No extra dependencies

on Windows

Threading Model 3-thread daemon Single-threaded Stops GUI from freezing

OCR Engine Tesseract 4

LSTM

EasyOCR, Pad-

dleOCR

CPU-only, totally of-

fline

ASR Engine VOSK/Kaldi Whisper, Deep-

Speech

Least RAM and CPU,

streaming

Fuzzy Matching difflib (Leven-

shtein)

RapidFuzz, regex Stdlib, no dependencies

Fusion Strategy Late / Decision-

level

Feature-level No synchronization

needed

Recording Event-driven 5 s

buffer

Continuous 24/7 Storage reduction

∼99%

HW Communica-

tion

USB Serial (Py-

Serial)

Wi-Fi, Bluetooth Air-gap kept

Video Encoding H.264 (avc1) MJPEG, raw AVI Best compression ratio
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Chapter 5

System Implementation
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5.1 Software Stack and Development Environment

Visual Sentry was made entirely in Python 3.10 on Windows 11. The

selection of Windows was made to perform best in environments where

most workstations are air-gapped in workplaces that use Windows and

where pre-compiled Tesseract is available as binaries for Windows, which

make installation a lot easier. The full list of the software stack with

version details is shown in Table 5.1.

Table 5.1: Full Software Stack

Library/Tool Version Role

Tkinter Built-in GUI framework – presenta-

tion layer

OpenCV (cv2) 4.9.0 Video capture – frame acqui-

sition

PyTesseract 0.3.10 OCR engine – text extraction

VOSK 0.3.45 ASR engine – speech recogni-

tion

PyAudio 0.2.14 Audio capture – microphone

stream

NumPy 1.26.4 Array operations – frame ma-

nipulation

difflib Built-in Fuzzy matching – error toler-

ance

Scikit-Learn 1.4.2 Evaluation – confusion matrix
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5.2 Starting up the Application and Setting up

the Thread

The main thread sets up the tkinter root window when the app starts.

It makes all the GUI widgets, like the video preview canvas, the control

buttons, the trigger word input field, and the status bar. At this stage, no

background threads are started. The system is in a state of rest, waiting

for input by the user. This method of starting up keeps the time between

launches short and makes sure the GUI is completely responsive before

any monitoring starts.

When the user clicks the Start Monitoring button, the application reads

the trigger word from the input field, checks that it is not empty, then

launches two daemon threads: the vision thread aiming at the run vision loop()

function and the acoustic thread aiming at the run acoustic loop() func-

tion. Using thread.setDaemon(True) before they start makes sure they

will be forcibly stopped if the user closes the main window without first

disabling monitoring.

At startup, a threading.Event object called stop event is made and

sent to both background threads. This event fires when you click the Stop

Monitoring button. Both background threads check the event’s state at

the beginning of each processing loop and depart gracefully when it is set.

This clean shutdown method stops the background threads from using up

CPU cycles after the conclusion of monitoring.

5.3 Putting the Vision Thread into Action

The run vision loop() function of the vision thread starts by setting up

a cv2.VideoCapture object with the source identifier set up in the GUI.
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The function then goes into a processing loop that keeps going until either

stop event is set or VideoCapture.isOpened() returns False.

5.3.1 Getting and Skipping Frames

The thread runs VideoCapture.read() on each loop iteration. This returns

a boolean success flag and an array of frames. If the read fails which

might happen with network streams during a temporary packet loss the

thread logs a warning and moves on to the next iteration instead of failing.

Next, the frame skip counter is checked. If it hasn’t reached the configured

interval, the frame is thrown away and the counter is increased. If it has,

the counter resets, and the frame moves on to the preparation pipeline.

5.3.2 Putting Preprocessing into Action

You can change the color of a frame to grayscale by using cv2.cvtColor(frame,

cv2.COLOR BGR2GRAY), making a 2D NumPy array. After Otsu’s

binarization using cv2.threshold(gray, 0, 255, cv2.THRESH BINARY +

cv2.THRESH OTSU) where the threshold value argument is set to zero

since Otsu’s approach figures out the best threshold from the histogram

on its own adaptive thresholding is applied using cv2.adaptiveThreshold()

with the ADAPTIVE THRESH MEAN C method, with a block size of 11

pixels and a constant C of 2. The right block size and constant C were

found using sample broadcast frames from the test data set.

5.3.3 Getting Results and Making Inferences from OCR

The preprocessed binary image is sent to pytesseract.image to string() to-

gether with the language set to “eng” and the configuration string “--psm

6” for consistent text block segmentation. Tesseract produces a UTF-8
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string with all the text it found, including newline characters that sepa-

rate different parts of the image that have text. The thread connects all

the lines into one string and sends it on to the function that finds the

trigger.

The NLP normalization pipeline is used by the trigger detection func-

tion to remove whitespace, eliminate artifacts, change to lowercase, and

finally do an exact match examination. If fuzzy matching is active and the

exact match doesn’t work, the function calls difflib.SequenceMatcher(None,

normalized text, trigger word).ratio() and looks at the result against the

0.80 limit. If either match works, a detection event is sent to the common

queue.

Figure 5.1: OCR trigger detection alert the word “attacked” detected from
BBC News ticker via exact case-insensitive match

5.4 Putting the Acoustic Thread into Action

The run acoustic loop() method of the acoustic thread starts by opening

a PyAudio stream using the exact settings the VOSK model needs: a

sample rate of 16000 Hz and pyaudio.paInt16 format, one channel, input

mode on, and a frames per buffer of 4000. The VOSK KaldiRecognizer is

set up using the loaded speech model and the same sample rate.
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5.4.1 Loop for Streaming Recognition

The thread reads 4000-byte pieces of data from the PyAudio stream in

a loop. Every piece is given to recognizer.AcceptWaveform(data). This

function gives back True when VOSK has gathered enough sound to finish

a recognition result, usually at the end of a silence or end of the utterance.

When it returns True, the thread invokes recognizer.Result() to get the

final transcribed text as a JSON string. The JSON object has a “text”

field that holds the recognized words.

When AcceptWaveform() returns False, VOSK has only given a par-

tial result an intermediate transcription that can alter as more audio comes

in. The implementation does not do anything with incomplete results to

lower false positive rates: partial results for a term like “emergency services

have” can temporarily show “emerge” before the full word “emergency”

completes, and processing partials would make it more likely for an incom-

plete token to fire a false alert.

5.4.2 Parsing the JSON Result

Python’s json.loads() function is used to parse the JSON string from recog-

nizer.Result(). The “text” field is taken out and sent to the shared trigger

detection function, which is the same function used by the vision thread,

since both types of input create a text string that goes through the same

logic for normalizing and matching. This code reuse was planned because

it makes sure that changes to the matching logic are automatically applied

to both modes.

Visual Sentry: A Secure OCR-Based and Voice Detection
Framework for Air-Gapped Systems

74



5.5 Putting the Graphical User Interface into Ac-

tion

The GUI was made so that all important information may be shown on one

screen without needing the operator to move between panels. The layout

is split into three horizontal areas: the video preview window on the left,

the control and setup panel on the right, and a status bar that runs the

whole length of the bottom.

Figure 5.2: Visual Sentry GUI showing camera mode selection, trigger
word entry, fuzzy match toggle, OCR settings, live video preview, audio
transcript panel, and live text detection panel

5.5.1 Video Preview Pane

There is a tkinter Canvas widget in the video preview window. The vi-

sion thread changes each processed frame into a PhotoImage object and

puts it on the canvas with canvas.create image(). The root.after(0, up-

date function) method is used to do this update. It sets up the canvas

update on the main thread’s event loop instead of calling tkinter directly

from the background vision thread; direct cross-thread tkinter calls are not
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safe in Python and can cause crashes without any warning.

5.5.2 The Control Panel

The control panel has a place for entering the trigger word, a checkbox

for fuzzy matching, and buttons for “Start Monitoring” and “Stop Moni-

toring,” as well as a selection menu for selecting PSM mode. The trigger

word entry area lets you type in any text. The operator has the ability

to adjust the trigger word between sessions without having to restart the

software. Clicking “Start Monitoring” reads the value of the field right at

the moment the button is pressed.

5.5.3 Warning Dialog

When a detection event enters the shared queue, the main thread’s polling

function calls tkinter.messagebox.showwarning() with a message indicat-

ing which modality found the trigger word and the surrounding text. The

dialog blocks the main thread until the operator clicks OK to confirm. This

blocking behavior is deliberate and appropriate for an alert system the op-

erator shouldn’t be able to accidentally ignore a warning. The application

goes back to normal monitoring after acknowledgment.

5.6 Putting Forensic Recording into Action

The trigger detection function starts forensic recording right after a pos-

itive detection is confirmed. The approach employs a simple state flag

called is recording to stop multiple recordings from being started at the

same time if there are several detection events in quick succession.

The cv2.VideoWriter is set up with a filename made up of the trig-

ger word and a timestamp formatted as YYYYMMDD HHMMSS with
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the .mp4 extension. For H.264 encoding, the fourcc codec code is set

as cv2.VideoWriter fourcc(*’avc1’). The frame size and frame rate are

read from the VideoCapture object’s properties to make sure the output

matches the size of the input stream.

A secondary recording thread takes the next 150 frames the equivalent

of five seconds at 30 FPS getting each frame from the vision thread’s

frame buffer and sending it to the VideoWriter. After 150 frames, the

VideoWriter is expressly released using writer.release() to clear the codec

buffer and finish the MP4 file. The triggering frame is saved independently

using cv2.imwrite() with the .png extension.

5.7 LIFI System

5.7.1 LiFi Transmitter Firmware

The transmitter firmware runs on a separate ESP32 unit and handles two

responsibilities: receiving the trigger word from the host over UART and

encoding it as a laser pulse sequence. The setup() function initialises

the hardware serial port at 115200 baud and configures the laser con-

trol GPIO pin as an output. On each loop() iteration the firmware checks

Serial.available(). When a string arrives it reads the full line using Se-

rial.readStringUntil(‘\n’), strips the ALERT| prefix, and extracts the trig-

ger word.

Transmission begins with a start pulse of defined duration on the laser

GPIO. The firmware then iterates through each character of the trigger

word, sending its eight bits one by one using digitalWrite() with fixed de-

layMicroseconds() calls between each bit transition to maintain the agreed

bit timing. After completing one character the firmware sends a brief

re-synchronisation pulse before moving to the next character. This per-
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character re-sync compensates for any cumulative timing error that would

otherwise cause the receiver to sample at the wrong point within a bit

period on longer strings.

Figure 5.3: Li-Fi Transmitter Unit — front view showing laser diode output
aperture and custom PCB circuit mounted inside acrylic enclosure. Red
LED indicator confirms active power state during operation.

5.7.2 LiFi Receiver Firmware

The receiver firmware runs on a second independent ESP32. It initialises

the LM393 comparator output GPIO as a digital input, sets up the Liquid-

Crystal I2C library with the 16×2 LCD at I2C address 0x27, and enters

an idle listen loop. The firmware polls the comparator GPIO waiting for

the start bit a transition from low to high that signals the beginning of

a transmission. Once detected, the firmware enters the character receive

loop.

For each character it samples the GPIO eight times at the pre-agreed

bit interval using delayMicroseconds(), builds up the byte value by shifting

each sampled bit into a local variable, then waits for the re-sync pulse

before repeating. Reconstructed bytes are appended to a String buffer.
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When the full word is assembled detected by a terminator character sent at

the end of every transmission the firmware calls lcd.clear() and lcd.print()

to show the trigger word on the first line of the display and “ALERT” on

the second line, giving the operator a clear visual confirmation of exactly

what was detected.

Figure 5.4: Li-Fi Receiver Unit in idle monitoring state — 16x2 LCD
displaying ”Ai Watchdog :) Monitoring...” confirming system is active
and awaiting trigger. Green laser beam aligned with photodetector. Green
LED status indicator illuminated.

5.8 Testing for Integration During Implementa-

tion

As each module was completed, integration testing was performed incre-

mentally. The visual pipeline was evaluated on its own by giving it a

collection of static test photos with known text and checking to see if the

strings that were taken out matched what was expected. The acoustic

pipeline was tested by playing a pre-recorded audio clip over the system’s

speakers while keeping an eye on the app and making sure the transcription

was right. The fuzzy matcher was put through its paces by intentionally

inserting letter substitution errors into recognized trigger words and con-
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firming that the ratio of similarities was more than 0.80.

End-to-end integration testing was done by running a live news pro-

gram through the system and documenting by hand the times when the

trigger phrase showed up on screen or was uttered, and then comparing

these timestamps to the application’s recorded timestamps for alerts. This

testing found two edge cases that needed changes to the pipeline: Tesser-

act produced incredibly long strings with a lot of artifacts on frames where

the background was quite complicated, and this was fixed by adding the

artifact removal step to the NLP normalizer. ASR transcripts from audio

recorded at a low volume from a speaker had frequent word insertions,

which was fixed by increasing the PyAudio buffer from 2000 to 4000 bytes.
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Chapter 6

System Testing and

Evaluation
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6.1 Method for Testing

The assessment of Visual Sentry was organized around three separate goals.

The first was classification performance how well does the system classify

a batch of video frames to find out which frames have the trigger word.

The second was latency, which indicates how long it takes for the system

to raise an alert when a trigger word appears in the input. The third

was operational stability does the app keep the GUI responsive and avoid

crashes during long periods of monitoring?

A formal evaluation system was used to assess classification perfor-

mance in a separate script (evaluateperformance.py) that uses Scikit-Learn’s

classification metrics. This framework is separate from the main program,

which made it possible to run it repeatedly during development as the

pipeline settings were adjusted.

6.2 Making the Test Dataset

The test dataset consists of labeled PNG images captured from live news

broadcasts. Frames were taken from about 90 minutes of news footage

captured from three separate TV channels. The channels were chosen to

provide different ticker designs, font styles, colors, and backgrounds.

There were two folders in the dataset: test data/positive and test data/negative.

The positive directory contains 12 frames where the word “ALERT” may

be found in the frame, whether in a headline overlay, a news ticker, or a

graphic. The negative directory contains 8 frames that don’t have the trig-

ger phrase but do have other text, which makes sure that the evaluation

assesses the system’s capacity to differentiate rather than only detect the

existence of any text.
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Table 6.1: What Makes up the Test Dataset

Dataset Split Frame Count Trigger Word Present Source Diversity

Positive 12 Yes 3 broadcast channels

Negative 8 No 3 TV channels

Total 20 Mixed 3 broadcast channels

6.3 Framework for Evaluation

The evaluate performance.py script goes over each image in both test di-

rectories and does the full preprocessing pipeline including Tesseract infer-

ence, just like the live app would. The script looks for the trigger word in

the OCR output for each image and records the prediction as either good

or bad. Then it compares the forecast to the ground truth label taken

from the folder where the picture is stored.

Scikit-Learn’s confusion matrix() function is used to make the confu-

sion matrix from the list of real labels and predictions. The f1 score(),

recall score(), precision score(), and accuracy score() routines figure out

the usual classification metrics. All measurements use binary average be-

cause this is a problem with two classes.

6.4 Results of the Classification

Table 6.2 shows the confusion matrix that was made by running the eval-

uation framework on the complete 20-frame test dataset.
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Table 6.2: OCR Pipeline Confusion Matrix on Test Dataset

Predicted Positive Predicted Negative

Actual Positive (12 frames) TP = 12 FN = 0

Actual Negative (8 frames) FP = 1 TN = 7

The system found the trigger word in every single positive frame with-

out making any false negatives. There was one false positive, which was

a negative frame in which the OCR system mistook a string of characters

in a complicated backdrop visual as the trigger word. These raw numbers

are turned into the metrics shown in Table 6.3.

Table 6.3: Metrics for Classifying the Visual OCR Pipeline

Metric Formula Calculated Value

Accuracy (TP + TN) / Total 95.00%

Precision TP / (TP + FP) 91.67%

Recall TP / (TP + FN) 100.00%

F1 Score 2 × (P × R) / (P + R) 95.65%

The most important result for operations is a recall of 100.00%. In

a surveillance setting, a missed detection (false negative) is the greatest

mistake because it signifies an emergency notice was on the screen but the

system didn’t tell the operator. Visual Sentry made no such failures in

the test dataset. The only false positive found during the evaluation is a

less significant failure mode: the operator gets an alarm that isn’t needed,

looks into it, and doesn’t find an emergency annoying, but not dangerous

to operations.
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6.5 Analysis of Latency

The time that passed between VideoCapture.read() returning a frame

and the trigger detection function giving a result was used to quantify

processing delay. Python’s time.perf counter() function which gives sub-

millisecond resolution was used to measure the time it took to analyze 100

consecutive frames on the test hardware.

Table 6.4: Processing Latency per Frame on AMD Ryzen 5 7430U

Latency Metric Value

Minimum latency 118 ms

Maximum latency 247 ms

Average latency 172 ms

Standard deviation ±31 ms

Effective frame rate ∼5.8 FPS (objective: 6 FPS)

The average latency of 172 milliseconds per processed frame is well

within the range of what is acceptable for keeping an eye on broadcasts.

A news ticker changes its material no more than once every two to three

seconds. An emergency alert graphic usually lasts between five and ten

seconds. The system’s processing window of about 170 milliseconds means

it can look at each ticker update a number of times before the content

changes.

The longest lag seen, 247 milliseconds, happened on frames with a lot

of text content spread out across different parts of the screen, which made

Tesseract’s internal segmentation take longer. This worst-case delay isn’t

a concern for operations either, taking into account the content persistence

characteristics mentioned above.
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6.6 Evaluation of the Acoustic Pipeline

The auditory pipeline was tested through a realistic demonstration test

instead of a formal examination of a labeled dataset. Five phrases that

have the trigger phrase were said clearly into the microphone, and five

were said with different levels of background noise caused by a speaker

playing ambient audio at 60 dB. Three recordings of broadcast news audio

were also played through external speakers while the acoustic thread was

running.

Table 6.5: Acoustic Pipeline Detection Results

Test Condition Phrases Detections Rate

Clear speech, close micro-

phone

5 5 100%

Speech with background noise

(60 dB)

5 4 80%

Audio broadcast through

speakers

3 2 67%

All conditions combined 13 11 84.6%
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Figure 6.1: Audio trigger detection alert the word “explosion” detected
from live speech via VOSK ASR pipeline

The acoustic pipeline works effectively in clean conditions and slowly

breaks down with increasing noise. The 67% detection rate from broadcast

audio transmitted through speakers shows the extra damage caused by

room acoustics, the speaker’s frequency response, and mixing the target

speech with background music and sounds that are common in news shows

on TV. This is a known problem with the current implementation and is

discussed further in the limitations section.

6.7 Testing the Responsiveness of the GUI

It is very important that the GUI for Visual Sentry stays completely re-

sponsive while being watched. To confirm this, a manual stress test was

performed in which the application operated in full monitoring mode for

30 minutes straight while the operator occasionally used the GUI by click-

ing buttons, adjusting the trigger word, and browsing through the status

log. The application responded quickly to all interactions throughout the

30-minute session, with no signs of stuttering or freezing.
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Task Manager was used to monitor CPU usage during this session.

The vision thread is regularly used at 25%-35% of one CPU core. The

sound thread consumed between 10% and 18% of one core. The CPU

usage of the main thread stayed below 5% at all times, which showed that

the background thread isolation was working as planned and that the GUI

event loop was getting enough processing time.

6.8 LiFi Channel Testing

The LiFi optical channel was tested in a controlled indoor environment

with the transmitter and receiver units placed one metre apart on a flat

surface with no obstructions between the laser and the photodiode. Ten

trigger words of varying lengths between four and ten characters were sent

through the full pipeline starting from a detection event in the GUI. The

receiver LCD correctly displayed all ten trigger words with zero charac-

ter errors, confirming that the start-bit handshake and per-character re-

synchronisation together eliminate the timing drift that caused corrupted

characters in early testing without re-sync.
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Figure 6.2: Li-Fi Receiver Unit in alert state — 16x2 LCD displaying
WARNING message with detected trigger word received via optical trans-
mission. Green LED illuminated confirming active alert. System auto-
resets after 5000ms.

Ambient light interference was tested by running the same ten pay-

loads under normal indoor fluorescent lighting. The LM393 comparator

threshold was adjusted until the comparator output remained stable under

ambient light and still switched cleanly on the laser signal. All ten trans-

missions succeeded under the adjusted threshold. A final stress test sent

five payloads within two seconds. The transmitter queued them correctly

and the receiver decoded all five in order, confirming that the firmware

handles back-to-back alert events without losing data.

6.9 Checking the Forensic Recording

The forensic recording subsystem was evaluated by setting off 10 detection

events in a single monitoring session five from the visual pipeline and five

from the sound pipeline. After each trigger, the output directory was

checked to make sure that both the MP4 video file and the PNG snapshot

was made with the right file name format, and the MP4 file played back

appropriately and was encoded in H.264. The PNG screenshot matched
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the frame that started it.

Figure 6.3: Forensic evidence text file saved on trigger detection showing
trigger word, timestamp, video duration, saved clip filename, and frame
count

All 10 detection events made pairs of forensic evidence that were in

the right format. The average MP4 file size for a 720p clip that lasts five

seconds was 8.3 MB. At this rate, 100 detection events would take up only

830 megabytes, which is nothing compared to the gigabytes per hour that

recording all the time would produce.

6.10 A Look at Other Systems That Are Similar

Table 6.6 shows how Visual Sentry’s assessed performance fits within the

comparison framework set up in the review of the literature. Because

the literature did not show any offline dual-modal broadcast surveillance

systems that were directly comparable, the comparison is made versus the

system types discussed in Chapter 2.
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Table 6.6: Comparison of Features and Performance

Capability Standard

CCTV

Cloud AI

Platform

Visual Sen-

try

Text on screen found No Yes Yes

Speech found No Yes Yes

Fully offline (air-

gapped)

Yes No Yes

Recording based on

events

No Partial Yes

Physical HW alerts No No Yes

Fuzzy error tolerance No No Yes

Recall (% notified) N/A >99%* 100%

F1 Score N/A >95%* 95.65%

GPU needed? No Yes No

Storage per hour 3–5 GB Cloud Event-only

Visual Sentry’s recall numbers for cloud AI platforms are the same or

better than those of other platforms, while being fully offline, needing no

GPU, using storage only when an event is detected, and giving physical

hardware alerting none of which traditional or cloud-based systems offer

at the same time.

6.11 Limitations and Known Restrictions

The evaluation also found a number of limitations that are real constraints

on the way it is set up right now. First, the acoustic pipeline gets worse

when audio is broadcasted and picked up by speakers instead of a direct
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audio stream. Acoustic echo cancellation a preprocessing step that takes

the speaker’s output out of the microphone signal was not implemented in

the present version and would make ASR much more accurate in situations

where you are watching playback.

Second, the test dataset is only 20 frames long, which limits statis-

tical confidence. A bigger dataset would give more statistically strong

confidence intervals for the precision, recall, and F1 metrics. The authors

recognize this limitation and indicate that the evaluation was limited by

the time that was available for the final year project.

Third, the system can only watch one video source at a time for now.

Watching numerous broadcast channels in parallel would need more thread

instances and a more advanced GUI layout, neither of which were within

the range of this implementation.

Fourth, Tesseract’s ability to recognize text diminishes a lot with very

styled broadcast typefaces, dynamic tickers with motion blur, and text

on top of backgrounds that are hard to see. These are known problems

with the Tesseract LSTM engine that would need either fine-tuning the

model on training data specific to broadcasting or switching Tesseract for

a stronger deep learning OCR solution in a production environment.

6.12 Summary of the Results of the Evaluation

The assessment verifies that Visual Sentry fulfills all seven project objec-

tives described in Chapter 1. The OCR pipeline got 95% accuracy, 91.67%

precision, and 100% recall with an F1 score of 95.65% on the test dataset

with labels. The average processing latency was 172 milliseconds per frame

well within what is needed for real-time broadcast monitoring. The GUI

remained receptive during long periods of monitoring. The system for
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recording forensic evidence accurately recorded proof for all events that

set off detection.

The one false positive found during testing, along with flawless recall,

shows that a safety-critical alert system should be imbalanced to make it

more likely to alert the operator excessively rather than quietly miss a real

emergency.
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Chapter 7

Conclusion
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When the project started, the question was, can a standard laptop,

no internet, no graphics card, no cloud subscription, watch a live broad-

cast and raise an alarm the moment a specific word appears on screen

or comes through the audio? Not in theory. In practice, on real hard-

ware, in real time. That was the bar. The answer, after months of design,

implementation, and testing, is yes. Visual Sentry does exactly that. It

watches video. It listens to audio. It reads text from scrolling tickers and

transcribes spoken words simultaneously, compares everything against a

user-defined trigger word, and responds in under 200 milliseconds when

something matches. No data leaves the machine. No server is contacted.

No GPU is needed. The system works entirely on a mid-range proces-

sor inside an air-gapped environment where most modern AI tools simply

cannot operate. That is not a minor achievement. The entire artificial

intelligence industry has spent the last decade moving computation into

the cloud, making systems bigger and more powerful at the cost of making

them completely dependent on network access. Visual Sentry goes in the

opposite direction and proves that the trade-off was never as necessary as

it seemed.

The system that came out of this project is a multi-threaded Python

desktop application with a clean three-layer separation between the user

interface, the AI inference pipelines, and the response mechanism. The vi-

sion thread captures video frames, preprocesses them through a grayscale,

binarization, and adaptive thresholding pipeline, and feeds the result into

Tesseract’s LSTM engine. The acoustic thread streams microphone au-

dio in 125-millisecond chunks into VOSK’s Kaldi-based decoder. Both

threads run in the background while the interface stays completely fluid

on the main thread no freezing, no blocking, no unresponsive windows even

under sustained inference load. When either pipeline picks up the trigger
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word, the system responds immediately on four fronts. A warning dialog

appears on screen. A screenshot of the warning dialog frame gets saved

to disk. A 5-second H.264 video clip gets written as forensic evidence. Si-

multaneously, the detected trigger word travels over the serial COM port

to a LiFi transmitter ESP32, which encodes it as laser pulses through a

2N2222 switching circuit and fires it to a receiver unit where an LM393

comparator and BPW34 photodiode reconstruct the signal and display the

word on a 16×2 LCD a fully wireless-free optical alert chain. The fuzzy

matching layer running on top of both pipelines handles the OCR noise

that is unavoidable in real broadcast conditions. A Levenshtein similar-

ity threshold of 0.80 catches common character substitution errors, zeros

misread as O’s, ones confused with I’s, threes that look like E’s, without

flooding the operator with false alarms from unrelated text. The result

is a system that is simultaneously tolerant of imperfect recognition and

precise enough for operational use. Average per-frame latency was 172

milliseconds, with a worst-case of 247 milliseconds, both well within the

window needed for broadcast monitoring, where content persists on screen

for seconds at a time. The GUI remained fully responsive across a con-

tinuous 30-minute stress test. The forensic recorder produced correctly

formatted, playable evidence files for all ten triggered test events. These

are not simulated results or theoretical benchmarks. They were produced

by the actual deployed system running on an AMD Ryzen 5 7430U lap-

top with 8 GB of RAM, processing real broadcast footage, in the exact

configuration that would be used in a deployment. The literature review

in Chapter 2 identified four gaps that no existing system had filled to-

gether: offline broadcast monitoring, dual-modal late fusion for keyword

detection, semantic event-driven forensic recording, and physical air-gap

alerting without wireless interfaces. Visual Sentry fills all four in a single
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integrated deployment. That combination is genuinely new. Individual

components like Tesseract, VOSK, PySerial, and laser-based optical com-

munication exist separately. Bringing them together into one coherent,

air-gap-safe, CPU-only application with a working hardware alert chain

and event-driven evidence capture has not appeared in the open litera-

ture, and the project has demonstrated that it works. The comparison

table in Chapter 6 makes the point visually. Standard CCTV systems see

pixels but understand nothing. Cloud AI platforms understand content

but require internet access that air-gapped facilities cannot provide. Vi-

sual Sentry understands content and requires nothing outside the machine

it runs on. It occupies a space the market has largely ignored because

cloud dependency has been treated as inevitable, and this project shows

that assumption is wrong.

No project this size ends without honest limitations, and pretending

otherwise would undermine everything the testing chapter established.

The acoustic pipeline degrades when broadcast audio reaches the micro-

phone through room speakers rather than a direct line-in connection. Acous-

tic echo cancellation was not implemented and would make a meaningful

difference in that configuration. The test dataset, at 20 frames, is enough

to demonstrate the system’s capability but not enough to produce narrow

confidence intervals on the reported metrics. A production-quality evalu-

ation would need hundreds of labeled frames across many more channels

and trigger words. Single-source monitoring is a real constraint too. The

current architecture handles one video feed and one microphone simulta-

neously. Scaling to multiple parallel feeds would require multiple thread

pairs and a more sophisticated alert aggregation layer that was outside the

scope of this final-year project. And Tesseract, despite performing well

on the test data, remains vulnerable to highly stylized fonts and extreme
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motion blur situations where a neural scene-text detector like CRAFT or

DBNet would perform more reliably.

The architecture that Visual Sentry is built on is genuinely exten-

sible. The most impactful near-term improvement would be replacing

Tesseract with a lightweight scene-text detection model something like

the MobileNet-based CRAFT detector which would dramatically improve

accuracy on stylized and low-contrast broadcast text while still running

on CPU. Adding acoustic echo cancellation through the WebRTC noise

suppression library would fix the speaker-monitoring limitation without

requiring a GPU. Extending the threading model to support multiple si-

multaneous video sources would open up multi-channel broadcast monitor-

ing from a single workstation. Visual Sentry started as a question about

whether intelligent surveillance could be done without the cloud, and it

ended as a working proof that it can. The system monitors two modal-

ities at once, preserves evidence automatically, alerts a human operator

both on-screen and physically through hardware, and does all of this in

real time on hardware that already exists in almost every secure facility

on earth. The 172-millisecond average latency means the system responds

faster than a human operator could notice the content change. The zero-

network architecture means sensitive footage never leaves the room it was

recorded in. The LiFi optical channel takes that physical alerting one step

further no wire, no radio, just light carrying the exact trigger word to an

operator display in a completely air-gap-safe manner. That combination

intelligent, fast, private, and physically alerting is what the project set out

to build. It is what was built.
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Appendix A

User Manual
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This user manual provides step-by-step instructions for installing, con-

figuring, and operating the Visual Sentry system. It is intended for users

with basic familiarity with Python and Windows operating systems.

A.1 System Requirements

Before running Visual Sentry, ensure the following minimum hardware and

software requirements are met.

Hardware Requirements:

• Processor: AMD Ryzen 5 / Intel Core i5 or higher

• RAM: Minimum 8 GB

• Storage: Minimum 2 GB free disk space

• Camera: Built-in or USB webcam

• Microphone: Built-in or external microphone

• Operating System: Windows 10/11 (64-bit)

• Optional: ESP32 DevKit V1, 16x2 I2C LCD,

A.2 Software Dependencies

The following software must be installed prior to running the application:

1. Python 3.9 or higher — python.org

2. Tesseract OCR Engine 4.0+— github.com/UB-Mannheim/tesseract

3. VOSKModel (vosk-model-small-en-us-0.15) — alphacephei.com/vosk/models

4. Python libraries via terminal:
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pip install opencv-python

pip install pytesseract

pip install vosk

pip install pyaudio

pip install pyserial

pip install scikit-learn

A.3 Installation Steps

1. Download the project folder to your local machine.

2. Install Python — check Add Python to PATH during setup.

3. Install Tesseract OCR and note the installation path.

4. Open terminal in the project folder and run: pip install -r requirements.txt

5. Download and extract the VOSK model into the project root folder.

6. Verify the Tesseract path in main.py matches your installation.

A.4 Running the Application

1. Open terminal in the project folder.

2. Run: python main.py

3. The Visual Sentry GUI will open.

4. Enter your trigger word in the configuration panel.

5. Select video source, PSM mode, and confidence threshold.

6. Click Start Live Detection to begin monitoring.
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A.5 Connecting ESP32 Hardware (Optional)

A.5 Connecting Li-Fi Hardware (Optional)

Visual Sentry supports physical alerting through a Li-Fi (Light Fidelity)

based optical communication link. This replaces traditional wired serial

communication with a point-to-point optical transmission system, preserv-

ing the air-gap integrity of the environment.

Required Hardware Components:

• Li-Fi Transmitter Module (connected to the host laptop)

• Li-Fi Receiver Module (Photodetector unit)

• ESP32 DevKit V1 Microcontroller

• 16x2 I2C LCD Display

Hardware Setup Steps:

1. Connect the Li-Fi Transmitter Module to the host laptop via USB

port.

2. Position the Li-Fi Receiver Module within direct line-of-sight of the

transmitter. Ensure no physical obstruction between the two mod-

ules.

3. Connect the Li-Fi Receiver output to the ESP32 DevKit V1 input

pin.

4. Connect the 16x2 I2C LCD Display to the ESP32 via the I2C bus

(SDA and SCL pins).

5. Upload the provided firmware file esp32 lifi firmware.ino to the

ESP32 using Arduino IDE.
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Operation:

1. Upon trigger word detection, Visual Sentry encodes the alert payload

and transmits it via the Li-Fi Transmitter as optical light pulses.

2. The Li-Fi Receiver captures the light signal and decodes the payload,

passing it to the ESP32.

3. The ESP32 parses the received trigger word and simultaneously:

• Displays the trigger word on the 16x2 LCD via I2C bus

4. After 5000ms, the ESP32 automatically resets to idle state — LCD

displays ”System Safe”, buzzer and LED deactivate.

Important Note: The Li-Fi communication link operates exclusively

through optical light transmission and does not use any radio frequency,

Wi-Fi, Bluetooth, or network interface at any stage. The air-gap integrity

of the system is fully preserved. Light signals are physically contained

within the room and cannot propagate beyond the immediate physical

environment.

A.6 Forensic Evidence Files

All forensic evidence is saved automatically to the /evidence folder upon

trigger detection:

• Video clip: 5-second MP4 file with timestamp filename.

• Screenshot: PNG image of the exact triggering frame.

• Example filename: evidence 20250506 143022.mp4
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A.7 Running the Evaluation Script

1. Place test images in /test data/positive/ and /test data/negative/

folders.

2. Run: python evaluate performance.py

3. Confusion matrix results are displayed in the terminal and saved as

confusion matrix.png.

A.8 Troubleshooting

Problem Solution

Tesseract not found Verify path in main.py matches installation lo-

cation

VOSK model not loading Confirm folder name is exactly vosk-model-

small-en-us-0.15

PyAudio install fails Use: pipwin install pyaudio

ESP32 not detected Install CP210x USB driver from silabs.com

No text in OCR log Check camera in Device Manager. Try Video

Source index 1

Table A.1: Troubleshooting Guide
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