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Al Based Security for Medical Sensor Networks in HealthCare

ABSTRACT

In smart healthcare systems, the security of medical sensor networks is critical due to the
sensitive nature of patient data and the increasing threat of cyberattacks. However, current
security measures often fail to fully protect these networks from unauthorized access and
data breaches. To tackle these challenges, we propose an Al-powered security framework
aimed at safeguarding patient data and enhancing trust in healthcare technology. Our system
employs ensemble learning models, such as Gradient Boosting and Random Forest, to
detect and mitigate cyber threats in medical sensor networks. These models, integrated with
an Intrusion Detection System (IDS), actively monitor network traffic to identify any
anomalous behaviour that could indicate potential security breaches. The system has been
trained on the CICIoMT2024 dataset, which contains various attack scenarios targeting
medical sensor networks. Our models have demonstrated up to 99% accuracy in detecting
anomalies and ensuring effective threat mitigation. Furthermore, the system strengthens
access control, blocking unauthorized access and preserving the integrity of patient data.
Through thorough testing and validation, our Al-driven security framework has proven to
enhance the security of smart healthcare systems, improve patient privacy, and foster greater

trust in healthcare technologies.
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CHAPTER 1

INTRODUCTION

1.1  Background

The breakthrough of medical technologies has made it possible to monitor patient health in real-
time via medical sensor networks with growing dependence. These networks consist of devices,
either wearable or implanted, that collect and transmit patient data to healthcare providers. As it has
evolved this way, so it has its issues of securing sensitive patient data [1], [4]. Cyber-attacks on
medical sensor networks are very likely to compromise the integrity, confidentiality, and
availability of patient data. The aim of this project is to design and implement an Al-based Intrusion
Detection System (IDS) tailored for medical sensor networks, boosting security against

unauthorized access and data tampering.

1.2  Problem Statements

This part of our project, we are developing an architecture to address privacy, integrity, and
authentication concerns related to medical data collected by sensors integrated into intelligent
healthcare systems. These networks focus on gathering personal data from patients, including
vital and health-related information, to support various healthcare applications like remote patient
monitoring, chronic disease management, and personalized healthcare delivery [2], [3]. However,
the inherent vulnerabilities of medical sensor networks make them susceptible to cyber threats
such as unauthorized access, data breaches, and denial of service attacks [4], [5]. These risks can
pose significant threats to patient privacy, data integrity, and the reliability of automated

healthcare services [6].



With the increasing use of digital technologies and the interconnection of devices in healthcare,
medical sensor networks require more robust security mechanisms [7]. The core objective of our
project is to develop Al-based intrusion detection models for enhanced data management in medical
sensor networks [9]. Our goal is to ensure the protection of health data and guarantee that
healthcare services remain secure, private, and available. By addressing these security concerns, our
project will reduce the risks associated with cyber threats in medical sensor networks and foster
trust in intelligent healthcare systems.

1.3  Aims and Objectives

This project aims to develop an Al-based security framework that integrates with medical sensor
networks to detect, prevent, and mitigate cyber threats. The specific objectives include.
i) To develop and implement an Al-based Intrusion Detection System (IDS) for medical sensor
networks.
ii) To monitor sensor data for anomalies that indicate potential cyberattacks and take steps to
mitigate any threats.
iii) To provide a web-based platform that allows healthcare administrators to view sensor data,

receive security alerts, and generate reports.

1.4  Scope of Project

In this project, we will build a comprehensive and robust Al-based security system that uses
machine learning to detect abnormal patterns in medical sensor data, safeguarding the security and
integrity of healthcare information. The system will address various types of cyber threats, such as
DoS and DDoS attacks, reconnaissance attacks, spoofing, and MQTT (Message Queuing

Telemetry Transport) protocol attacks [8].

Additionally, the project will integrate the Intrusion Detection System (IDS)
seamlessly into a hospital management system, enabling healthcare providers and administrators
to receive real-time alerts and detailed security reports through an interactive dashboard. The
scope of this system is extendable, offering many opportunities for future integration, allowing it

to adapt to new technological advancements and evolving requirements.



Comprehensive Threat Detection Capabilities

The system will be designed to monitor a wide range of intrusions and cyberattacks targeting
medical sensor networks. The IDS will be capable of detecting the following types of attacks:

i) Denial of Service (DoS) Attacks: Identifying and mitigating attempts to overload the
system, ensuring continuous service availability.

ii) Distributed Denial of Service (DDoS) Attacks: Detecting and countering coordinated
attacks originating from multiple sources aimed at overwhelming the network.

iii) DoS Spoofing Attacks: Detecting attempts to impersonate devices to launch denial-of-
service attacks.

iv) Reconnaissance (Recon) Attacks: Monitoring for unauthorized probing or scanning
activities designed to gather network information for future exploitation.

v) MQTT Protocol Attacks: Protecting the widely used 10T communication protocol from

unauthorized access, data leakage, and command injection attacks.

This advanced threat detection will be powered by machine learning algorithms trained on evolving
attack patterns. By leveraging real-time analytics and adaptive learning, the system will remain

highly effective in detecting cyber threats.



CHAPTER 2

LITERATURE REVIEW

2.1  Medical Sensor Network Datasets and Security Analysis

This section delves into the current landscape of datasets for medical sensor networks. By

analyzing existing research, we aim to identify the strengths and weaknesses of current

approaches, particularly regarding the availability and utilization of datasets for developing

robust Al-based security frameworks as shown in. Table 2.1 provides a comparison of

relevant studies. It focuses on the datasets used, the types of sensors involved, and the security

threats addressed.

Table 2.1 Comparison of Medical Sensor Network Datasets

Dataset Name | Year Devices Attacks Health |loT
care
Windows Laptop,
WUSTL EHMS | 2020 Blood Oxygen Saturation Spoofing and Data Vv v
[10] (Sp02), PM4100 Six Pe Board, alteration
EKG or ECG
Bluetooth Adapter,
wireless network adapter,
Windows 10 laptop, Heart rate |Njetwork scan, Script
sensor, iant
ECU-IoHT [11] | 2021 Injection, ARP J oY
Blood pressure sensor, spoofing Smurf,Dos,
Temperature sensor, Kali laptop,
Libelium MySignals
BlueTack [12] |2022| SpO2, heart rate, and ECG DDoS, Bluesmack, v v
MITM, and DoS




ICU [13]

Remote Electrocardiogram, Fire

2021

response (GSR) Sensor,

Galvanic skin, Nasal/Mouth,
Barometer,

Sensor,

(ECG) monitoring, Smoke
Sensor

Solar Radiation Sensor,
Pulsoximeter (SPO2), CO
Sensor,

Infusion Pump Glucometer,
monitor Sensor Blood pressure,
AirFlow Sensor,

Electromyography (EMG), Body
Temperature Sensor Sensor,

Air Temperature Sensor

Air Humidity Sensor

SlowlTE, and brute
force, DDoS MQTT, v

MQTT publish flood

IEC [14]

Industrial Healthcare

equipment, SDN Switch

MITM, Traffic
Sniffing, DoS, Y

Unauthorized Access

CICIoMT2024
[15]

2024

Sense-U Baby Monitor,

SOS Multifunctional Pager,
SINGCALL SOS Button,

Ecobee Camera, blink mini,
MA1T laxihub, owltron,

TP-Link_CIC (AP2),
Raspberry pi 4 (4), iPad,
TP-Link_CICloT_Doctor (AP1),
Lookee Sleep ring,

Powerlabs HR Monitor Arm
band, COOSPO 808s Chest HR
Monitor, COOSPO HW807
Armband, Livlov Heart Rate
Sensor,

Distributed Denial
of Service (DDoS)

Denial of Service
(DoS) attacks,

attacks, DoS
spoofing attacks,
reconnaissance
(Recon) attacks,
MQTT protocol
attacks




CICIoMT2024
[15]

2024

Wellue O2 Ring - 3438, Lookee
02 Ring, Checkme BP2A,

SleepU Sleep Oxygen Monitor,
Rhythm+ 2.0,

Wellue Pulsebit EX, Kinsa
Thermometer,

Checkme O2 Wrist Pulse
Oximeter (2), Dell CICM99,

Samsung All. Simulated
devices: Withings BPM Connect,
Withings Thermometer,

Lookee Ring-Pro Sleep Monitor,
Qardio Base 2,

Wellue EKG,

iHealth Smart Wireless Gluco-
Monitoring System, Wellue
Visual Oxy Wrist Pulse
Oximeter, Nasal/Mouth Air Flow
Sensor,

EMG (Electro-myography
Sensor), GSR (Galvanic Skin
Response Sensor), Industrial

devices,

UASure Il Meter, Fall Detector,

Baby Sleep Position - SenseU
Baby,

Spirometer




2.2 Analysis of 10T IDS: Papers, Models, and Datasets

Table 2.2 provides Comparison of IDS in 10T and Medical Networks. It focuses

on the intrusion detection system in 10T and Medical Networks.

Table 2.2 Comparison of IDS in 10T and Medical Networks

Paper Techniques Used Dataset Accuracy
Ensemble-Based Deep | CNN-LSTM, CNN- | Custom Dataset | 99.7% (CNN-
Learning Models for | GRU, Ensemble LSTM), 99.6%
0T IDS [13] Voting (CNN-GRU)

Deep Learning Models | LSTM, DAE-SVM NSL-KDD, 100% (LSTM)
for 10T IDS [14] UNSW-NB15

An Ensemble SVM, Decision Tree, | KDDCUP99 99.8%
Approach to IDS in RF

loT [15]

Hybrid IDS for loT CNN, RNN CICIDS2017 99%
[16] (GRU/LSTM)

Lightweight IDS for CNN, GRU Bot-loT 97%

loT [17]

2.3 User Classes and Characteristics

The system will have multiple user classes with varying access levels and

characteristics:

i) Admin: Manages system, oversees user roles, approves actions, monitors

health data, and reviews intrusion alerts.

i) Doctor: Can view patient data and their vital signs sensor data and manage

patient appointments and treatment.

iii) Patient: Can view real-time health metrics and historical data, book and




manage appointments, and view/download invoices after discharge and

admin approval.

iv) Al-Based IDS: Detects anomalies and cyberattacks by analyzing sensor

network traffic and reports to the admin.

2.3.1 Admin Panel
Role: The admin oversees all operations of the system.
Responsibilities:

i) System Management: Admin is responsible for managing user access
(doctors and patients), ensuring system security, and maintaining the

system's operational efficiency.

i) Alert Monitoring: Admin reviews alerts generated by the Al-based
Intrusion Detection System (IDS) to identify anomalies or potential
intrusions in the medical sensor network.

iii) Approve/Reject Actions: Admin approves or rejects doctor job applications,
patient admissions, and appointments.

iv) Invoice Management: Admin generates and manages patient invoices,

including charges for treatments, rooms, and other services.

v) User & Role Management: Admin can add, edit, or remove users (doctors,

patients), assign roles, and manage appointments.

vi) Logs and Reports: Admin monitors system logs and generates reports on

security incidents for further analysis.

vii) Access Level: Admin has full access to all system components, including

user management, patient data, and detailed security logs.



2.3.2  Doctor Panel

Role: The system is primarily used by doctors to monitor the vital health signs of
their assigned patients, review appointments, and access patient information.

Responsibilities:

i) Patient Data Monitoring: Doctors can view and track real-time health
metrics of patients, such as heart rate, temperature, and other sensor data,

ensuring the safety and care of the patient.

i) View Assigned Patient Data: Doctors are only permitted to view health data

and sensor metrics for the patients assigned to them by the admin.

iii) Appointment & Patient Management: Doctors can view patient
appointments, mark attendance, and handle discharge details. However, they

cannot modify the overall system or patient assignments.

iv) Historical Data: Doctors have access to review trends in the health metrics

of their assigned patients, which helps them make well-informed decisions.

v) Access Level: Doctors have access to patient-specific data, but they do not

have administrative or system-wide security privileges.
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2.3.3 Patient Panel

Role: Patients can track their health data, including vital signs, and receive

notifications.
Responsibilities:

i) Health Data Monitoring: Patients can view real-time health metrics like

heart rate, temperature, oxygen levels, as well as historical data.

i) Appointment Management: Patients can schedule appointments, check their

status (pending or confirmed), and access details about their assigned doctor.

iii) Invoice Management: Patients can view and download invoices for hospital

services, but only after discharge and admin approval.

iv) Access Level: Access is restricted to their personal health data and

appointment details.

2.3.4 Al-Based IDS (Intrusion Detection System)

Role: The Al-Based Intrusion Detection System acts as a vital automated tool
that inspects medical sensor network traffic for potential signs of cyberattacks or

irregularities.
Responsibilities:

i) Anomaly Detection: The system continuously monitors network traffic
for any abnormal patterns that might signal a cyberattack or malicious

activity.



11

i) Alert Generation: If an anomaly or intrusion is detected, the system
immediately triggers an alert to notify the Admin.

iii) Access Level: This automated system has full access to all sensor data
and network traffic, operating in the background to maintain data
security.

2.4 Final Deliverables of the Project and Beneficiaries

As shown in Table 2.3 which outlines the key beneficiaries of the Al-based security
system for intrusion detection in medical sensor networks, detailing the roles and

impact on healthcare providers, patients, and medical researchers.

2.4.1 Final Deliverable

i) A hospital management system incorporates an Al-driven intrusion detection

module.

i) A dashboard that enables real-time monitoring of medical sensor data traffic,

while also visualizing security alerts.

iii) A reporting system that records security incidents and supports detailed

investigations.

Beneficiaries

i) Hospitals: Strengthened security measures for patient data within the

sensor network.
i) Healthcare Providers: Monitoring tools to safeguard patient data.

iii) Patients: Improved data privacy and security, ensuring the integrity of

health information.
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Table 2.3 Final Deliverable and Beneficiaries of the Project

Final Deliverable Beneficiaries
Al-driven Security Framework | Healthcare providers, doctors, patients,
integrated into a website application and stakeholders in the healthcare
industry

2.5  Optional Scope

In the future, the system could be extended to:
i) Integrate with electronic health records (EHRS) for secure data transfer.

if) Include predictive analytics to forecast future anomalies based on historical
data. Enable automatic responses to detected threats, such as blocking

malicious IPs or isolating compromised sensors.

2.6 Operating Environment

The system will be deployed on a local network server, depending on the hospital. It

will interact with medical sensor networks and transmit data to the IDS.

2.7  Design and Implementation Constraints

i) Real-time Data Processing: The system must process random sensor data,
generated via Python, with minimal latency to ensure timely updates of
health metrics and prompt alerting for anomalies.

i) Hardware Limitations: The system must be optimized for environments
with limited processing power, ensuring smooth operation even with the
random generation of sensor data. It should be capable of running efficiently

on standard hospital infrastructure.
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iii) Scalability: The system should be designed to scale easily as the hospital
grows, supporting additional users (patients, doctors), increased sensor data

streams, and additional medical devices without degrading performance.

Assumptions and Dependencies
i) Sensors will transmit accurate and reliable network traffic to the system.

i) The Al model will be trained using a dataset representing typical network

traffic patterns and known attack vectors.

2.9  External Interface Requirements

2.9.1 User Interface

The system will provide administrators and healthcare providers with an intuitive,

user-friendly web interface. This interface will allow the admin to:

i) Monitor sensor data and traffic from various medical devices connected to

patients.

i) Visualize security alerts if anomalies or intrusions are detected in the

sensor network.

The user interface will be responsive and adapt seamlessly to different devices
(e.g., desktops, tablets, and mobile phones), ensuring usability across all platforms.
The real-time data will be displayed to the admin and healthcare providers to grasp

the security and operational status of the network quickly.
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2.9.2 Software Interfaces

The backend system will be built using Django, and machine learning models will
be integrated to detect medical sensor data anomalies. The core components of this

system include:

i) Machine Learning Models: These models, built using ensembled models
(Gradient Boosting, Random Forest classifier), will be trained to identify
patterns indicative of cyber threats or anomalies in the medical sensor

network.

i) Django Framework: The machine learning models will be integrated into

the backend using Django, Python-based web frameworks.
As shown in Figure 2.1 These frameworks will:
i) Handle web requests and responses.
ii) Serve the web interface.
iii) Process sensor data by passing it through the machine learning models.
iv) Trigger security alerts based on anomaly detection.

The backend will ensure secure interaction between the user interface, the machine
learning models, and the database where patient data, system logs, and security

alerts are stored.
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0 HOSPITAL 20 Admin & Doctor & Patient © About Us 8 Contact Us

YOU’LL LOVE THE WAY WE CARE FOR YOU

Emergency?

TAKE APPOINTMENT

Why Choose Us?

At Our Care Center, we prioritize your heaith and well-being. We offer state-of-the-art facilities, experienced professionals, and a
personalized approach to every patient. Whether you need a routine check-up or immediate attention during an emergency, we're here for

you with compassion and expertise.

Experience the difference with our cutting-edge technology, comfortable environment, and a team dedicated to providing exceptional

healthcare services. Your journey to better heaith starts with us.

Admin Doctor Patient

View

Made with

Copyright © 2024 Al-Base

Figure 2.1 Hospital Management System with IDS

2.9.3 Communication Interfaces

The system will use an alternative real-time communication approach (such as AJAX
polling or long polling) to ensure continuous data exchange between the medical

sensor network and the web interface. This interface will enable:

i) Live transmission of sensor data: Continuous real-time streaming of

randomly generated sensor data to the web dashboard.

i) Instant alerting: If the machine learning model detects an anomaly, an

alert will be immediately sent to the dashboard.



2.10  System Use Case

2.10.1 Use Case Diagram

16

Figure 2.2 illustrates the Use Case Diagram for Admin Functionalities, where the

admin manages user accounts, monitors patient health data, reviews intrusion

detection alerts, monitors network traffic, and generates invoices.

Admin

Figure 2.2 Use Case Diagram for Admin functionalities.

/LN

Admin Panel

Manage User Accounts
(Doctors & Patients)

Monitor Patient Health Data

)\/

Review Intrusion Detection Alerts

Monitor Network Traffic
Generate and Manage Invoices
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Figure 2.3 illustrates the Use Case Diagram for Doctor Functionalities, showing the
tasks available to the Doctor, such as viewing patient data, monitoring health metrics,
and reviewing health reports.

Doctor Panel

_— ~—

(Monltor Assigned Patient Health Data \\

/{\Vlew Patient Detalls/«\

'\ Vlew and Update Appomtments>

Q. N \\ Q

TL ——)u(zReceive Anomaly Alen-s(——

AN — /
Doctor\ Admin

— —_

Manage Patient Records )

\/ — T
\VIEW Discharged Pahents/

-

\»@Ieie Attended Appointments\ﬁ/

Figure 2.3 Use Case Diagram for Doctor functionalities.
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Figure 2.4 illustrates the Use Case Diagram for Patient Functionalities, detailing the
actions available to the Patient, such as viewing personal health data and

receiving notifications.

Patient Panel

(Reglster for Hospital Admissio

jon>
T

-y 1 T 8
{ View Assigned Doctor's Details
U 9 s/

T

C’Check Appointment Statub

j% //‘)\\1_—_3!4\“‘-5)%
R‘\/y B I

Patient N . -~ min
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Figure 2.4 Use Case Diagram for Patient functionalities.
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Figure 2.5 illustrates the Use Case Diagram for Al-based IDS Interactions, showing
the interaction of the Al-based Intrusion Detection System with the system

components for monitoring and detecting anomalies

DS

Detect Sensor Data Anomalies

Send Anomaly Alerts

Review Detection Results

| emm——"_
v

Log Intrusion Details

Analyze Network Traffic

Figure 2.5 Use Case Diagram for Al-based IDS interactions.

2.10.2 Use Case and ldentifier

Each use case will be uniquely identified and described, including:
UCL1: Monitor anomalies in Network traffic.

UC2: Send alerts to the admin upon detection of threats.

UC3: Train the Al model using historical data.

UC4: Log actions taken by the admin for accountability.



20
211 Use Case Name and ldentifier
2.11.1  Manage Users (Al-01-001)
The use case Manage Users (Al-01-001) in Table 2.4 specifies that the admin can
add, update, or remove users, with proper validation for user details, ensuring system

updates post-operation.

Table 2.4 Use Case of Manage Users

Name Manage Users

Unique Identifier Al-01-001

Objective Allow the Admin to add, update, or remove users

Priority High

Actors Admin

Basic Flow Admin accesses the system, navigates to the user

management page, and manages users.

Alternative Flow The admin is notified and prompted to try again if an error
occurs.

Preconditions Admin is logged in.

Postconditions Users are updated in the system.

Notes/Issues Ensure proper validation for user details.
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2.11.2  View Security Alerts (Al-01-002)
The View Security Alerts (Al-01-002) use case shown in Table 2.5 specifies that the
admin can access a dedicated page to monitor Al-1DS-generated alerts, which are
displayed in order of severity or accompanied by an appropriate

message if none exist.

Table 2.5 View Security Alerts Use Case

Name View Security Alerts

Unique Identifier | Al-01-002

Objective Enable Admin to view alerts generated by the Al-IDS

Priority High

Actors Admin

Basic Flow Admin navigates to the security alerts page, where alerts are
displayed.

Alternative Flow | If there are no alerts, an appropriate message is displayed.

Notes/Issues Alerts should be sorted by severity.
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2.11.3  Generate Reports (Al-01-003)
The Generate Reports (Al-01-003) use case shown in Table 2.6 enables the admin to
create various reports on system activity, ensuring accuracy and up-to-date

information in the generated reports.

Table 2.6 Use Case to Generate Reports

Name Generate Reports

Unique Al-01-003

Identifier

Objective Enable Admin to generate various reports on system activity
Priority Medium

Actors Admin

Basic Flow Admin selects the report type, specifies the date range, and

generates the report.

Alternative If the report generation fails, an error message is displayed to the

Flow Admin.

Preconditions Admin is logged in.

Post conditions | Reports are generated and displayed.

Notes/Issues Ensure reports are accurate and up to date.
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View Patient Data (Al-02-001)

The View Patient Data (Al-02-001) use case in Table 2.7 allows Doctors to access

and review patient medical records while ensuring privacy and security are upheld.

Table 2.7 View Patient Data Use Case

Name View Patient Data

Unique Al-02-001

Identifier

Objective Allow the Doctor to view patient medical records

Priority High

Actors Doctor

Basic Flow Doctor accesses the patient data section and selects a patient to

view their medical history.

Alternative Flow

If the patient is not found, an appropriate message is displayed.

Preconditions

Doctor is logged in.

Post conditions

Patient data is displayed.

Notes/Issues

Ensure data privacy and security are maintained.
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Monitor Patient Health Data (Al-02-002)

The Monitor Patient Health Data (Al-02-002) use case in Table 2.8 enables Doctors

to track real-time health metrics of assigned patients through a user-friendly

dashboard, with alerts for data delays or sensor failures.

Table 2.8 Monitor Assigned Patient Data

Field Details
Name Monitor Assigned Patient Health Data
Unique Al-02-002
Identifier
Objective Monitor real-time health metrics of assigned patients.
Priority High
Actors Doctor
Basic Flow Doctor logs in and views real-time metrics like heart rate, oxygen
levels, and temperature for assigned patients.
Alternative Notify Doctor in case of data delays or sensor failures.

Flow

Preconditions

Sensors are functional.

Post conditions

Patient health data is monitored.

Notes/Issues

Provide a user-friendly dashboard for visualization.
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View Personal Health Data (Al-03-001)

The View Personal Health Data (Al-03-001) use case in Table 2.9 enables Patients

to access their health data and receive notifications related to health and security

alerts, ensuring the information is up-to-date, accurate, and timely.

Table 2.9 View Personal Health Data Use Case

Name View Personal Health Data

Unique Al-03-001

Identifier

Objective Allow the Patient to view their personal health data

Priority High

Actors Patient

Basic Flow Patient logs into the portal and accesses their health data
overview.

Alternative If the data fails to load, an error message is displayed to the

Flow Patient.

Preconditions

Patient is logged in.

Post conditions

Personal health data is displayed.

Notes/Issues

Data must be up-to-date and accurate.

Basic Flow Patient receives notifications in the portal related to their health
and security alerts.

Alternative If no notifications are available, an appropriate message is

Flow displayed.

Preconditions

The patient is logged in.

Post conditions

Notifications are displayed to the Patient.

Notes/Issues

Notifications should be timely and relevant.
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View Assigned Doctor's Details (Al-03-002)

The View Assigned Doctor's Details (Al-03-002) use case shown in Table 2.10

allows Patients to view information about their assigned doctor, ensuring access is

restricted to only relevant details.

Table 2.10 View Assigned Doctor's Details

Field Details

Name View Assigned Doctor's Details

Unique Al-03-002

Identifier

Objective View details of the doctor assigned by Admin.

Priority Medium

Actors Patient

Basic Flow The patient logs in and navigates to the assigned doctor section to
view details like name and contact information.

Alternative Notify the Patient if no doctor is assigned.

Flow

Preconditions

The patient is logged in.

Post conditions

Doctor details are visible.

Notes/Issues

Limit access to only assigned doctor information.
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2.11.9  Monitor Sensor Data Traffic (Al-04-001)
The Monitor Sensor Data Traffic (Al-04-001) use case in Table 2.11 enables the Al-
based IDS to continuously monitor sensor data for anomalies, ensuring that

operational sensors are properly calibrated and functioning.

Table 2.11 Use Case to Monitor Sensor Data

Name Monitor Sensor Data Traffic

Unique Al-04-001

Identifier

Objective Allow the Al-based IDS to continuously monitor sensor data
Priority High

Actors Al-Based IDS

Basic Flow The system continuously collects data from sensors and analyses

it for anomalies.

Alternative If sensor data fails to transmit, the system logs an error and

Flow continues monitoring.

Preconditions Sensors are operational.

Post conditions | Sensor data is monitored continuously.

Notes/Issues Ensure sensors are properly calibrated and functioning.
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Detect Anomalies (Al-04-002)

The Detect Anomalies (Al-04-002) use case shown in Table 2.12 allows the Al-

Based IDS to identify anomalies in sensor data traffic, generating alerts when

anomalies are detected and ensuring the machine learning model is properly trained.

Table 2.12 Use Case to Detect Anomalies

Name Detect Anomalies

Unique Al-04-002

Identifier

Objective Enable the Al-Based IDS to detect anomalies in sensor data
network traffic

Priority High

Actors Al-Based IDS

Basic Flow The Al model analyses incoming sensor network traffic and
identifies any anomalies present.

Alternative If an anomaly is detected, the system generates an alert.

Flow

Preconditions

Sensor data is being received.

Post conditions

Anomalies are detected and logged.

Notes/Issues

Ensure the machine learning model is well-trained.
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2.12  Other Non-Functional Requirements

2.12.1 Performance Requirements

The system must provide real-time anomaly detection with minimal delays.

Response time fordetecting and alerting should not exceed 2 seconds.

2.12.2 Safety Requirements

The system should minimize false positives and negatives to avoid unnecessary
interruptions in healthcare services. It should also ensure that no patient data is
compromised during its operations. Anomalies must not affect the accuracy of

medical data transmitted from sensors.

2.12.3  Security Requirements

Access to the system should be restricted to authorized personnel only, with role-
based authentication mechanisms in place for Admins, Doctors, and Patients.
Additional logging and monitoring should be implemented to track unauthorized

access attempts and ensure accountability.

2.12.4  Software Quality Attributes

Reliability: The system should be consistently available with minimal

downtime.

Usability: The interface needs to be intuitive and easy use for healthcare staff.
Scalability: The system must be capable of handling sensor network traffic and an

increasing number of patients without performance issues.

Maintainability: The codebase should be modular and well-documented to

support future updates and improvements.
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CHAPTER 3

DESIGN AND METHODOLOGY

The design and implementation of the Al-based security system for intrusion

detection in medical sensor networks are carried out in multiple stages shown in

Figure 3.1. These stages address both functional and non-functional requirements,

ensuring that the system operates correctly, efficiently (in terms of performance), and

is user-friendly.
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Figure 3.1 Methodology Diagram
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3.1.1 Requirements
1) The requirements gathering process identified several crucial components.
i) Real-time anomaly monitoring to detect network irregularities.
iii) An alert system to notify administrators of potential security breaches.
iv) An Al model to identify and classify types of intrusions based on both

historical and real-time data.

v) Asecure logging system to track actions taken by administrators.

The system is divided into three main roles:

i) Admin: Monitors network status and views logs.

i) Sensors: Collect and send data to the intrusion detection system (IDS).

iii) Al Model: Detects anomalies and simulates potential attack scenarios.

3.1.2 Design

The design approach uses a modular architecture, ensuring that each component of
the system can be developed and tested independently. The system consists of the

following modules:

i) Sensor Network: Made up of sensor nodes that monitor health data and

network traffic. These nodes transmit packets to the IDS for analysis.

ii) Intrusion Detection System (IDS): Processes sensor data, applies the Al
model, and detects anomalies in real time. The IDS also simulates potential

attacks based on any detected intrusions.
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iii) Alert System: When an anomaly is detected, the alert system sends
notifications to the administrator.

iv) Logging Module: Keeps a detailed record of all interactions and actions
taken by the administrator to ensure accountability.

3.1.3 Implementation
The system is implemented using a combination of Django for the backend, and a

dashboard using for data visualization. The Al model is trained using the
CICloMT2024 dataset and deployed within the IDS.

3.2 Feasibility Plan

3.2.1 Resource Requirements

Hardware:

i) Multiprocessor machines with 4 cores for Al model training.

i) Multiprocessor machines with 2 cores each for testing and network

simulation.

Software:

i) Python-based machine learning libraries (e.g., Scikit-learn, TensorFlow).
i) Django for backend development. For real-time interaction between the
iii) dashboard and the backend.
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3.2.2 Risks Involved

The development of this system presents several potential risks:

i) False Positives/Negatives: The Al model may misclassify anomalies, leading

to incorrect responses to actual attacks or triggering unnecessary alarms.

ii) Scalability: As the sensor network expands, the system must be able to
handle the increased data volume efficiently.
iii) System Latency: Monitoring could experience latency issues, particularly in

larger networks.
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The domain model shown in Figure 3.2 outlines the core components of the system,

including the Admin, Sensor Network, Intrusion Detection System, and Alert System.

Each component interacts with others according to its specific role.

Oversees

Admin

+Manage Users

+Monitor Patient Health Data
+Review Detection Results
+Generate Invoices
+Approve Doctor Applications

Manages

N\

Approves

Doctor

+Apply for Job

+Monitor Assigned Patient Health Data

+View Patient Details
+View and Update Appointments
+Delete Attended Appointments

+Login(Admin Approval Required)

Patient

+Register for Hospital Admission
+Login

+View Assigned Doctor Details
+Bock and Manage Appointments
+View and Download Invoices

Accesses Data

Manages Appointments

pa

\

Provides Reports™

Sensor

AI_IDS

+Transmit Real-Time Data

+Capture Patient Health Metrics

+Detect Sensor Data Anomalies
+Analyze Network Traffic

+Log Intrusion Details

+Provide Detection Results

Sends Data

Analyzes Data

e

—

Provides Data

Server

+Process Data

+5Store Logs

+Handle Authentication
+Generate Detection Reports

Figure 3.2 Domain Model Diagram
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This section features sequence diagrams that illustrate the interactions and

workflows for each user role in the Al-based security system for medical sensor

networks. The diagrams display the messages exchanged between the users

(actors) and system components, highlighting how users interact with the system

to complete various tasks.

341 Login

The login sequence diagram for the Admin, Doctor, and Patient roles demonstrates

how each role interacts with the dashboard and database to authenticate credentials

and access their respective panels shown in Figure 3.3.

Admin Doctor Patient | Dashboard |

[ Database l

{ Admin Login

Log in

-~
F

Validate credentials
< Return user dstails
< Display Adminpanel |
1
1
: Doctor Login : i
1
Log in - |
- 1
Validate credentials !
1
< Return user details
1
< Pisplay Doctorpanel . ;
1
1 . . 1
{ Patient Login | :
1
Log in - E
Validate credentials _,
Ll
<. eturn patient details |
1
< Display Patient panel |
1
Admin  Doctor Patient " Dashboard | Database

L L R

Figure 3.3 Login Sequence Diagram
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This sequence diagram in Figure 3.4 shows how the admin can view security alerts.

The dashboard retrieves the latest alerts from the Al-based IDS and displays them,

enabling the admin to respond to potential threats in a timely manner.

Admin

Dashboard Al-Based IDS Database

[ 2 ==l
{ Admin Login §
Log in il
| Validate credentials L
< Return user details
<.Display Admin panel !
:View Security Alerts :
View security alerts =)
' Fetch alerts _
< Return alerts |
g Displayaledts . !
|
I 1
{ Generate Reports }
Generate reports ‘:
. Request report data .
E<.B.?!!!.O..E?RQ!.‘.E?.EQ ________________
o DISplayeport oo :
{ Manage Users
Manage users )
| Fetch user details o
g-Return userdata .
< Display user management options !
i Dashboard Al-Based IDS | | Database

Figure 3.4 Admin Sequence Diagram



37

3.4.3 Doctors

This sequence diagram in Figure 3.5 demonstrates how the Doctor interacts with the
system, including viewing patient data, receiving security alerts, and addressing

detected anomalies.

**Hospital Management System™* Admin Database
Doctor
Step 1: Apply for a job
**Apply for job**
Notify Admin for approval
< **Approve/Reject application*™
_ **Notify application status™
Step 2: Login to the system
**Login (Credentials)**
Validate credentials
**Credentials valid™
**Login successful**
<
Step 3: View assigned patient details
**View assigned patient details**
Fetch patient details
**Patient details**
4._._.....__...._...._._._._._...._.....__...._._..._._...__...._._ -
**Display patient details**
Step 4: Monitor patient health data
**Monitor assigned patient health data™
Fetch real-time health metrics -
**Health metrigs**
P **Display health metrics**
Step 5: Update appointment status
**Update appointment status™ -
Save updated status
**Status updated**
4.................................................................. -
**Appointment status updated successfully**
**Hospital Management System™* Admin Database
Doctor

Figure 3.5 Doctors Sequence Diagram
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This sequence diagram illustrates the Patient’s interactions with the system,

focusing on viewing their personal health data and receiving notifications about

any detected anomalies shown in Figure 3.6.

**Hospital Management System** Admin

Database
Patient
Step 1: Register for hospital admission
**Register for admission**
Notify Admin for approval N
"*Approve/Reject registration™”
**Notify registration status**
Step 2: Login to the system
**Login (Credentials)**
>
Validate credentials .
**Credentials valid?*
Sy
**Login successful**
Step 3: View assigned doctor details
“"View assigned doctor details™
Fetch doctor details
**Doctor details**
Al e meee e e e e m e eeedseeen e emeeemn e nam ]
**Display doctor details™*
Step 4. Book an appointment
**Book appointment**
Notify Admin to confirm appointment
**Confirm/Reject appointment**
p **Notify appointment status™*
Step 5: View and download invoices
**View invoices™*
Fetch invoice details
**Invoice details**
Tk ot ES
"Display and download invoice™”
**Hospital Management System** Admin Database
Patient

Figure 3.6 Patients Sequence Diagram
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3.45 New Registration

The sequence diagram for registering a new user as shown in Figure 3.7
emphasizes the admin’s role in completing the registration form, submitting user
details to the database, and sending an email notification to the admin upon

successful registration. This ensures proper user management and onboarding.

**Hospital Management System** Admin Database

New User

Step 1: User initiates registration

**Register for hospital admission**

P

Save user details

A4

**User details saved™
Step 2: Admin reviews registration

Notify Admin for registration approval

o

*“*Approve/Reject registration™

A

Update user status

“*User status updated™

4....
P “*Notify registration status**
Step 3: Registration complete
**Login credentials received™
**Hospital Management System** Admin Database
New User

Figure 3.7 New Registration Sequence Diagram
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The class diagram shown in Figure 3.5 illustrates how the Admin, Sensor Network,

Alert System, and Intrusion Detection System work together during an anomaly

detection scenario. Each actor plays a key role in a coordinated effort to identify and

address potential security threats.

Admin

+id: int

+name: string
+email: string

+password: string
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+analyzeNetworkTraffic() : : void
+detectAnomalies() * : void
+logintrusionDetails() : : void
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Server
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+IpAddress: string
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+password: string

-
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+monitorAssignedPatients() : : void
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+registerForAdmission() : - void
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Figure 3.8 Class Diagram Of Al-Based Security
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CHAPTER 4

IMPLMENTATION

Development Model

The development model focuses on creating a secure, efficient, and role-based

system for intrusion detection, hospital management, and patient sensor networks.

This system guarantees the confidentiality, integrity, and availability of sensitive

patient data, health metrics generated by sensors, and network traffic information.

Below is a breakdown of the model.

4.1.

1 Roles & Responsibilities

Admin:

i) The admin has complete access to the system, including managing users such
as doctors and patients.

i) Responsible for approving or rejecting user actions, including patient
admissions and doctor job applications.

iii) Monitors patient health metrics, including real-time sensor data such as heart
rate, oxygen levels, and temperature.

iv) Reviews intrusion detection alerts and accesses detailed reports generated by
the Al model for further analysis.

v) Regularly audits system logs to ensure operational accuracy and security
compliance.

vi) Does not have the authority to block network traffic or disable sensors
directly; such actions require escalation to the IT or security team.

vii) The admin has complete access to the system, including managing users such

as doctors and patients. The admin can generate and download patient
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invoices detailing treatment costs, room charges, and additional expenses.
Manages and approves patient appointments, assigning them to the

appropriate doctors.

Doctor:

i) Doctors can access the system only after their account is approved by the
admin.

i) Access is limited to the health data and sensor status of their assigned
patients.

iii) Can view patient details such as name, symptoms, and contact information.

iv) The doctor dashboard provides a real-time view of assigned patient health
metrics, including heart rate, oxygen levels, and temperature.

v) Can monitor trends and historical data for their patients to aid in medical
decision-making.

vi) Receives alerts about anomalies in sensor data, such as abnormal heart rates
or oxygen levels.

vii) Can view their scheduled appointments and patient discharge details managed
by the admin. Does not have access to overall system data, network traffic, or
other patients not assigned to them. Can update appointment status or mark it
as attended. The doctor dashboard is tailored to display patient-specific data

and actionable insights in a user-friendly manner.

Patient:

i) Patients can create an account for hospital admission and log in after
receiving approval from the hospital admin.

i) Can view the details of their assigned doctor, including specialization, contact
number, and address.

iii) Can check the status of their booked appointments, displayed as pending or

confirmed by the admin.
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iv) Could book new appointments, which require approval from the admin before
confirmation.

v) Can view and download the invoice in PDF format, but only after being
discharged from the hospital by the admin.

vi) Have access to real-time health monitoring data collected from sensors, such
as heart rate, temperature, and oxygen levels, displayed in a user-friendly
dashboard.

4.1.2 Backend Logic

Implementation Details

i) Django’s built-in authentication system (Django. contrib. auth) handles
user authentication.

i) Provides secure login/logout mechanisms and password management.

iii) Utilizes User model for storing credentials, roles, and permissions.

iv) Passwords are hashed and securely stored in the SQLite database using
Django’s default hashing algorithm (PBKDF2).

Process Flow

i) Users register with their credentials.
i) Credentials are validated against the SQL.ite database during login.
iii) A session is created upon successful login, ensuring secure access to the

system

Security Enhancements

i) Use Django middleware for protection against common web
vulnerabilities like CSRF and XSS.
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4.1.3 Database Structure and Usage

SQLite Integration

i) A lightweight database solution used to store user credentials, role
assignments, patient data, sensor metrics, and network traffic logs.

ii) Each table is optimized for its specific use case to ensure efficient query
performance for real-time operations

4.1.4 Relational Structure Overview

i) Admin — Doctors: Admin manages all doctors and their roles within the
system.

i) Admin — Patients: Admin oversees all patient-related activities,
including health data, doctor assignments, and appointments.

iii) Doctors — Patients: Doctors are linked to patients assigned by the
admin and can monitor their health data from sensors in real time.

iv) Patients — Sensor Data: Patients health metrics are collected via sensors
and securely stored, linked to both their profile and assigned doctor.

v) Admin — Sensor Data: Admin monitors all sensor data to ensure

system-wide consistency and security

4.2  Technical Architecture

This section describes the technology stack and architecture used to provide a secure,
scalable, and efficient Hospital Management System integrated with intrusion

detection and health monitoring capabilities.

421 Frontend

Built with HTML, CSS, JavaScript, and Bootstrap to create a responsive and user-

friendly interface for different roles.
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Admin Dashboard

i) Displays all users, system activity, patient health data, network traffic
visualizations, and intrusion alerts demonstrate in Figure 4.1.

i) Enables admins to manage users (doctors, patients), assign roles, and see
network traffic log of each patient sensor data.

& C | @ 127.00.1:8000/admin-dashboard e Qe - &

@ HOSPITAL MANAGEMENT -
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Total Doctor Total Patient Total Appointment
Approval Required : 0 Wants to Admil : 0 Approve Appoiniments -0

Dashboard

Doctor

@
&
&  Patient
-]

AT Intrusion Detection
Aleris Pending Review:
A DS

intrusion detection system

Recent Doctors Recent Patient

Name Department Mobile Status Name Symptoms Mobile Address  Status

Figure 4.1 Admin Functionalities

Doctor Dashboard

i) As shown in Figure 4.2 a list of patients assigned to the doctor, along with
their personal details and health data.

i) Provides real-time sensor metrics for each patient, including heart rate,
oxygen levels, temperature, and other relevant health parameters.

iii) Allows doctors to view and manage their appointment schedule, including
patient details for each appointment.

iv) Displays historical health trends for each patient to assist in tracking progress

and making informed decisions.
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Figure 4.2 Doctor Functionalities

Patient Interface

i) Displays personal health data collected from sensors, such as heart rate,
oxygen levels, temperature, and other vital metrics in an easy-to-
understand format shown in Figure 4.3.

i) Provides real-time updates of health metrics, helping patients stay
informed about their current condition.

iii) Allows patients to view historical trends of their health metrics, enabling
them to track progress or changes over time.

iv) Provides details of the assigned doctor, including specialization, contact
information, and address, for easy communication.

v) Enables patients to book, view, and manage appointments, showing the

status of each appointment (e.g., pending, confirmed).
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Figure 4.3 Patient Functionalities

4272 Backend

Developed using Django to manage data, enforce role-based access, and process real-
time health and network data.

Key responsibilities include:

i) Managing user authentication and role-based access control for admins,
doctors, and patients.

i) Handling health sensor data collection, storage, and real-time processing for
alerts.

iii) Serving results from an integrated intrusion detection system to flag
suspicious network activity.

iv) Sending role-specific alerts to admins.
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423 Database

SQLite is used during development and testing for its simplicity and ease of
integration with Django

Key Roles

i) User roles and permissions (Admin, Doctor, Patient).
i) Patient health sensor data (e.g., heart rate, temperature).
iii) Network traffic logs associated with patient sensors.

iv) Alerts for anomalies in health data or network activity

4.2.4 Al Model

An Ensemble Learning approach was utilized, combining.

i) Random Forest Classifier: For handling complex datasets and identifying
patterns in traffic features.
i) Gradient Boosting Classifier: For fine-tuned performance on edge cases and

better accuracy.

4.3 Model Workflow

4.3.1 Data Pre-processing

i) Missing values handled using mean imputation.
i) Dropped irrelevant columns (e.g., drate).

iii) Key Features: Rate, Srate, Protocol Type, ARP.
4.3.2  Training and Testing

i) Split labelled data into training and test sets.

i) Trained the ensemble model on key features to classify traffic data.
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iii) Evaluated model performance using metrics such as accuracy,

precision, recall, and F1-score.

4.3.3 Integration with Django

i) Deployed as part of a backend system in Django.
i) Processes real-time incoming traffic data.
iii) Analyses packet rates, protocols, and other network parameters.

iv) Flags suspicious activities and alerts administrators and doctors.
4.3.4  Classification Rules

i) DDoS: High Rate (>10,000) and Srate (>5,000).

i) DoS: Moderate Rate (>5,000) and Srate (>2,000).

iii) Recon: Specific protocol types indicating reconnaissance
activities (e.g., Port Scans).

iv) Spoofing: Low Rate (<1,000) with unusual ARP activity.

v) Normal Traffic: Any traffic not matching the above conditions.

4.4  Data Collection and Preprocessing

441 Dataset Overview: CIC IoMT 2024

The CIC Io0MT 2024 dataset as shown in Table 4.1 is a multi-protocol dataset
designed to simulate attack vectors in healthcare 1loMT (Internet of Medical Things)
environments. The data captures network traffic generated by IoMT devices such as
sensors, cameras, and other medical devices. It aims to assess IoOMT device security

against various network intrusions.
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Table 4.1 CIC IoMT 2024 Dataset Analysis

Attribute

Details

Dataset Name

CIC IoMT 2024

Purpose Simulating attack vectors and assessing IoMT device security in
healthcare.

Total Files 99 CSV files

Total Size 2.03GB

Data Types Network traffic data from loMT devices (sensors, cameras,
medical equipment).

Attack Types DoS, DDoS, Spoofing, Reconnaissance, MQTT Protocol
Attacks

Protocols TCP, UDP, HTTP, MQTT

Captured

Key Features

Packet size, timestamp, protocol type, source/destination IPs,
attack labels

Use Cases

IDS testing, cybersecurity research, machine learning model

development

Dataset Access

CIC IoMT 2024 Dataset [12]

4.4.2 Key Characteristics

Structure

i) Separate train and test folders.

i) Unlabelled datasets: Initially lacked attack class labels.

iii) Numerical features: Includes traffic statistics like Rate, Source

Features

Rate, Protocol Type, etc.

i) Traffic-related metrics: Rate, Source Rate, Packet Size, IAT

(Inter-Arrival Time).

i) Protocol details: Encoded as numeric values in Protocol Type.



https://www.unb.ca/cic/datasets/iomt-dataset-2024.html
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iii) Anomaly indicators: Flags (e.g., SYN, ACK) and features like
ARP.

Labeling Objective
Map rows to attack types such as:

i) Normal traffic.

i) DDoS (Distributed Denial-of-Service).
iii) DoS (Denial-of-Service).

iv) Recon (Reconnaissance).

v) Spoofing.

4.4.3 Data Collection

i) Source: Train and test folders contain CSV files capturing IoMT device
traffic data.

i) Integration: All CSV files were loaded and combined using a custom Python
script. This ensures uniformity in processing across the dataset.

iii) Dataset Link: https://www.unb.ca/cic/datasets/iomt-dataset-2024.html [12]

4.5  Pre-processing Steps

45.1 Handling Missing Data

Missing values were replaced using the mean of the respective columns, ensuring

that the dataset remains complete without introducing bias as shown in Figure 4.4.

Combined preprocessed data saved to combined preprocessed data.csv
Preprocessed Train Data Shape: (7558787, 46)

Preprocessed Test Data Shape: (778746, 46)

Figure 4.4 Pre-processed data


https://www.unb.ca/cic/datasets/iomt-dataset-2024.html%20%5b12
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45.2 Column Selection

Dropped irrelevant or redundant columns (e.g., drate) shown in Figure 4.5.

Zero variance columns to drop: ['Drate’, 'dataset’]

Figure 4.5 Column Selection

453 Feature Preparation
Kept core features demonstrate in Figure 4.6/4.7:

1) Srate (Source Rate): Key indicator of potential flooding attacks.

i) Rate: Overall traffic rate.

iii) Protocol Type: Encoded as integers, providing protocol-level
information.

iv) ARP: Used to identify spoofing attacks.
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45.4  Labelling
Applied custom rules to classify data into five categories:

i) 0 (Normal): No anomalies detected.

i) 1(DDoS): High Rate and Srate.

iii) 2 (DoS): Moderate traffic rates, not as intense as DDoS.

iv) 3 (Recon): Specific protocol types used for reconnaissance.

V) 4 (Spoofing): Low rRate combined with unusual ARP activity.

Updated dataset saved to labeled_data.csw

Figure 4.8 Labelled Data

455  Classification Approach

Model: Ensemble Learning
An Ensemble Learning approach was used shown in Figure 4.9 for robust and

accurate classification.

e Random Forest Classifier

i) Handles large datasets with high-dimensional features.

i) Provides feature importance scores.
e Gradient Boosting Classifier

Improves accuracy on edge cases by combining weak learners.

VotingClassifier

rf gb

L Ra:jc:?:reszclassifieré L E:adie:t3:cEti:gCLassifiE:g

Figure 4.9 Ensemble Model
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4.5.6 Model Training Workflow
Training

i) Features used: Rate, Srate, Protocol Type, ARP.
i) Labels: Attack class (0 to 4).

iii) The ensemble model was trained using cross-validation for better
generalization shown in Figure 4.10.

X_test = test_data[[ 'Srate’,

rf_model stimators 8, random_ state=42)

gb_model (n_estima s=188, random_state=42)

ensemble _model =

gb", gb model)],

ensemble model.fit(X_train, y_train)

VotingClassifier

rf gb

L Ra:j:r?:rss:-:lassifie:; [ C—:ajie:tB:csti:gC;assifis:E

Figure 4.10 Model Training
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Testing Results
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The performance of various IDS models for 10T is presented, highlighting accuracy

rates from different techniques and datasets shown in Table 4.2. The results show

that deep learning and ensemble models consistently achieve high accuracy, with

LSTM-based models reaching 100% on specific datasets.

Table 4.2 IDS Models and Their Performance in loT

Paper Techniques Used Dataset Accuracy | Year
Ensemble-Based | CNN-LSTM, CNN- | Custom Dataset | 99.7% (CNN- | 2023
Deep Learning GRU, Ensemble LSTM),
Models for loT Voting 99.6% (CNN-
IDS [13] GRU)
Deep Learning LSTM, DAE-SVM NSL-KDD, 100% (LSTM) | 2022
Models for loT UNSW-NB15
IDS [14]
An Ensemble SVM, Decision KDDCUP99 99.8% 2021
Approach to IDS Tree, RF
in loT [15]
Hybrid IDS for CNN, RNN CICIDS2017 99% 2020
loT [16] (GRU/LSTM)
Lightweight IDS CNN, GRU Bot-loT 97% 2019
for 10T [17]
Al Security in Ensemble Model
) (Gradient
Medical Sensor CICloMT2024 99% 2024

Network

Boosting, Random
Forest)
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This confusion matrix in Figure 4.11 shows the performance of the IDS model in
classifying 10T network traffic. It shows the true positive, true negative, false
positive, and false negative values, providing insights into the model's ability to
correctly identify normal and anomalous instances. The matrix highlights the model's

accuracy and potential areas for improvement in detection.

Confusion Matrix
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400000
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=
2 o o o 577939 o - 200000
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3 - o o o o 6638
T T T T T D

Figure 4.11 Confusion Matrix
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This Figure 4.12 displays the classes that were accurately predicted by the IDS
model. It highlights the model's effectiveness in classifying normal and malicious
network traffic, showing the proportion of instances correctly identified across
different categories. This visualization helps assess the model’s reliability in

detecting various types of 10T threats.

Confusion Matrix
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Figure 4.12 Correctly Predicted Classes

This classification report shown in Figure 4.13 summarizes the performance of the
IDS model across various metrics, including precision, recall, F1-score, and support
for each class. It provides a detailed evaluation of the model's ability to correctly
classify both normal and malicious traffic, offering insights into its strengths and

areas for improvement in handling 10T network threats.
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Figure 4.13 Classification Report
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This Figure 4.14 presents the classification metrics, including precision, recall, and

Fl-score, for each attack type detected by the IDS model. It helps to evaluate the

model's performance in identifying different attack vectors, showing how well the

system distinguishes between various loT-related security threats.

1.0+

0.8

0.6

Score

0.4 1

0.2 4

0.0 -

45.8

Classification Metrics by Attack Type

B precision
e recall
B fl-score

Attack Type

Figure 4.14 Classification Metrics by Attack type

Deployment Workflow

Backend Framework

i) Deployed the trained Ensemble model using Django.
i) Integrated with network traffic monitors in healthcare

environments.
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CHAPTER 5

USER MANUAL

51 User Manual

In this section, we are creating a user manual where all the users will be able to get
information about the website and how to perform different functions. We will also
guide the user on what different buttons and links will do when the user clicks on

them and how to navigate through our website.

5.1.1 Home Screen

When you visit our web application shown in Figure 5.1, you will be on the home
page, and you will see different sections on our home page like the following.

C | ® 12700.1:8000 A 5 3| P e

0 HOSPITAL &0 Admin & Doctor & Patient © About Us & Contact Us

YOU’LL LOVE THE WAY WE CARE FOR YOU

Emergency?

TAKE APPOINTMENT

Why Choose Us?

At Our Care Center, we prioritize your health and well-being. We offer state-of-the-art facilities, experienced professionals, and a

Figure 5.1 Web Page Interface of IDS in HMS
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5.1.2 Dashboard & navigation

Doctor Patient

ORORONO)

Made with *  in Pakistan

Copyright © 2024 Al-Based Security in HMS

Figure 5.2 Admin, Doctor, and Patient dashboard

This page in Figure 5.2 represents the Admin Dashboard of the Al-based Security
System for Medical Sensor Networks. It provides different user roles Admin, Doctor,
and Patient with a tailored interface to manage and monitor the system's security and

functionality.

5.1.3  Admin Login Page

The login page has fields where users can enter their username and password. Once
entered, users can click the Login button to authenticate and gain access to the
system. For those who are new, there is an option to Sign Up and create an

account as show in Figure 5.3.



< C @ 127.0.0.1:8000/adminlogin 2 A o ® o [ o

0 HOSPITAL  20Admin & Doctor & Patient © About Us Contact Us

Admin Login Page
haif123

Do not have account? Signup here

ONONONO) !

Figure 5.3 Admin Login Page
514  Admin Dashboard

The Admin Dashboard summarizes activity throughout the system and provides
quick links to manage users, track performance, and view security alarms. Admins
can control user accounts by creating or deleting users, and they can also view
system reports, such as user login activities and security incidents. Additionally, it
displays critical information like live sensor data or analytics, which aid in decision-

making and monitoring as shown in Figure 5.4.

- O 1378818000 St . 5 O = -

HOSPITAL MANAGEMENT

Inbrusson Dedechion
Sierhy Pemiirn frme

Haime Symptams  Mabde Aseresi  Stitus

Figure 5.4 Admin Dashboard
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5.1.5 Admin Manage Doctors

& C @ 127.004:8000/admin-doctor )@ @l¢= - M@

HOSPITAL MANAGEMENT

Appointment

A DS
intrusion detection system

Figure 5.5 Admin Manage Doctors

The Doctor’s Interface within the Al-based Security System for Medical Sensor

Networks allows the admin to Shown in Figure 5.5:

i) View Doctor records
i) Add new Doctors

iii) Approve new Doctors

5.1.6  Admin Manage Patient

In Figure 5.6 Admin Dashboard enables an admin to view patient details, such as
health data, assigned doctors, and appointment statuses, and manage patient records.
Admins can also add, edit, or delete patient information, helping to keep the system
updated. It provides a unified interface for managing patients efficiently and tracking

necessary actions.



<« O @ 127.0.0.1:8000/admin-patient & ® = - @

HOSPITAL MANAGEMENT

@ Patient Record

%
o~

Dashboard
Doctor
Patient
Appointment

A DS
intrusion detection system

Figure 5.6 Admin Manage Patient

5.1.7  Admin Manage Appointments

The Admin Dashboard helps admins manage appointments by viewing, scheduling,
and approving or rejecting them. Admins can assign patients to doctors and monitor
appointment statuses. The dashboard is user-friendly, ensuring seamless appointment
management as shown in the Figure 5.7.

& C | @ 127.00.:8000/admin-appointment v ® Gl - O

HOSPITAL MANAGEMENT

View Appointment

Dashboard
Doctor

Patient

Appointment

A DS
intrusion detection system

Figure 5.7 Admin Manage Appointments
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5.1.8  Al-Based Intrusion Detection Dashboard

As shown in Figure 5.8 Admin Dashboard helps admins to monitor the Al-based
intrusion detection system, providing real-time alerts and notifications of security
threats. It allows admins to assess system performance, identify anomalies, and
respond to potential cyber threats. The dashboard also displays network traffic and

attack patterns, enhancing security management.

HOSPITAL MANAGEMENT

€

Admin

Al-Based Intrusion Detection Dashboard

Attack Type Detected Patient ID Patient Name Detection Time
Dashboard Normal [ Not Detected | 1 ali 2024-11-26 07:20:26
Doctor Normal [ Not Detected | 1 ali 2024-11-26 07:20:25
Patient

Normal 1 ali 2024-11-26 07:20:25
Appointment

Normal Not Detected 1 ali 2024-11-26 07:20:25

A DS
TR LR AL ST Normal Not Detected 1 ali 2024-11-26 07:20:25
Normal Not Detected 1 ali 2024-11-26 07:20:25
Normal 1 ali 2024-11-26 07:20:25

Figure 5.8 Al-Based Intrusion Detection Dashboard

5.1.9 Doctor Login View

The Doctor Login page allows doctors to securely access the system by entering their
username and password. After successfully logging in, doctors can view patient
details, appointments, and health data. For new doctors, there is a sign-up option to

create a new account as shown in Figure 5.9.
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< C @ 127.0.0.1:8000/doctorclick & ® a = - O

Q HOSPITAL  2cAdmin &Doctor & Patient @AboutUs & Contact Us f v ©

Hello, Doctor

Welcome to the Hospital Management System. Access all features after Login/SignUp.

&+ Apply = Login

® ©® @6

Made with * in Pakistan
Copyright © 2024 Al-Based Security in HMS

Figure 5.9 Doctor Login View

5.1.10  Doctor Login Page

Figure 5.10 shows Doctor Login page which allow doctors to securely access the
system by entering their username and password. After successfully logging in,
doctors can view patient details, appointments, and health data.

0 HOSPITAL  20Admn  &Doctor & Patient @AboutUs & Contact Us

Doctor Login Page
haif123

® ®
Figure 5.10 Doctor Login Page
5.1.11 New doctor registration
Figure 5.11 shows registration page for the new doctors in the hospital. Doctors have

to give his/her full Name, Username, Password, specialization, Mobile no, Address

and had to uploads his/her picture for successfully registration in the hospital.



] (@ 127.0.0.1:8000/doctorsignup 2 % ® O 7= e g
0 HOSPITAL 2oAdmin & Doctor & Patient © About Us Contact Us
Register In Hospital
First Name Last Name
naif123 e
Cardiologist v Mobile
Address Choose File | No file chosen

Already have an account? Login here

Figure 5.11 New doctor registration

5.1.12 Doctor dashboard

The Doctor Dashboard allows doctors to view assigned patient details, including
health data, symptoms, and appointment history. Doctors can manage appointments,
mark attendance, and update patient treatment status. As shown in Figure 5.12
Doctor’s dashboard provides an easy interface to track and monitor patient health

and manage appointments efficiently.

&« C (@ 127.0.0.1:8000/doctor-dashboard ¥ ® o 7= o My

HOSPITAL MANAGEMENT

Appointments For . Patient Under You @ Your Patient
You
Recent Appointments For You
PatientName Picture Description Mobile Address Date

Discharged

Figure 5.12 Doctor dashboard
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5.1.13 Doctor Mange Patients

The Doctor Dashboard allows doctors to view and manage patient details, including
symptoms, health data, and treatment progress. Doctors can update patient status,
schedule follow-up appointments, and track medical histories. Figure 5.13 provides
total patient list for doctors to manage patient care and treatment.

&< C (@ 127.00.1:8000/doctor-view-patient P & a = - m

HOSPITAL MANAGEMENT

Search

Your Total Patient List

Name Profile Picture Symptoms Mobile Address

shahbaz shahbaz brain 03056580830 haflzsons
i

Figure 5.13 Doctor Manage Patients

5.1.14 Doctor Views Discharge

In Figure 5.14 Dashboard allows doctors to view the list of discharged patients,
including their treatment history and discharge details. Doctors can access patient
reports after discharge and review any follow-up instructions. This helps ensure

continuity of care even after the patient has been discharged from the hospital.
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< @ @ 127.0.0.1:8000/doctor-view-discharge-patient 7

HOSPITAL MANAGEMENT

Your Discharged Patient List

Admit Date Release Date Symptoms Mobile Address

Made in Pakistan
Copyright © 2024 Al Based Security in HMS

Figure 5.14 Doctor Views Discharge

5.1.15 Doctor View Patients Vitals

In Figure 5.15 Dashboard allows doctors to view real-time patient vitals, including
heart rate, blood pressure, temperature, and oxygen levels. Doctors can monitor
changes in patient health and adjust treatment plans accordingly. The dashboard
provides an easy-to-navigate interface for tracking and reviewing vital signs over

time.
& C @ 127.00.1:8000/doctor-p-vitals o) 0® @l - 4

HOSPITAL MANAGEMENT

search
Patient Vital Stafistics
Name Heart Rate Temperature Blood Pressure Oxygen Level Last Updated
shahbaz shahbaz 80 bpm 374°C 120175 94 0% 2024-11-27 15:06:15

shanhbaz shahbaz 104 bpm 36.8 °C 122/73 92.0% 2024-11-26 07:19:52
@ Dashboard

& patent

shahbaz shahbaz 86 bpm 373°C 113/70 98.0% 2024-11-26 05:41:29

B appointments

Figure 5.15 Doctor View Patients Vitals
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5.1.16 Doctor Manage Appointment List

The Doctor Dashboard allows doctors to view and manage appointment listings,
including scheduled, pending, and completed appointments. Doctors can mark
appointments as attended, update patient status, and reschedule appointments if
necessary. Figure 5.16 dashboard helps doctors efficiently track and manage their

daily appointment schedules.

&< © @® 127.0.0.1:8000/doctor-view-appointment & ® & ¢ - q

HOSPITAL MANAGEMENT

Your Appointments

Patient Name Picture Description Mobile Address Appointment Date

Made in Pakistan
Copyright © 2024 Al Based Security in HMS

Figure 5.16 Doctor Manage Appointment List

5.1.17 Patient Login View

Figure 5.17 shows Patient Login page allows patients to securely log in by entering
their username and password. After successful authentication, patients can view their
health data, upcoming appointments, and doctor details. New patients can sign up by

creating an account through the Register Your Account button.
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« C @ 127.0.0.1:8000/patientclick P ® Q= - O

@ HOSPITAL  2oAdmin  &Doctor & Patient ©@AboutUs & Contact Us

Hello, Patient

Welcome to the Hospital Management System. Access features after Login/SignUp.

&+ Register Your Account = Login

a in P
Copyright ® 2024 Al-B; urity in HMS

Figure 5.17 Patient Login View

5.1.18 Patient Login

As shown in Figure 5.18 Patient Dashboard allows patients to login to their account.
If any patient admits first-time sign-up option is also available in this page. The
dashboard provides an easy way to manage health-related tasks and communicate
with healthcare providers.

« O (D 127.0.0.1:8000/patientiogin 2 0 (] o = - M

@ HOSPITAL  2cAdmin & Doctor & Patient ©@AboutUs B Contact Us

Patient Login Page
‘ haif123 | e

Do not have account? Signup here

®®®® .

Figure 5.18 Patient Login

5.1.19 New Patient Registration

New Patient Registration Dashboard allows new patients to register their account.

This is only for the patients who admits for the first time as shown in Figure 5.19.
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0 HOSPITAL 20 Admin & Doctor & Patient © About Us Contact Us ‘ f v @

Register to Hospital
First Name Last Name
Username Password
Address Mobile Number
Symptoms Name and Department v

Choose File | No file chosen

Already have an account? Login here

Figure 5.19 New Patient Registration

5.1.20 Patient Dashboard

The Patient Dashboard shows patients name their available appointments with
doctors. Dashboard in Figure 5.20 also displays the patient status of existing
appointments.

&) (@ 127.0.0.1:8000/patient-dashboard o ® b = - O

HOSPITAL MANAGEMENT

naif naif heart pain 03056580830
Doctor Name Symptoms. Doctor Mobile

hafizsons Dermatologists Nov. 29, 2024
Doctor Address Doctor Department Admit Date

Figure 5.20 Patient Dashboard
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5.1.21 Patient Manage Appointments

The Patient Dashboard allows patients to view available appointments with doctors
and book new ones. Patients can select a date and time, choose their preferred doctor,
and confirm the appointment. Dashboard in Figure 5.21 also displays the status of

existing appointments, such as pending or confirmed.

&< O @ 127.0.0.1:8000/patient-appointment Pa g ® o o e 9

HOSPITAL MANAGEMENT

View Your Appointment

o
Patient

@ Dashboard

8 Appointments
4 Doctors

3 Discharge

% Health Monitoring

f ® B8

© 2024 Al Based Security in HMS. Made with in Pakistan.

Figure 5.21 Patient Manage Appointments

5.1.22 Patient View Health Data

As shown in Figure 5.22 Patient View Health Dashboard allows patients to view
personal health data, including vitals like heart rate, blood pressure, and medication
history. Patients can track their appointments, check the status of scheduled visits,
and view assigned doctor's information. The dashboard provides an easy way to

manage health-related tasks and communicate with healthcare providers.



@ Dashboard
E2 Appointments
4% Doctors

< Discharge

‘% Health Monitoring

HOSPITAL MANAGEMENT

Real-Time Health Monitoring for Ahsan Igbal

Monitoring your vitals in real time for proactive healthcare.

Vital Reading
Heart Rate 87 BPM
Temperature 371°C
Blood Pressure 126/89
Oxygen Level 920 %
Heart Rate 120 BPM
Temperature 36.8°C

Status

Normal

Normal

Normal

Normal

High

Normal

Last Updated

Nov. 29, 2024, 12:29 pm

Nov. 29, 2024, 12:29 p.m

Nov. 29, 2024, 12:29 p.m

Nov. 29, 2024, 12:29 pm

Nov 29, 2024, 1214 pm

Nov. 29, 2024, 12:14 p.m

Figure 5.22 Patient View Health Data
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CHAPTER 6

CONCLUSION AND RECOMMENDATIONS

6.1 Conclusion

The Hospital Management System, integrated with health monitoring and intrusion
detection capabilities, represents a significant advancement in utilizing technology to
improve patient care, secure data management, and operational efficiency in

healthcare. The system's architecture ensures that:

i) Admins can manage hospital workflows, monitor patient health data in real-
time, oversee network traffic, and respond to alerts regarding anomalies.

i) Doctors can access their assigned patient data, manage appointments, and
track patient health trends from their dashboard.

iii) Patients can monitor their health metrics, schedule appointments, and stay

informed about their treatment, all while keeping their data secure.

The backend, built using Django and combined with Al models for
intrusion detection, provides a secure and efficient platform that serves all user roles.
This system also monitors network traffic to ensure data integrity and compliance
with regulations such as HIPAA and GDPR.

This integration of healthcare and cybersecurity not only enhances
patient care but is essential in addressing the growing threat to data security. It offers

a unified solution that tackles both challenges effectively.
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6.2 Recommendations

In conclusion, the system can be greatly enhanced by incorporating real sensor data
collected from 10T devices, allowing it to operate in a live environment and
improving its overall accuracy and reliability. This real-world implementation would
provide valuable insights into both patient health and network security, making the

system more practical and impactful.

Moreover, the system has the potential to be monetized by offering tiered
subscription plans for hospitals, clinics, and healthcare providers. As the system
evolves, it can expand to address a broader range of healthcare needs by refining its
features and integrating additional modules such as pharmacy or insurance

management.

Launching the system as a Software-as-a-Service (SaaS) platform would ensure
scalability and simplify deployment for users. Collaborations with healthcare
providers for pilot testing and ongoing feedback would further validate the system
and drive continuous improvements, positioning it as a sustainable and profitable

resource in modern healthcare management.
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APPENDICES

Appendix A: Dataset Details

In this section, a detailed description of each dataset used in the system is provided,
along with their attributes and their application in intrusion detection. The datasets
covered include CICIoMT2024, NSL-KDD, Bot-loT, and CICIDS2017.
CICloMT2024 specifically highlights attacks like DoS, DDoS, spoofing,

reconnaissance, and issues related to the MQTT protocol.
Appendix B: Machine Learning Models

This section details the Al techniques used, such as CNN-LSTM and CNN-GRU for
detecting anomalies in time-series data, and Random Forest for classification tasks.
The evaluation of these models is done using metrics like accuracy, precision, recall,

and F1-score.

Appendix C: System Architecture

This section provides detailed explanations and diagrams illustrating the system
components, including the frontend interface for user roles, integration of Django
with the backend, and the database structure using SQL.ite. The Al modules handle

the processing of sensor data streams effectively.

Appendix D: Testing and Validation Results
Includes testing outcomes of machine learning models, with accuracy and F1-scores,
and system performance metrics such as real-time data handling and anomaly

detection response.

Appendix E: Security Threats Addressed
Descriptions of threats detected by the system, including DoS, DDoS, spoofing,
reconnaissance, and MQTT attacks. Focus on safeguarding data integrity and

preventing network breaches in medical sensor environments.
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Appendix F: Implementation Details
Step-by-step breakdown of project execution, covering data preprocessing, model
training, backend integration, and deployment on a local network server with medical

sensor data streaming.

Appendix I: Future Enhancements
Suggestions for integrating Electronic Health Records (EHRS), predictive analytics
for anomaly forecasting, and automated threat response mechanisms to improve

scalability and system security.
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