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Online Car Auction Application

[bookmark: _Toc197873467]ABSTRACT
The automotive industry is undergoing a significant transformation, shifting from conventional sales methods to digital platforms. This shift has given rise to online car auctions, providing buyers and sellers with greater accessibility, efficiency, and security in vehicle transactions. This project introduces an Online Car Auction Application, a mobile-based platform that facilitates real-time auctions, allowing users to engage in a seamless and transparent car trading experience. By eliminating geographical limitations and enhancing bidding efficiency, this application aims to revolutionize the automobile auction industry.
The Online Car Auction Application leverages modern technologies to optimize auction processes and overcome the challenges associated with traditional auctions. The system integrates real-time bidding functionalities, ensuring immediate bid updates and reducing latency issues. Additionally, it incorporates secure wallet system, to facilitate smooth and protected financial transactions. To enhance user experience and security, the platform features user authentication, vehicle verification, real-time bid updates, and a payment system to prevent fraud and unauthorized activities.
By combining cutting-edge technology with user-centric design, this application addresses the inefficiencies of traditional car auctions and sets new standards for accessibility, transparency, and security. With continued development and refinement, this platform has the potential to become a leading solution for online car trading, making vehicle auctions more reliable and widely accessible to a global audience.
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[bookmark: _Toc216161117][bookmark: _Toc198813475]Background

Industries are turning to online solutions for increased accessibility and efficiency as a result of the quick development of digital platforms. Real-time online platforms are replacing traditional car auctions, and the automotive industry is no exception. Participants in traditional auctions are frequently required to be physically present, which restricts access, lessens competition, and decreases the efficiency of the entire process. There is a clear need for a creative and expandable solution, and online car auction platforms have become a game-changer for the automotive sector.
Digital transformation continues to penetrate the global automotive market and online car sales and auctions are becoming more popular as a means to provide real flexibility and convenience. As consumers continue to seek seamless and efficient opportunities in the buying and selling of cars, digital auction platforms provide an alternative to traditional in-person auctions. Sellers are provided an option to "display" their car to a wider audience while buyers have the opportunity to "see" what options are available to them without being physically present. The positive features of online car auction platforms greatly exceed those associated with traditional methods of sale.



In addition to providing a larger audience and extend the number of participants, interactive platforms typically at least maintain or improve their value proposition on transparency and user engagement. The improvement of transparency and user engagement is essential for engaging market participants. The modern use of technology means that there is an opportunity to reach a wider marketplace and enable buyers to engage with an auction at through any place in the world. True increased participation allows for more competition and ultimately lead to fairer market rates or pricing for both buyers and sellers.
Furthermore, online car auctions eliminate costs and constraints presented in traditional auction houses in order to add efficiencies for buyers, sellers and re-sellers. The aforementioned automation to bidding steps and auto transfer of purchased vehicles will also create dependable, and faster, completion of the process with these systems. Another significant point is an area of opportunity for online auctions, which comes from offering live, engaging, mechanics of notification and, updates in real-time. Many traditional auctions lack opaqueness to buyers who may face difficulties operating in a timely fashion, tracking bids and verifying vehicle condition. Online auctions offer live bidding systems, instant notifications, and AI generated bidding recommendations to provide clarity, engagement and uncertainties undergraduate level competition and fair marketplace potential. Finally, secure payments and identity verification will cut down on trust issues and risks of fraudulent merit for trade to buyers and sellers operating in an online auction.



[bookmark: _Toc198813476]Problem Statements

Conventional car auction systems face several challenges:
· Geographic and Time Restrictions: Buyers and sellers must be on-site at the auction location, which restricts participation and competition. This limits access and potentially excludes buyers and sellers otherwise interested in 

getting on board with the auction. The transactional nature of these auctions normally provides a defined start and end location. Hence, the auction is located in a specific locality and it can be impossible to participate in any you like from different areas. 

· Manual Inefficiencies: Human mistakes with the aging manual way of managing bids and auctions can result in unjust pricing and misunderstandings. Not to mention, with a traditional auction where the bids are handled by hand, the risk will always perpetuate the means of clerical error, misunderstandings, or auction manipulation to a point it destroys the trustworthiness of the auction system and hence puts both parties at risk. Moreover, because there is no automation, it drags the process out, causing deal finalization time to slow considerably.

· Security Issues: Traditional auctions do not guarantee a secure transaction process. Buyers and sellers are typically reliant on third-party intermediaries to conduct the transaction for them, thus have increased risk for fraud. There is also typically a lack of user verification. This also enables scammers to have an easier entry point into the systems analysis and purchase options. Furthermore, there're little checks to verify illegitimate action arbitrary, like fake buyers or inappropriately listing non-authentic vehicles' listings.


· Limited Transparency: Purchasers usually do not receive information about bids, auction advancement or vehicle condition in real-time, which diminishes trust. Traditional auctions especially do not give circumstances and reports regarding the vehicle being auctioned. Transparency is important and even as bidders are interested in competing, they are not going to bid on a vehicle without complete verification of information. It makes it difficult in general to bid on the vehicles and not receive real notice on the bidding 

process especially when they have lost their chance to bid by missing a notice. This makes the auction less competitive.


[bookmark: _Toc198813477]Aims and Objectives

i) Develop a real-time bidding system that can provide instant updates to the listing of items in auction, as well as the status of latest bids. 
ii) User authentication and verification is to be implemented that can prevent unauthorized access.
iii) Establish secure payment platform.
iv) Improve the user experience by incorporating existing AI-based recommendation systems that learn user behavior, interactions and preferences that suggest relevant car listings to the user. 
v) Incorporate existing AI-based fraud prevention algorithms to protect the credibility of the auction and security of transactions. 
vi) Update users in real-time about anything related to engagement with the auctions, starting, outbids, payment status etc.


[bookmark: _Toc198813478]Scope of Project

The Online Car Auction Application is not just a tool for one specific user group; it is designed to encompass multiple stakeholders, including buyers, sellers, vendors, and administrators. For example, buyers will gain access to all types of vehicles, will not have a physical constraint when it comes to bidding, and will be able to see the bidding process in real time, maintaining visibility and transparency. Sellers will have a wider audience and will have access to a more competitive audience of buyers, ultimately generating a better deal. 



The application will be scalable to support real time outreach, making the application functional for car auctions presently and in the future. A potential future expansion would be to support a global reach including multi-currency support and multi-language interfaces, demonstrating a new avenue for cross-border transactions. This type of application introduces operational efficiency, reduces operating costs, increases user participation and will revolutionize the car auction activity.

Some of the ancillary vendors, such as financing companies and insurance companies, can leverage the auction process and offer their services directly to buyers and sellers in real-time, that will create yet another revenue stream. The administrative workers will have administrative functions for the monitoring of the auctions, the verification process for vehicles being listed, and any disputes that might take place with the auctions, to keep a level playing field and applicable good faith standards. 
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[bookmark: _Toc198813480]Background

Digital commerce has become common place, and it is now being applied to car auctions. Auction houses offer better accessibility, security and efficiency than, traditionally have constrained their ability to auction and purchase. Digital auction platforms typically lack automation, updates and fraud prevention protocols. They become inefficient and defective at an incredible rate with little ability for bidders and sellers to manage auctions of vehicles. Further, the demand for online vehicles including cars, trucks, motorcycles, etc. is on the rise, as people want to conduct business online either for convenience or to save time. They want a way to conduct auctions that are secure, efficient and transparent.
Many studies have indicated that among the popular markets that are moving to digital marketplaces, automobile auctions have gained in popularity; nevertheless, plenty of such sites indicate that many of them lack auction driven features like updates, AI for personalized, visual detection of fraud, auditing and other transaction security mechanisms. To date, platforms with live updates, auction driven price prediction engines, AI powered audits for fraud detection, cryptographic based payment with structured rules of engagement remains largely unexplored in existing platforms.


This literature review provides an overview of existing auctions, highlights developments relevant to systems focused on secure, transparent, and efficient auctions using AI and lots more. Ultimately by defining the application of real time updates, AI, and the protocols of a reliable payment gateways, the goal and overall idea is to correct the weaknesses of traditional online car auction systems.


[bookmark: _Toc216161120][bookmark: _Toc198813481]Recent Research Insights

More recent advances to online auctions have focused on secure payment systems, AI-driven bidding optimization, and real-time dissemination of auction data, and the research suggests the followings:

· Most current online car auction sites exist as websites and treat them as a way to list cars and designate interested bidders. While this method includes key functionality like car listings and facilitating bids, it only works with mobile users on a 5” screen. With no dedicated apps, mobile users will take longer to view a car and bid on it. Users will avoid engaging the online auction/delivery method because of less-than-ideal performance. A mobile-first strategy is essential to engaging users, including immediate notifications, and better enhancing their smartphones or tablets. 

· AI-driven recommendation engines have delivered significantly more customer engagement in e-commerce by analyzing user preferences, user browsing histories, and purchasing tendencies to offer users similar products based on earlier searches. Car auctioning platforms have not yet fully adopted an AI-driven recommendation engine and are still using targeting systems similarly to others e-commerce categories. Identifiable machine learning algorithms in auctions can assist in matching buyers with cars based on their previously viewed vehicles including their preferred makes/model and 


budget, ultimately delivering user satisfaction and potentially more transactions.

· Many auction platforms experience fraudulent activity, such as fake bidding activity, and identity fraud and transaction fraud. Some auction companies don't provide the user with protective measures which can leave the user susceptible to scams. A good fraud detection system utilizing AI algorithms can also continuously monitor bidding patterns over a period of time, consistently identify deviations in those bidding patterns, and identify suspicious transactions. Secure payment gateways, with multi-factor authentication and escrow services can help build trust and provide security in online car auction transactions.

· Many auction platforms fail to inform users about ongoing and upcoming auctions which create missed bidding opportunities. Real-time or push notifications provide instant updates to users, like when a new car is added, if their bid on a car is changed, or if auctions start or end times have changed, or if they receive payment confirmations. The notifications help encourage active bidding participation, keep the user informed, and prevent them from missing an important auction event.


[bookmark: _Toc198813482]Filtering Criteria for Studies

In order to maintain relevancy studies were filtered based on:
· Research that has been published in the last five years.
· Applications related to the automotive commerce and auction processes.
· Studies that provided real world applications and implementations for auction technologies.


[bookmark: _Toc198813483]Rules for Study Exclusion

Several studies were filtered out due to:
· Lacking a real-time bidding mechanism.
· Lacking fraud detection or security features.
· Immobile compatible solutions that are merely desktop-based applications.
· Studies that lack empirical testing of auction systems in unrelated industries.


[bookmark: _Toc198813484]Area of Study

In many traditional online auctions, latency is an issue where bid updates are delayed, resulting in less efficient auction flows and missed opportunities for buyers. This project studies how real-time bid synchronization across all users improves latency issues. With low-latency, event-driven communication, the whole auction process feels more fluid and competitive, while allowing users to respond quickly to bid changes without refreshing the page, or suffering from latency.
While it is generally considered accepted behaviour, fraud is a huge issue in online auctions and is very difficult to fight against. Some users will bid without any intention to purchase, while other users will create multiple accounts to code themselves into the continued bidding process, while others will try to make purchases without authorization. This study reports on similar AI-based fraud detection public policy models and techniques that analyze bidding activities, detect patterns, and real-time flag and raise suspicion on fraudulent activities.
Most online car auction platforms are designed without a degree of personalization features for their users making it difficult for them to find vehicles that match their desires. This research examines the potential integration of AI-powered recommendation engines that, based on analysis of search history, bidding habits and user preferences, propose tailored car recommendations. 

Machine learning models will progressively enhance recommendations through continuous user engagement. The ultimate goal is to direct users to only the most relevant car listings and increase successful bidding experiences along with the quality of engagement. 
Secure online transactions are important processes in online car auctions, which can involve great sums of money. This project evaluates security features including payment gateways to promote secure and verified transactions.


[bookmark: _Toc198813485]Systematic Literature Review

A comparison of existing online car auction systems reveals a number of obstacles that this project intends to overcome. The main discoveries are:

Table 2.1 SLR (System Literature Review)


	Platform
	Key Features
	Limitations
	Gap Addressed by Our Project

	OLX Pakistan
	Free listings
Mobile-friendly
	No auctions
No bidding system
	Full auction functionality


	PakWheels
	Local market focus
Vehicle reviews
	Fixed-price listings only
	Real-time competitive bidding


	Bank Auctions (PK)
	Repossessed vehicles
Low starting bids
	Manual processes
No mobile app
	Automated mobile platform




Note: Data adapted from K. A. Wilson, " The Electric Vehicle Revolution: The Past, Present, and Future of EVs " [1].
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[bookmark: _Toc198813487]User Classes and Characteristics
The system has two main user types, each with specific roles and characteristics:
1. [bookmark: _Toc197873501][bookmark: _Toc198001100][bookmark: _Toc198002429][bookmark: _Toc198721990][bookmark: _Toc198813488]Admin

· Manage a user’s account, vehicles, and auctions. 
· Approve or deny sellers applications. 
· Monitor bidding processes and report fraudulent behaviour. 
· Handle dispute resolution for buyer sellers’ disputes. 
· Suspend users accounts account if they violate rules of the platform.

2. [bookmark: _Toc197873502][bookmark: _Toc198001101][bookmark: _Toc198002430][bookmark: _Toc198721991][bookmark: _Toc198813489]Buyer

· Use filters such as make, model, price & location to search for vehicles.
· Place bids during real-time auctions.
· Receive notifications instantly about bid statuses and auction bidding success or failure. 
· Make secure payments. 
· After a transaction, the buyer can rate and review the seller.




[bookmark: _Toc198813490][bookmark: _Hlk197446084]Design and Implementation Constraints
[bookmark: _Hlk197446101]
While the Online Car Auction Application is being developed, should take into consideration design constraints and challenges, as follows:

· Real-time bidding must support hundreds of users placing bids and updating bids and at the same time do not allow any delays when updating the bid increments or establishing a connection with the app client, and report/save them to the server and the rest of the connected devices. 
· Mobile-first designs fully responsive design requires both android and iOS platforms, and operates with react-native.
· The system should confirm seller identities to inhibit listings that may be fraud.
· The system must handle payments securely, requiring that payment is only done after a successful bid.
· The system must store large amounts of vehicle listings, bid history, records of transactions using MongoDB efficiently.
· The system must ensure scalability.



[bookmark: _Hlk197453314][bookmark: _Toc198813491]Assumption and Dependencies

The Online Car Auction Application is based on a few major assumptions that provide a positive and trustworthy auction experience. First, the Online Car Auction Application assumes that all users will have a stable internet connection, preventing disruptions during timed auctions. Second, sellers rely on auction disclosures provided by potential buyers, sellers will provide truthful car details, including multiple, well-lit photos, completely accurate descriptions, and verified condition reports to protect trust between buyer and seller; this will be important to all parties involved in a car auction. The last assumption focusing on society, involves the 

assumption that all users of the Online Car Auction Application will hold themselves to ethical auction practices under the platform policies, and avoid engaging in fraudulent auction activities such as shill bidding, fake listings, or payment fraud. Each of these assumptions are important to facilitating a safe, fast, and fair auction.
The Online Car Auction Application uses several important technologies to support a user-friendly experience. It is important for real-time bid updates and notifications so that users who are either outbid or about to lose a car auction are immediately notified. The application also uses an AI-based recommendation engine which analyzes users’ habits, history of previous searches, their previous bidding behaviour to deliver personalized car listings, creating a deeper user engagement experience and ultimately increasing participation in auctioning cars. Also utilized are secure payment gateways to ensure users’ transactions are safe and reliable. They ensure that payments made through the application are encrypted by trusted financial institutions. Collectively these technologies contribute to auctioning cars in a more transparent, efficient, and trustworthy way.



[bookmark: _Toc198813492]Functional Requirements

The core functionalities of the system are:

1. [bookmark: _Toc197873506][bookmark: _Toc198001105][bookmark: _Toc198002434][bookmark: _Toc198721995][bookmark: _Toc198813493]User Authentication, Registration & Profile Management
· Users will be able to complete registering using their phone number or email.
· All user authentications will be secure to ensure secure logins.




2. [bookmark: _Toc197873507][bookmark: _Toc198001106][bookmark: _Toc198002435][bookmark: _Toc198721996][bookmark: _Toc198813494]Car Listing & Search
· Admin will have to create the car listing with all required details, images, description, specifications and price.
· Buyers should be able to search using filters e.g., based on make, model, price (anything) and auction status.

3. [bookmark: _Toc197873508][bookmark: _Toc198001107][bookmark: _Toc198002436][bookmark: _Toc198721997][bookmark: _Toc198813495]Real-Time Bidding System
· Buyers will bid and every user will see the bid submitted with real-time updates.
· The application will ensure that bids are simultaneously updated for every user on any device.
· Countdown clocks will verify auction duration, confirming the auction is proceeding in real-time.

4. [bookmark: _Toc197873509][bookmark: _Toc198001108][bookmark: _Toc198002437][bookmark: _Toc198721998][bookmark: _Toc198813496]Secure Payment Processing
· Buyers will complete their purchases by making payments from within the application with wallets in the application.
· There will be a Wallet for processing payments, funds for the purchase will be held with the wallet until the buyer has received their car.

5. [bookmark: _Toc197873510][bookmark: _Toc198001109][bookmark: _Toc198002438][bookmark: _Toc198721999][bookmark: _Toc198813497]Fraud Detection & Security Features

· AI analyzes patterns in bidding and transaction history to identify fraudulent actions taken by users. 
· Sellers will have to verify their identity before they initially list their vehicles.


[bookmark: _Toc198813498]Non-Functional Requirements

The non-functional requirements of the system are:

1. [bookmark: _Toc197873512][bookmark: _Toc198001111][bookmark: _Toc198002440][bookmark: _Toc198722001][bookmark: _Toc198813499] Performance Requirements

· [bookmark: _Toc197873513][bookmark: _Toc198001112][bookmark: _Toc198002441][bookmark: _Toc198722002][bookmark: _Toc198813500]The system must not have any lag when processing at least 1,000 concurrent users. 
· [bookmark: _Toc197873514][bookmark: _Toc198001113][bookmark: _Toc198002442][bookmark: _Toc198722003][bookmark: _Toc198813501]Bids must be updated in 100ms. 

2. [bookmark: _Toc197873515][bookmark: _Toc198001114][bookmark: _Toc198002443][bookmark: _Toc198722004][bookmark: _Toc198813502]Security Requirements
· User authentication and included multi-factor authentication. 
· All transactions must be end-to-end encrypted for secure completion of transactions.

3. [bookmark: _Toc197873516][bookmark: _Toc198001115][bookmark: _Toc198002444][bookmark: _Toc198722005][bookmark: _Toc198813503]Availability & Reliability
· The system must be available 24/7 and maintain 99.9% uptime. 
· Automatic backups of transaction data are made to maintain data integrity.

4. [bookmark: _Toc197873517][bookmark: _Toc198001116][bookmark: _Toc198002445][bookmark: _Toc198722006][bookmark: _Toc198813504]Scalability

· Supports growth into international markets by allowing users to transact in multi-currency transactions.





[bookmark: _Toc198813505]Software Interface

The Online Car Auction Application is developed with React Native for cross-platform mobile development, using HTML, CSS, and JavaScript for the user interface. The application provides data storage with MongoDB. The application stores car listings, user profiles, and transactions. Being a NoSQL database, MongoDB offers a flexible and efficient storage solution. MongoDB also offers a scalable database solution.

[bookmark: _Toc198813506]Sign Up

Table 3.6.1: Signup Use Case
	
Name
	
Sign Up

	Case ID
	U1

	Objective
	Allows buyers to create an account and register on the platform.

	Priority
	Critical

	Source
	Buyer

	Actors
	Buyer

	Flow of Events
	1. Open the application. 
2. Input the required credentials. 
3. Click on the "Create Account" button. 
4. The password is emailed, which can be used for login.

	Basic Flow
	After Signup, the user can proceed to U2 (Login).

	Alternate Flow(s)
	
No

	Preconditions
	Buyer must have an internet connection.

	Notes
	No



Note: Data adapted from A. Krishna, "Auctions and bidding" [1].
[bookmark: _Toc198813507]Login

Table 3.6.2: Login Use Case
	
Name
	
Login

	Case ID
	U2

	Objective
	Allows buyers to log in securely using their credentials.

	Priority
	Critical

	Source
	Buyer

	Actors
	Buyer

	Flow of Events
	1. Open the application. 
2. Enter username and password. 
3. Click on the "Login" button. 
4. If credentials are correct, access is granted.

	Basic Flow
	After a successful login, the user can access their dashboard.

	Alternate Flow(s)
	If incorrect credentials are entered, an error message appears.

	Preconditions
	The user must have a registered account.

	Notes
	Password reset is available via email.



	Note: Referenced from "The future of car auctions," Retail Tech Innovation Hub, 2025 [2].








[bookmark: _Toc198813508]Browse Auctions

Table 3.6.3: Browse Auctions Use Case
	
Name
	
Browse Auctions

	Case ID
	U3

	Objective
	Allows buyers to view and search available car auctions.

	Priority
	High

	Source
	Buyer

	Actors
	Buyer

	Flow of Events
	1. Buyer logs into the application. 
2. Navigates to the "Browse Auctions" section. 
3. Applies filters such as car model, price range, and location. 
4. Views auction details and selects a car.

	Basic Flow
	Buyer successfully views available auctions.

	Alternate Flow(s)
	If no auctions match the criteria, a "No Results Found" message appears.

	Preconditions
	At least one active auction must exist in the system.

	Notes
	Buyers can favourite auctions to track them later.



	Note: Compiled based on Global Car Auction Research, 2024 [3].








[bookmark: _Toc198813509]Place Bid

Table 3.6.4: Place Bid Use Case
	
Name
	
Place Bid

	Case ID
	U4

	Objective
	Allows buyers to place bids on listed vehicles in real time.

	Priority
	High

	Source
	Buyer

	Actors
	Buyer

	Flow of Events
	1. Buyer selects an auction. 
2. Enters a bid amount. 
3. Clicks the "Place Bid" button. 
4. System updates the bid status in real time. 
5. Notifications are sent to competing bidders.

	Basic Flow
	Buyer places a bid, and the system updates the current highest bid.

	Alternate Flow(s)
	If the bid is lower than the current highest bid, an error message appears.

	Preconditions
	Buyer must be logged in and have a valid payment method linked.

	Notes
	System ensures fair bidding by preventing automated bots.



	Note: Informed by J. E. Roberts and G. Walker, "Optimal auction design in digital markets" [4].






[bookmark: _Toc198813510]Auction Management

Table 3.6.5: Auction Management Use Case
	
Name
	
Auction Management

	Case ID
	U5

	Objective
	Allows the admin to create and manage auctions.

	Priority
	Critical

	Source
	Admin

	Actors
	Admin

	Flow of Events
	1. Admin logs in. 
2. Clicks on "Create New Auction." 
3. Uploads vehicle details, including images, specifications, and starting price. 
4. Sets the auction duration. 
5. Clicks "Start Auction," making it live for buyers.

	Basic Flow
	Admin successfully creates and manages car auctions.

	Alternate Flow(s)
	If required fields are missing, an error message prompts the admin to complete them.

	Preconditions
	The admin must be logged in and have auction permissions.

	Notes
	Auctions can be extended or cancelled by the admin if needed.



	Note: Concepts inspired by M. D. Bordalo, "Auctioning attention" [5].
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Table 3.6.6: Payment Processing Use Case
	
Name
	
Payment Processing

	Case ID
	U6

	Objective
	Enables secure payments for completed auctions.

	Priority
	Critical

	Source
	Buyer, Wallet

	Actors
	Buyer, Admin

	Flow of Events
	1. Buyer wins the auction. 
2. System generates an invoice. 
3. Buyer selects a payment method (JazzCash, EasyPaisa, or bank transfer). 
4. Payment is processed and verified. 
5. Funds are held in escrow until vehicle verification.

	Basic Flow
	Secure transaction completed with escrow protection.

	Alternate Flow(s)
	If the payment fails, the system prompts the user to retry.

	Preconditions
	Buyer must have a valid payment method and sufficient balance.

	Notes
	Transactions are encrypted for security.



	Note: Secure transaction design based on L. Einav and J. Levin, "Economics in the age of big data" [6].
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Table 3.6.7: Fraud Detection Use Case
	
Name
	
Fraud Detection

	Case ID
	U7

	Objective
	Detects fraudulent activities such as fake bids and suspicious accounts.

	Priority
	High

	Source
	System

	Actors
	Admin, System

	Flow of Events
	1. AI system monitors bidding patterns. 
2. Detects irregular bidding behavior. 
3. Flags suspicious accounts for admin review. 
4. Admin takes action (warn, suspend, or ban user).

	Basic Flow
	System successfully detects and flags fraudulent activity.

	Alternate Flow(s)
	If AI detects a false positive, the admin can review and override the decision.

	Preconditions
	System must be running AI-powered fraud detection.

	Notes
	Enhances security and prevents bidding manipulation.



	Note: AI-based fraud detection modelled after [7].
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The Online Car Auction Application is a real-time electronic auction process that allows users to participate in secure, AI-enhanced auto auctions. Our system allows users to browse for vehicles, and make bids and purchases in a streamlined and transparent fashion. The auctions administered through our platform involve buyers only, and the process is managed entirely by the admin, without the need for seller involvement. The application breaks the traditional barriers for the user compared to a conventional auction, such as location restrictions, manual processes, and assurance of payment security. As users see real-time auction bid updates (such as auction end time, highest bid amount, etc.), buyers can actively participate in auctions while away from their home or office, following the guarantees of purchasing a vehicle without the awkwardness of in-person negotiating.

Our platform guarantees that users receive immediate disclosures of their auction status, their bids, payment confirmation, etc., unlike traditional auction systems. This approach invites simplicity of use and instant updates of information using real-time notifications. Using updates and AI for fraud detection, and allowing buyers to participate while away from home, enables this project to increase both efficiency and security to the digital car auction. The system was designed to save users time, money, and worries by providing a digital marketplace to search (fewer vehicles), and bid on various vehicles without the stress of a digital auction familiar with payment fraud (such as fake bidders, shill bidding, and payment fraud) using AI.
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Activity diagram provides a graphical representation of various activities that are carried out in an application, and it is shown in Figure 4.1.

1) User Login/Registration
[image: ]
Figure 4.1 Login Activity Diagram
2) Bidding Process

It elaborates on the process of bidding from starting point till the buyer gets the item and it is described by the Figure 4.2.

[image: ]
[image: ]
Figure 4.2 Bidding Activity Diagram
[bookmark: _Toc198813516]Use Case Diagram

It elaborates the role of actors inside a system. There are two actors and their roles are described as below in the Figure 4.3.


[image: ]
Figure 4.3 Use Case Diagram

Actors:

1) User: Normal user or bidder.
2) Admin: Admin who operates the platform.

Use Cases for the User:

· Login: User logs into his/her account.
· Logout: User logs out of the application.
· View Profile: User is able to view his/her profile details.
· Edit Profile: User is able to update his/her profile information.
· Search Auctions: User is able to search for available car auctions.
· Enter Live Auctions: User is able to participate in ongoing live auctions.
· Place Bids: User can place bids on cars during live auctions.

Use Cases for the Admin:

· Post New Auctions: Admin can post and list new cars to be auctioned.
· Manage Accounts: Admin can manage user accounts (e.g., activate, deactivate).
· Cancel Ongoing Auctions: Admin can cancel live auctions if necessary (e.g., due to fraud or mistake).
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State transition Diagram is a graphical representation of the states and events that are involved in a particular system, and it is shown in Figure 4.4.




[image: ]
Figure 4.4 State Transition Diagram
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Sequence diagram is graphical representation of the whole system, that how the bidder and seller will login and how the entire system will work as a whole, and it is shown in Figure 4.5.

[image: ]
Figure 4.5 Sequence Diagram
[bookmark: _Toc198813519]Domain Model

Domain models represent the set of requirements that are common to systems within a product line. The domain model is further elaborated by Figure 4.6.

[image: ]
Figure 4.6 Domain Model Diagram


This diagram is a domain model for an online auction system. It shows important real words concepts that relate to one another. A User can place many Bids and also has one Wallet that keeps track of funds. An Admin, which is a type of User, can manage many Auctions. Each Auction can get many Bids from users. Each Bid is linked to 1 Payment, and ultimately one Wallet can be affected (e.g., funds deducted). This is a high-level model that only covers necessary business logic and data structure.
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Classes are the workhorses of the design effort, which carries out the system's real work. The design class diagram is shown in the Figure 4.7.

[image: ]
Figure 4.7 Class Diagram
Table 4.1: Class Diagram Details
	Class Name
	Attributes
	Methods
	Relationships

	User
	- userId: String
- username: String
- password: String
- email: String
- walletBalance: Double
	- login(credentials: String): Boolean
- placeBid(auctionId: String, amount: Double): Boolean
	- Has 1 Wallet (Composition)
- Places Bid
- Parent of Admin

	Admin
	- adminId: String
- permissionLevel: String
	- addAuction(...): Boolean
- closeAuction(auctionId: String): Boolean
	- Inherits from User
- Manages Auction

	Auction
	- auctionId: String
- title: String
- description: String
- startTime: DateTime
- endTime: DateTime
- startingBid: Double
- currentBid: Double
- status: String
	- updateBid(newBid: Double): Boolean
	- Contains Bids
- Managed by Admin

	Bid
	- bidId: String
- amount: Double
- bidTime: DateTime
	- validateBid(): Boolean
	- Belongs to Auction
- Triggers Payment

	Payment
	- paymentId: String
- amount: Double
- paymentTime: DateTime
- status: String
	- processPayment(): Boolean
	- Triggered by Bid
- Updates Wallet

	Wallet
	- walletId: String
- balance: Double
- transactionHistory: List<Transaction>
	- addFunds(amount: Double): Boolean
- deductFunds(amount: Double): Boolean
	- Belongs to User
- Updated by Payment
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This software will help users to participate in live auctions. There will be two actors present in system, Buyer and Admin. Below is the Implementation of the project: -
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The splash screen is shown in Figure 5.1.


[image: ]
Figure 5.1 Splash Screen


Splash screen is timed for 5 seconds. Whenever a user opens the application, firstly the splash screen pops up and then user is navigated to login screen.



[bookmark: _Toc198813524]Sign-In Screen

The sign-in screen is shown in Figure 5.2.

[image: ]
Figure 5.2 Log-In Screen

If user already have signed up, he shall enter his credentials, and click ‘Login’ button, and he will be navigated to the Home Screen. In case user is new, he shall click ‘Sign Up’, and he will be navigated to Sign-Up Screen. In case user does not remember his password, he can click ‘Forgot Password’ option, and he will be navigated to Forgot Password Screen. User can also view the password.
[bookmark: _Toc198813525]Forgot Password Screen

The forgot password screen is shown in Figure 5.3.

[image: ]
Figure 5.3 Forgot Password Screen


User will enter the email where he wants the link to reset the password and click ‘Submit’. He will then receive the link on the email provided. In case he remembers the password, he can also navigate back to Login Screen.
[bookmark: _Toc198813526]Sign-Up Screen

The sign-up screen is shown in Figure 5.4.

[image: ]
Figure 5.4 Sign-Up Screen


User shall fill all the fields to create a new account. Email, Phone Number and CNIC must be entered in the required format otherwise error will be shown. User can view the password. After entering the data, the user shall click ‘Sign Up’ button and he will be navigated to Home Screen. If user is already registered, he shall click ‘Login’ option and he will be navigated to Login Screen.
[bookmark: _Toc198813527]Home Screen

The home screen is shown in Figure 5.5.

[image: ]
Figure 5.5 Home Screen

Home Screen shows upcoming popular auctions. User can click ‘View Details’ under any popular auction and he will be navigated to the details of that particular car on auction. User can scroll down on home screen to see more upcoming auctions on display. User can also search any auction by applying filters. When user clicks the three-bar icon on top left, he will be navigated to the Menu Screen. By clicking the icon on top right, the user profile will be opened. The button labelled ‘BID’ on bottom right will navigate user on live auction screen.
[bookmark: _Toc198813528]Search Screen

The search screen is shown in Figure 5.6.


[image: ]
Figure 5.6 Search Screen


User can apply the filter of car type, price range (in PKR), car model and year. After opting, user shall click on ‘Apply Filters’ button and his desired cars on auction will be displayed. He can also cancel the filters by clicking ‘Reset’ button. By clicking ‘Close’ button, the user will exit this screen.
[bookmark: _Toc198813529]Car Details Screen

The car details screen is shown in Figure 5.7.


[image: ]
Figure 5.7 Car Details Screen


This screen shows the complete details of the car displayed among upcoming auctions on home screen along with the picture of the car. User can exit this screen by clicking ‘Close’.
[bookmark: _Toc198813530]Menu Screen

The menu screen is shown in Figure 5.8.


[image: ]
Figure 5.8 Menu Screen


This screen contains four options. User can click any option to navigate to the respective screen. To exit this screen, user can click outside the menu panel.
[bookmark: _Toc198813531]Wallet Screen

The wallet screen is shown in Figure 5.9.

[image: ]
Figure 5.9 Wallet Screen


This screen shows the available balance of the user. The user can view his transaction history by clicking on ‘Transaction’ button and see any pending refund due to loss in any auction by clicking ‘Pending Refund’ button. The button ‘Top-Up Wallet’ adds the desired amount of money from the bank integrated in the app.
[bookmark: _Toc198813532]Live Auction Screen

The live auction screen is shown in Figure 5.10.

[image: ]
Figure 5.10 Live Auction Screen


This screen shows the details of the ongoing auction. Along with the details, it shows the threshold value of a successful bid. It also shows the live bids that are being made by different users. Users can add PKR 5000 to the current bid or place a desired bid by clicking ‘Custom’.
[bookmark: _Toc198813533]Settings Screen

The settings screen is shown in Figure 5.11.

[image: ]
Figure 5.11 Settings Screen


By clicking ‘Profile Settings’, user will be navigated to User Profile Screen. User can toggle between Light and Dark Mode and turn on/off the notifications as per desire. User will be navigated to respective screens when he clicks the other buttons. Clicking ‘Logout’ will logout the user from the account.
[bookmark: _Toc198813534]Add Car for Auction Screen (Admin)

Adding car for Auction screen is shown in Figure 5.12.

[image: ]
Figure 5.12 Add Car for Auction Screen


This is a screen only displayed to the admin. Admin will add all the details along with the picture of the car and the inspection sheet. Once admin enters all the information and press the button ‘Add Car’, the car will be shown to the user and admin on the home screen in upcoming auctions.

[bookmark: _Toc198813535]Successful Bids Screen

The successful bids screen is shown in Figure 5.13.


[image: ]
Figure 5.14 Successful Bids Screen


This screen is shown to the user who will win an auction. All necessary details are shown to user. He will click ‘Pay Now’ button if he wants to get the car that he won from the auction.



[bookmark: _Toc198813536]Confirm Payment Screen

The payment confirmation screen is shown in Figure 5.14.


[image: ]
Figure 5.15 Confirm Payment Screen


Once user is ready to make the payment, system will again confirm it from the user. ‘Pay Now’ will make the payment and the amount will be deducted from the wallet of the user. By clicking ‘Cancel’, User will be navigated back to Successful Bids Screen.
[bookmark: _Toc198813537]Successful Payment Screen

The successful payment screen is shown in Figure 5.15.


[image: ]
Figure 5.16 Successful Payment Screen


The user will be sent a message that the payment was processed. By clicking ‘OK’, user will exit from this screen after successful payment.



[bookmark: _Toc198813538]Database

The database (MongoDB) is shown in Figure 5.16.


[image: ]
Figure 5.16 MongoDB Overview for Car Auction Application



This is the interface of MongoDB which we have used to store the entire data. It shows the entities of the data. It contains the data of Bids, Cars, Successful Auctions and Users. Complete details of all the elements in the application are shown.
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[bookmark: _Toc197873546][bookmark: _Toc198001145][bookmark: _Toc198002476][bookmark: _Toc198722036][bookmark: _Toc198813541]The performance of the Online Car Auction Application was tested using the criteria of response time, scalability, real-time bidding performance, and security. Here are some highlights of the overall performance.

[bookmark: _Toc197873547][bookmark: _Toc198001146][bookmark: _Toc198002477][bookmark: _Toc198722037][bookmark: _Toc198813542]1. Real-Time Bidding Performance
· A real-time bidding system was implemented to provide instant updates of bid status and performance = 100ms or less latency while an auction was busy and under bid traffic.

· The real-time bidding system was able to manage and receive biddings without any delay and caused the data to stale while handling numerous biddings.









[bookmark: _Toc197873548][bookmark: _Toc198001147][bookmark: _Toc198002478][bookmark: _Toc198722038][bookmark: _Toc198813543]2. Fraud Detection and Security
· The fraud detection system based on AI detection capture suspected bidding activity within 94% likelihood of the presentation of fake bid and bot bidding activity.
· Multi-factor authentication and vetting of identity prevented fraudulent accessibility to bids and secure user transactions.

[bookmark: _Toc197873549][bookmark: _Toc198001148][bookmark: _Toc198002479][bookmark: _Toc198722039][bookmark: _Toc198813544]3. Payment Gateway and Transaction Security
· Payments are made in the form of a wallet to ensure all transactions would have end-to-end encryptions.
· The wallet reduced risk of fraud by ensuring that the payments can't be authorized until a vehicle verification was completed.

[bookmark: _Toc197873550][bookmark: _Toc198001149][bookmark: _Toc198002480][bookmark: _Toc198722040][bookmark: _Toc198813545]4. Scalability and Load Testing
· App was stressed-tested to peak conditions demonstrating 1,000 users concurrent users with only minimal degradation. 
· Load balancing techniques will be implemented to enable higher traffic allocation for these transactions in the event of demand. The application provided dynamic load balancing guarantees users were allowed access without lag to unsuccessful bids or offered high bid. 
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The Online Car Auction Application is built on a three-tier architecture that involves a low-mid-high-tier data posting system, while addressing access, security, and real-time issues.


1. Frontend 
· Uses React Native to present a cross-platform interface with Android and iOS. 
· Contains real-time bid notifications to engage users with real-time recommendations based on their interests. 
· Notifies users anytime they receive an invitation to bid in real time.

2. Backend

· Uses Node.js, which is appropriate for the real-time nature of the application, in addition to the nature of how the request/response flow is orchestrated. 
· Needed to limit issues occurring by syncing bids for all users.
· Uses AI algorithms to help flag anomalous bidding in order to detect possible fraudsters.

3. Data and Storage Layer
· MongoDB (NoSQL) allows for scalable data for user profiles, bid, and previous histories, vehicle listings, etc




4. Security
· Users: Offers user authentication and role-based access.
· Bidding: The application includes an AI-driven fraud detection plugin that monitors bidding behavior and can flag shill bidder and fake account activity.
· Transacting: A secured payment system that aims to prevent scams by securing transaction funds transfers.
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[bookmark: _Toc198813548]Conclusion

The Online Car Auction Application is a secure, real-time platform that allows users to conduct their own digital car auctions, whenever and wherever they want, using a trusted, AI-powered solution. By leveraging live bidding, AI-based recommendations and secure payment gateways, the Online Car Auction application adds transparency, efficiency and user trust to the online auction market.

This application is not a traditional car auction. This application eliminates the restrictions of distance and especially the organizational burdens of conducting a car auction in real-time. The result is a more accessible, scalable and efficient solution for both users and the admin. The admin is responsible for verification and therefore takes care of all auction listings so that they can monitor for standardized compliance and fraud. The AI powered fraud detection features also allow the system to flag suspicious bidding, thereby keeping users safe from shill bidding/phishing and payment fraud.

Going forward with this project, future releases will add blockchain-based transaction verification, machine learning-based fraud prevention, and global, multi-currency capabilities. The first release is basically a starting point, and we will continuously review the operation of the service to improve its reliability, security, and innovation.


[bookmark: _Toc198813549]Future Recommendations

In order to enhance the Online Car Auction Application, a few important improvements can be implemented in the future:


1) Machine Learning to Predict Price and Improve Auction Decisions: 

By adding machine learning into the system, we can help the system predict prices of vehicles based on historical price as well as market and demand changes. This will help buyers make better bidding choices and also assist the admin in determining the price for starting bids, along with a competitive and fair auction experience.


2) Multi-Currency & Multi-Language Support to Broaden the Audience: 

Implementing multi-currency payment processing would allow international buyers to participate in auctions using their local currency to create ease of access. Multi-language support could facilitate non-English speakers navigating the application which would enhance user experience, and improved engagement. These two improvements would ultimately flatten the audience to a global reach with international currencies, while attracting both foreign and domestic users.
By pursuing a few future improvements, it is possible for the Online Car Auction Application to become a leading global auction platform in the coming years with AI-enhanced features, improved accessibility, and a seamless user experience.
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