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Project Title 

Online Exam Proctoring 

 

 
 

ABSTRACT 

 

 

 
In recent years, online examinations have been increasingly utilized to assess 

students' abilities to teach knowledge, particularly during the COVID-19 outbreak. 

However, due to the lack of face-to-face connection, proctoring online tests is 

difficult. Furthermore, past study has demonstrated that online examinations are 

vulnerable to nu- serous duping techniques, which can compromise their legitimacy. 

Specifically, this project detects suspected student by user verification, Head-Pose 

Analysis, Gaze Estimation, Person Counting, Active Window detection, Mobile 

Phone Detection, Multiple Monitor Detection. 

Massive open online courses (M O O Cs) and other kinds of distance learning are 

growing in popularity and reach. The ability to successfully proctor remote online 

tests is a key limiting issue in this next stage of education's scalability. Human 

proctoring is currently the most frequent method of assessment, which involves 

either forcing test takers to visit an examination center or watching them visually and 

audibly throughout exams via a digital camera. 
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CHAPTER 1 

 

 

 
INTRODUCTION 

 

 

1.1 Background 

 
 

With the growing number of people learning online, online tests are becoming more popular. On-line 

person proctoring, partially-automated proctoring, and to the full automatic proctoring are the three types 

of online proctoring procedures. Human proctoring online means that students will be observed by 

remote staff during all online assessments. Several online check solution providers (e.g., Criterion [9], 

Friend Exam Services [5]) and some universities (e.g., Educational institution of Amsterdam)[10] use 

this technique. Still, it works well, and the cost rises when a large number of students choose to take an 

internet test. With the rapid growth of online learning over the last decade, online tests and checks have 

become a common way for academics to gather information. For example, MOOC like Cour-sera [1] and 

Ed x[7] typically require students to pass a series of online tests before receiving their final certificate. 

Meanwhile, institutions have continued to extend their online courses and administer online tests to their 

students. CLOSING COVID-19 has accelerated this trend, and many schools and institutions have 

converted to accepting online teaching and online testing. Still, how to proctor online tests in a 

convenient, effective, and reliable manner is a huge challenge. According to a survey, over 74 percent of 

students in 2013 believed this to be the truth with online exams, while approximately 29 percent of 

students admitted to cheating on online tests. These unsporting activities will erode online test trust, 

which is critical for Massive Open Online Courses program and educational institution to enhance online 

test use and use[3]. 

 

 

1.2 Problem Statements 

 
 

Unlike traditional tests with proctoring on site, online tests have no face-to-face interaction. It brings 

trouble to online test demonstrations and various forms of cheating behavior can appear in online tests. 

Students, for representation, can type questions into a browser and search the Internet for answers. They 

can also use cell phones or internet chat apps to send messages to a third party (for example, friends) 

requesting assistance. It is difficult to detect such dishonest practices in online trials. Students are 

frequently asked to utilize cameras to monitor and record their activities during online tests in order to 

improve proctoring. When a large number of students take an online exam, however, more staff is 
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required, and expenses rise. Using machine learning techniques to assess recorded footage of students 

during online testing, fully automated proctoring intends to reduce the potential efforts of physicians. It 

detects suspicious conduct automatically. 

 

 

 
1.3 Aims and Objectives 

 
 

 Proctor the activity of the test-taker: Because receiving screen and video sharing is a need for 

doing tests, an online task manager employing Al watches all actions and activities of the 

distant test-taker. Situations like the applicant's face being obscured or not visible at all, the 
presence of another person in the room, persistent disturbed movement, or the presence of an 

unapproved object are all regarded suspicious and are frequently highlighted during the 
testing process. The proctor has the authority to decide whether or not to mark the work that 

is being marked, such as cheating. 
 

 Proctors safeguard the sanctity of the online proctored exam by monitoring the candidate's 

on-screen activity once the candidate's activity has been monitored using excellent video 

footage. Indeed, some cunning students try to persuade proctors to exercise their privilege 

to travel or to cheat on the screen by using online resources. Proctors may stay on top of 

things by using Secure Exam Browser, an incredible next-generation anti-cheating tool. On 

the system, the Lock browser uses full screen. As a result, a pupil cannot open a window or 

use any illegitimate application without permission. 

 
 

1.4 Scope of Project 

 Head Pose Analysis 

 Mobile Phone Detection 

 Person Counting 

 Active Window Detection 

 Gaze Estimation 

 User Verification 

 Multiple Monitor Detection 

From those who provide an online state of the art, state of heart online authorization service to 

those who provide detailed student performance reporting re- ports, here are the 7 top industry 

software providers that provide secure and unbiased testing occurrence. Top 7 Software Providers 

for Test Proctoring: 
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 Mercer or Mettle: It is an online classification platform that includes online proctoring and Al- 
powered tools for administering safe virtual tests. With just one click, you can conduct incredibly 
secure, ascendant, and cost-effective online proctored tests. 

 

 

 
 Proctor U: Proctor U is the world's most popular online exam proctoring service, providing a 

powerful, convenient, secure, and cost-effective alternative to traditional centered exams. 

 

 

 

 
 Proctor Track: It is the most advanced online proctoring solution in the world, ensuring exam 

integrity. Proctor track is the only remote proctoring solution that includes both a lightweight 

desktop client for continuous identity verification and security monitoring and a browser 

extension for browser lock down and live monitor participation. 

 

 
 

 Proc-torio: Proc-torio sees each proctored exam, whether online or in person, as a step toward 
students attaining their academic and career goals. That's why their technology allows anyone, at 
any time, to take proctored examinations. 

 

 

 Talviews: Talviews assessment technology is designed for speed, and it offers formats like 

doubled superior exams that are safeguarded by sophisticated online monitor. 
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CHAPTER 2 

 

 

 
Software Requirement Specification 

 
A software system’s requirements specification provides a detailed explanation of the system’s 

functionality. Requirement specification contains functional and nonfunctional requirement which 

are given below of the project. 

 

 

 
 

 

 

 

Functional Requirement 

• System shall allow Proctors to sign up 

• System will automatically detect eye movement, head movement, number of 

person and mobile phone by webcam. 

• System will also detect the active window of the student and number of 

monitors connected to the computer. 

• Data will gathered in the form of pictures of various students in University. 

Data set will be created by these pictures. 

• Proctors shall login 

• Proctor shall see and monitor the students giving test 

• Proctor shall approve or disapprove the students for test 

• Proctors shall see warning if cheating is detected 

• Proctors shall logout 

• System shall allow the students to sign up 

• Student shall login 

• Students shall see the screen if proctor approved 

• Students shall have the link of test 

• Student shall see warning if there is any problem 

• Student shall log out 

• Admin shall login 

• Admin shall manage information by user 

• Admin shall logout 
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Non-functional Requirement 

 

• Design must be simple and user friendly 

 
• System response must be high. So that, the student and proctor can effectively 

interact with each other without any trouble Database must be protected from 

unauthorized user. 
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2.1 Overall Description 

Software is utilized in online exam proctoring to detect any instances of probable 

cheating or outside assistance. It can detect head movement, eye-gaze, and mobile 

phone recognition anytime different software is opened, or even if there is another 

person in the room. Any such instances are reported to the remote proctor, who is 

then able to review them. 

You must ensure that the exam location is appropriate and that the technology you 

are using is dependable. 

So, with that in mind, you'll require: 

 
 

 A bright, prominent location where you can take the exam 

 A computer with a dependable and clear webcam 

 A stable internet connection that will not go down during your exam. 

 

 

 

 

 

2.1.1 User Classes and Characteristics 

Online Exam Proctoring consist of 6 classes. 

 
 

2.1.1.1 Login 

This panel consist of main screen and features 

Id 

Password 

Details 

Verify 

 
Proctor 

This panel consist of main screen and features 

Id 

Name 

Contact no 

Address 
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Take exam 

Proctoring 

Verify students 

Declare cheating 

 
Student 

This panel consist of main screen and features 

Id 

Name 

Contact no 

Address 

Give exam 

Check result 

 
Test 

This panel consist of main screen and features 

Test id 

Test name 

Test duration 

No of questions 

 
 

Verification 

This panel consist of main screen and features 

Person counting 

Head pose analysis 

Gaze estimation 

Mobile phone detection 

 
Admin 

This panel consist of main screen and features 

Sent invite (emails) 

Manage users 
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CLASS DIAGRAM 
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2.2 Final Deliverable of Project and Beneficiaries 

The Final Deliverable of this Project is in the form of web. Main beneficiaries of this 

project will be teachers, professors, Universities, colleges, and school. 

 
2.2.1 Final Deliverable 

 Web based project 

2.2.2 Beneficiaries 

 User 

 Teachers 

 Professors 

 University Students (BULC) 

 Schools 

 Colleges 

 

 

 
2.3 Optional Scope 

 
 

We are going to use a set of modern tools. Our platform is based on web, and we are 

going to use following tools: 

 
• Python: Python is a high-level programming language that is free and open-source. It is 

mostly utilized in the construction of websites, games, and programming languages. There is 

a sizable developer community. This project will use the most recent version of Python 

(3.97). 
 

• Django: Django is a Python language web framework that 

encourages rapid and clean development. You can focus on writing your app in 

Django because it's open-source. Django(3.27) latest version will be used in this 

project. 

 
• React: React is a front-end JavaScript toolkit for creating website UI components. The 

Facebook company looks after it. This project will use the most recent version of React(17). 
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• React Native: Facebook, Inc. produced React Native, a free and open-source UI software 

framework. It allows developers to leverage the React framework alongside native platform 

capabilities to create applications. This project will use the most recent version of React 

Native (0.60). 

 
 Laptop (core i5, windows 10, Intel HD Graphics 4000) 

 Visual Studio Code V 1.62 

 Internet 

 PyCharm V 2021.2.3 

 Django(3.27) 

 React(17) 

 

 

 

 

2.4 Design and implementation 

 
 

For making this web based project Django is a Python language web framework that 

encourages rapid and clean development. You can focus on writing your app in 

Django because it's open-source. Django(3.27) latest version will be used in this 

project. 

We are going to use a set of modern tools. Our platform is based on web. 
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2.5 External Requirements 

 
 

2.5.1 Hardware 

We use laptop or computer for the implementation of this web base project 

 Laptop (core i5, windows 10, Intel HD Graphics 4000) 

 

2.5.2 Software 

 
 

 Visual Studio Code V 1.62 

 PyCharm V 2021.2.3 

 Django(3.27) 

 React(17) 

 

2.6 Use case Diagram 

For STUDENT 
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For PROCTOR 

 

 
For ADMIN 
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For WHOLESYSTEM 
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CHAPTER 3 

DESIGN AND METHODOLOGY 

DESIGN SPECIFICATION 

3.1  Wire frames 

FOR SIGN IN 

 

 
 



16 

 

 

 

 

 

FOR SIGN UP 
 

 

 

 

FOR USER VERIFICATION: 
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FOR STUDENT 
 

 

FOR PROCTOR 
 

 
 

 

 

 

 

 

 

FOR PROCTOR 2 
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FOR CHEATING 

 

 

 

 

 

 

 

 

 

 
FOR ADMIN 
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3.1.1 USE CASE 1: 

 

Name Sign 
Up 

Actor Proctor/Students 

Description Actor must be registered before 

giving or taking the exam 

Pre Condition This application must have a sign 
up form 

Basic Flow of events Data is fetched from this  form 
and is saved into database using 
uery 

Alternative Flow of events 
r 
Data is not fetched successfully 

om this form because of invalid 
ntry so, data is not saved in the 
atabase 

Post Condition Actor is successfully registered in 
the system 

 

 

Use Case 2: 

 

Name Login 

Actor Admin/Students/Proctor 

Description Actor must login before 
giving,taking and managingexams 

Pre Condition Actor 

database 

must be registered in 

Basic Flow of events Data is fetched from this form 
and this data is matched with 

atabase data 

Alternative Flow of events Data is fetched from this form but 
this data is not match with atabase 

data. Or user enter in- 

lid data syntax. So an error has 

ccurred 

Post Condition Actor is successfully logged in 
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Use  Case 3: 

 

Name Logout 

Actor Admin/Students/Proctor 

Description Actor sign out of the system 

Pre Condition Actor must be signed in 
system 

Basic Flow of events N/A 

Alternative Flow of events N/A 

Post Condition Actor is successfully logged 
ut 

 

Use  Case 4: 

 
 

Name Give 
Exam 

Actor Student 

Description Actor can give exam 

Pre Condition Actor must be registered in 
database and must be sign in in 
stem 

Basic Flow of events Data of registered users is fetched and 
displayed to actor 

Alternative Flow of events If no user is registered in the 
stem, nothing will be displayed to 
tor 

Post Condition Actor successfully sees the exam 

on screen and give the exam 

 
Use  Case 5: 

 
 

Name Submit Exam 

Actor Student 

Description Actor can 
completing 

submit exam after 

Pre Condition Actor must be logged in and must 
finish their exam 
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Basic Flow of events Data from this form is fetched 

and saved in the database 

Alternative Flow of events Data is not successfully fetched 
because of exam timeout or be- use 
of bad internet connection 

Post Condition Exam is successfully saved 
 

Use  Case 6: 
 

 

Name Manage Exams 

Actor Admin 

Description Actor can see all the users 

Pre Condition Actor must be signed in system 

Basic Flow of events Data of added users is fetched and 
displayed to actor 

Alternative Flow of events If no user is added in the system, 
nothing will be displayed to actor 

Post Condition Actor successfully sees all details 
 

Use  Case 7: 
 
 

Name Manage Students 

Actor Admin 

Description Actor can add, delete and update 
students 

Pre Condition Actor must be logged in and there 
must be a form for add new udents 
and delete,update list. 

Basic Flow of events Data from this form is fetched 
and saved in the database 

Alternative Flow of events Data is not successfully fetched 
rom this form because of invalid 
ata entry 

Post Condition New student is successfully 

added, updated or deleted 
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Use  Case 8: 
 

Name Authentication 

Actor Admin 

Description Actor can confirm the user that is 
student/proctor 

Pre Condition Actor must be logged in and user 
to be verify must exist 

Basic Flow of events User is to be verify and after 
rification user now logged in 

Alternative Flow of events Data is not successfully fetched 

rom this form because of invalid 
ata entry 

Post Condition User is verified successfully 

 

Use  Case 9: 
 
 

Name Verify Students 

Actor Proctor 

Description Actor can verify the students by 
seeing them by camera 

Pre Condition Actor must be logged in 

Basic Flow of events Proctor verify the students by 

seeing them before giving exam 

Alternative Flow of events Data is not successfully displayed 
to actor Because of low quality 

mera 

Post Condition User is verified successfully 

 

Use Case 10: 
 

 

Name Proctored Students by webcam 

Actor Proctor 

Description Actor can proctor students during 
am 

Pre Condition Actor must be logged in 

Basic Flow of events Students are displayed to the ac- 

tor through camera 
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Alternative Flow of events Students are not properly dis- 

played to the actor 

Post Condition Actor proctored students success- 
fully 

 

 

Use Case 11: 

 

Name Declared cheating if detect 

Actor Proctor 

Description Actor can declare that the etected 
student is cheating 

Pre Condition Actor must be logged in 

Basic Flow of events Actor is informed by the software 
that student behaviour is spicious 

and actor can declare the udent is 
cheating 

Alternative Flow of events Actor is informed by the software 
that student behaviour is spicious, 

but actor not declare it eating 

Post Condition If suspicious activity is found, 
hen software detect and actor eclare 
t cheating 
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3.2 ACTIVITY DIAGRAM: 
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3.3 STATE DIAGRAM 
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3.3.1 SEQUENCE DIAGRAM 
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COLLABORATION DIAGRAM: 

 
 

FOR STUDENT 
 
 

FOR PROCTOR 
 

 

FOR ADMIN 
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COMPONENT DIAGRAM 
 

 

 

 

 

DEPLOYMENT DIAGRAM 
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ER DIAGRAM 
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CHAPTER 4 

 
 

DATA AND EXPERIMENTS (and/or IMPLMENTATION) 

 
 

The goal of introducing a variety of testing methodologies into your development 

process is to ensure that your software can be used in a number of situations and 

platforms. The most prevalent types of testing are functional and non-functional 

testing. Functional testing is the process of comparing an application to its business 

requirements. It includes all test techniques targeted at ensuring that each software 

component functions as expected, depending on use cases provided by the design 

team or business analyst. The following tests are usually performed in the following 

order: 

• Individual testing 

• Testing for integration 

• System evaluation 

• Testing for acceptance 

 
 

All test types focusing on the operational characteristics of a piece of 

software are included in non-functional testing methods. Among them 

are: 

 
• Performance evaluation 

• Testing for security 

• Testing for usability 

• Testing for compatibility 

 
 

4.1 Individual testing 

We test each of our components separately during unit testing. It's a great way to 

ensure code quality by allowing engineers to identify errors early in the development 

process. As a result, whenever we created a new unit, we tested it individually to 

ensure that it was error-free. Unit testing was done by all of the group members, and 

various entities tested different units. 
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Table 4.1: Login form 
 

 
Sr. No Test case Expected Result Test result 

1 Enter the name and pass- 

word 

Home page should display Successful 

2 Invalid detail Home page will not display Successful 

 

Table 4.2: Sign Up form 
 

 
Sr. No Test case Expected Result Test result 

1 Enter name, email and pass- 

word 

Sign Up Successful Successful 

2 Invalid details display error Successful 

 

Table 4.3: Logout form 
 

 
Sr. No Test case Expected Result Test result 

1 Click Logout User should be logged out Successful 

 

Table 4.4: Give Exam 
 

 
Sr. No Test case Expected Result Test result 

1 Student can give exam 

through link 

Successfully sees theexam 

on screen and give the exam 
Successful 

 

Table 4.5: Manage Students 
 

 
Sr. No Test case Expected Result Test result 

1 Can be add, delete and up- 

date students 

student is successfully 

added, updated or deleted 
Successful 

 

Table 4.6: Eye Movement Detection 
 

 
Sr. No Test case Expected Result Test result 

1 If student eyes move 

left,right 

declare that the detected 
student is cheating if limit 
reached 

Successful 



32 

 

 

Table 4.7: head Movement Detection 
 

Sr. No Test case Expected Result Test result 

1 If student head moving 
Re-repeatedly 

declare that the detected 

student is cheating 
Successful 

 

 

 

 
Table 4.8: Person Counting Detection 

 

 
Sr. No Test case Expected Result Test result 

1 If more than 1 student declare that the detected 

student is cheating 
Successful 

 

 

 

 

Table 4.9: Mobile Phone Detection 
 

 

Sr. No Test case Expected Result Test result 

1 If student using mobile 

phone 

declare that the detected 

student is cheating 
Successful 

 

 

 

Table 4.10: Multi-Monitor Detection 
 

 

Sr. No Test case Expected Result Test result 

1 If student using multi- 

screens 

declare that the detected 

student is cheating 
Successful 
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4.2 Testing for integration 

After we've thoroughly examined the units and their individual capabilities, it's time 

to assess how well they'll function together. In the second level of testing, integration 

testing, we test each of our individual components in combination. The group built 

various units, which were then integrated and tested to ensure that the system 

performed as planned. 

 

 

 

 

 

4.3 System Evaluation 

System testing is a sort of testing that examines the completeness and integration of a 

software product. The end-to-end system specifications are evaluated using a system 

test. Software is usually simply one component of a larger computer system. This is a 

closed-loop evaluation.This black box method is used to assess the entire and 

integrated system to verify it meets the given standards. The software is thoroughly 

tested from beginning to end. This testing technique is used on our project to see if it 

fits all of the functional requirements. These are they: 

• Sign Up 

• Login 

• Joining the Meeting 

• Cheating Detecting 

• Informing the Proctor 
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4.4 Testing for Acceptance 

 
It is a type of formal testing that is based on user needs and function processing. 

Acceptance testing involves checking our system's compliance with functional and 

non-functional requirements as well as its overall performance. It is founded on the 

premise that your acceptance tests are responsible for determining experimentally 

whether your website functions as advertised to its users. Users are asked to evaluate 

websites based on a variety of characteristics. We've used tests in a variety of 

situations, such as when a student is delivering an exam and utilizing a cellphone, the 

proctor should be warned that the student is cheating. 

 

 

4.5 Development Tools 

The development details and techniques we used in our project are given below: 

 

 

 
 

4.6 Techniques and Tools 

The techniques and tools used in our system are given below: 

• Language: Python[20] 

• Operating System: Windows and Linux 

• Library: D lib[13] 

• For development environment: Visual studio code[4] 

• Front-end: HTML5, CSS, Bootstrap3[9] 

• Back-end: Python 

• Database: SQLITE[12] 

• Validation: PHP and JavaScript[16] 

• Notepad++ : To implement the project we have used HTML 

(environment: Notepad++[19]) for its ease of use. 
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The web page's content is organized using HTML. CSS is used to give a web page's 

content some style. HTML offers display information for various tags to the browser. 

CSS adds styling to the same elements, enriching the data. 

Tags in HTML Bootstrap is simple to set up and use, with a large number of 

components an excellent grid system, and styling for a variety of HTML components, 

including typography to the buttons Django is a high-level Python web framework 

that allows for quick development website construction that is secure and easy to 

maintain Built by seasoned programmers Django takes care of a lot of the headaches 

that come with web development. 

 
4.7 Development Details: 

We created a website theme that was simple to use and enjoyable to connect with. 

The user is greeted with a welcome screen that includes the sign-in and login choices 

If the user has previously registered, the user will be able to log in will immediately 

log in. Otherwise, the user will be prompted to login after signing in. A user after a 

successful login, the user's profile is displayed. If the user is a supervisor the proctor 

portal will open, and the student portal will open if the user is a student open. 

Users can choose from a variety of alternatives. Permissions can be granted by the 

user. The through the link, the user can provide feedback. The user can logout after 

the assessment is completed. The proctor can verify pupils and receive activity pop- 

ups. 

HTML 5, CSS, and Bootstrap are used to generate the web pages. We put the data in 

a SQLITE database because it can operate almost everywhere. SQLite is a database 

management system that runs on Windows, Mac OS, Linux, iOS, Android, and other 

platforms. 

For detection, we employed real-time detection code and various models. The 

detection is fairly accurate. If there is any action, a pop-up will appear, and 

screenshots will be sent to the proctor. We used socket programming to connect the 

front-end (client) and back-end (server) (server). For detection, we have real-time 

detection and various re-trained models (yolo)[11] as well as built-in libraries like 

’d lib’[2]. 
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4.7.1 Code Snapshot 

Screen Shots of our project(Online Assessment Proctoring) are following: 

 
 

Front end 
 

 

Back end Figure 4.1: Front End 

 

Figure 4.2: Back End 



37 

 

 

 

 

 

CHAPTER 5 

 
 

RESULTS AND DISCUSSIONS (or USER MANUAL) 

 
 

A successful trial run of the project has been completed. While the setup was done in 

accordance with the instructions. Dummy user registration and login has been 

completed successfully. After logging in or signing up, the user can change his 

profile and take a test. While taking the exam, our software will check for cheating in 

the background, and if cheating is found, our programme will display a pop-up 

notification on the proctor's screen. Search and Filter are both working properly. In 

the contact us page, users can also send their recommendations to the admin. All 

work was completed in a systematic manner, with seamless operations. 

 
5.1 Web Snapshots 

The following screen shots have been taken from the demo of Web. 

 
 

Home Page 
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Figure 5.1: Home Page 1 
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Figure 5.2: Home Page 2 
 

 

 

 
 

 
Figure 5.3: Home Page 3 
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Login and sign up 
 

 

 
 

 

 

 

 

Figure 5.4: Login 
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Figure 5.5: Sign Up 
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Student Profile 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

Figure 5.6: Student Profile 
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5.2 Cheating Detection Snapshot 

The screenshots of detection that will run on background are as follows: 

 

 

 

5.2.1 Number of Person and Eye detection 
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Figure 5.7: Number of Person and Eye detection 
 

 

 

 

 

 

 

 

OUTPUTS: 
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CHAPTER 6 

 
 

CONCLUSION AND RECOMMENDATIONS 

 
 

6.1 Conclusions 

 
 

When compared to traditional proctoring methods, online proctoring solutions are 

significantly better, faster, cheaper, and more equitable. From scheduling exams, 

monitoring tests, grading assessments, and declaring results online, the process of 

administering an examination can be successfully automated with the correct 

proctoring solutions. AI-driven proctoring solutions also ensure accuracy by 

eliminating the possibility of human error, resulting in a seamless and cost-effective 

experience for both educators and test candidates. 

 

 

6.2 Future Direction 

 
 

We did not use cutting-edge technologies in our project. So, in the near future, we 

will try to apply cutting-edge technology to improve efficiency, accuracy, and add 

additional features to our project. We'll also create a mobile application for it, so it 

can be used on any platform. 
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