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ABSTRACT

The Internet of Things (10T) is an emerging field, and the growth of 10T devices is a rapidly
increasing trend. These devices are expected to combine both heterogeneity and smartness, enabling
them to provide services for both humans and other devices. Due to this, it is crucial to have an
appropriate modeling framework in place for modeling the integration of these devices. Modeling
loT systems requires the consideration of several aspects, including the selection of discrete or
continuous mathematical models, computational simulation, or a combination of these. The
selection of modeling approaches or frameworks is also crucial in this process. In this research,
provide a unified modeling framework by integrating multiple frameworks and approaches. Our
research began with exploring, deducing, and inducting the research problem. We then built a
hypothesis that a unified framework can be developed for modeling complex 10T systems. To
achieve this, we first formulated sub-frameworks based on the architectural components of loT
systems. These sub-frameworks were then integrated into a unified framework, providing a way
to model the behavior of service-oriented internet-based devices and systems in complex scenarios.
The unified framework is based on three distinct sub-frameworks for modeling 10T systems. The
first sub-framework is aimed at modeling 10T systems from the Software Engineering viewpoint.
The second sub-framework is focused on modeling IoT systems that have fuzzy values, such as
values that fall between 0 and 1, giving rise to fuzzy logic. The third sub-framework is aimed at
modeling loT systems that have ambient entities in their composition. An ambient entity is an
entity that must possess the properties of mobility, inclusion, and narrowness, such as a bus or an
airplane. We used our framework to model case studies and compared our framework with the
exiting. This study is expected to make a significant contribution to the modeling paradigm
employed in understanding, analyzing, and designing loT systems. With the proposed unified
framework, it is possible to model the behavior of 10T systems in a comprehensive manner,
considering the different perspectives and aspects that are involved in the modeling process. This
will enable the development of more robust and reliable 10T systems, which can better serve the

needs of both humans and other devices.
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Chapter 1

INTRODUCTION

The term Internet of Things (1oT), first introduced by Kevin Ashton in 1998, refers to an
emerging paradigm that consists in new Internet-based information service architecture [1]. The
Internet of Things (IoT) is a rapidly evolving paradigm that encompasses a new Internet-based
information service architecture. The term "things™ in 10T refers to objects and devices that are
interconnected to form much larger systems, enabling new forms of ubiquitous and pervasive
computing. loT has introduced a new dimension to technology, shifting the focus from human
interaction to machine-to-machine communication over the internet. Modeling approaches for IoT
are used to better understand the behavior of these systems and to improve their design,

performance, and security.

Modeling approaches for 10T can include agent-based modeling, event-based modeling,
network-based modeling, data-driven modeling, and hybrid modeling. These approaches can be
used to simulate the behavior of 10T systems and to evaluate different design options. For example,
agent-based modeling can be used to simulate the interactions between devices in an 10T system,
while network-based modeling can be used to evaluate the performance of different communication
protocols. However, the widespread adoption of 10T also brings new challenges, such as data privacy
and security, interoperability, scalability, and management. Security concerns are of paramount
importance in 10T as it involves the collection and transmission of sensitive personal and business
data. Ensuring the security of 10T systems is crucial to protect against cyber-attacks and data
breaches. Modeling approaches can also be used to evaluate the security of 10T systems and to

identify vulnerabilities that need to be addressed. The contract-based reasoning approach in the



design and development of loT systems is a powerful technique that enforces several key
principles. These principles, including component substitutivity and reuse, incremental
development through successive refinements, and independent Implement-ability, provide a solid
foundation for the component-based development process. Besides being a solution for system
design, contract-based reasoning offers diverse opportunities: mapping and tracing requirements
to components, tracking the evolution of requirements during development, reviewing models,
virtual integration of components [2], and, most importantly, compositional verification. Instead of
reasoning with implementations during formal verification of requirements, one can use contracts
and split the verification in two steps: (1) verify that each component satisfies its contract and (2)
verify that the network of contracts correctly assembles and satisfies the requirement. Even though
the number of relations that need to be verified in order for contract-based reasoning to work is
multiplied (linearly with the number of components), in general they involve more abstract
specifications and thus they are less prone to combinatorial explosion, which makes them more

tractable by automatic verification tools.

This approach offers a formal framework for demonstrating the satisfaction of
requirements and provides several benefits to the system design process. Contract-based reasoning
enables the mapping and tracing of requirements to components, facilitates the tracking of
requirement evolution throughout the development cycle, enables model reviews, supports the
virtual integration of components, and most importantly, provides compositional verification.
Rather than verifying requirements through the implementation, contract-based reasoning splits
the verification process into two steps. First, it verifies that each component satisfies its own
contract, and then it verifies that the network of contracts correctly assembles and satisfies the
overall requirement. The verification process is multiplied linearly with the number of
components, but these relations typically involve more abstract specifications and are therefore less
prone to combinatorial explosion, making the process more manageable for automatic verification
tools.

The use of models in software engineering is a crucial aspect of the development process,

serving various purposes. The first type of modeling, known as domain modeling, focuses on



providing a clear understanding of the context and major concepts of a specific problem. Domain
models aim to represent the properties of a domain, such as business processes, by capturing real-
world information. Specification modeling, on the other hand, is used to formally represent
requirements in a clear and concise manner. This type of modeling is used to describe the desired
features and functionalities of the software system. Design modeling, also known as
implementation modeling, takes the specifications provided by the specification modeling and
converts them into a working solution. This type of modeling provides a control flow and is used to
represent the behavior of different parts of the system, allocate responsibilities, and represent the
modularization, interaction, and composition of the system. Different perspectives of modeling
exist in software engineering, each with its own unique approach and goal. The selection of the
appropriate model and perspective depends on the specific requirements and goals of the software
development project.

The development of 10T systems involves multiple phases that require careful
consideration of various aspects such as infrastructure design, security, embedded systems
architecture, service provisioning and management, integration with emerging technologies such as
Fog computing, Software Defined Networking (SDN), Blockchain, and the modeling and
management of 10T applications. To assist in this process, researchers have proposed various
reference architectures that outline the different components involved in 10T systems and their
relationships. One of the well-known reference architectures for generic loT systems is 10T-A, but
there are also domain-specific reference architectures, such as the Industrial loT Reference
Architecture (IIRA) and the Reference Architectural Model Industrie 4.0 (RAMI 4.0). These
reference architectures provide a holistic view of the components involved in IoT systems, from
low-level hardware components to higher-level software components, and can help organizations in
designing and deploying robust 10T solutions. In addition, the reference architectures also consider
the various constraints and requirements specific to 10T systems, such as low-power requirements,
real-time communication, and large-scale deployment. Figure 1.1 Functional Model of Reference
Architecture of 10T [225] shows functional model of the 10T-A reference architecture for Internet

of Things.



1.1 Motivation

The field of 10T is currently a highly active area of research. Despite the increasing number
of 10T devices and the potential benefits they offer, there is still a lack of a comprehensive 10T
model that can address the challenges and complexities of 10T systems. One of the key challenges
is the need for an environment that can seamlessly integrate different 10T devices and enable them

to communicate and share services with each other.
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Figure 1.1 Functional Model of Reference Architecture of 10T

To address these challenges, there is a need for a system that can ensure trust and security
between 10T devices. This can be achieved by establishing contracts between devices, which can
be easily managed and monitored. The system also can identify devices and maintain records of
their account status and credibility information. This information can be used to make informed
decisions and enforce consequences for any device that violates the established contracts.

To illustrate the potential of such a system, consider the hypothetical scenario of
universities in the twin cities of Rawalpindi and Islamabad in Pakistan. There are 26 HEC
recognized universities in these cities, with 21 in Islamabad and 5 in Rawalpindi. In this scenario,
all universities are considered "smart" and equipped with advanced systems, such as an emergency
response system, smart parking, smart waste management, smart pollution control, and smart
classrooms.

For example, consider the scenario of an international conference to be held at the Air



University in Islamabad. Given the expected influx of 200 additional vehicles for the event, the
university can only accommodate 120 additional vehicles. To deal with this, the university looks
towards its neighboring universities, such as Bahria University and National Defense University
(NDU), for help. Bahria University has a free space for 230 vehicles, which the Air University hires
to accommodate the surplus during the event. The host university also needs additional garbage
collectors to manage the waste generated by the influx of visitors and accompanying refreshments
and meals. NDU is asked to provide the required garbage collectors.

Managing such services, especially when they are provided on a regular basis, can be
difficult and require a full department for hiring, managing, and paying for the services. However,
if all universities are connected over the internet with unique identifications for each device, the
problem can be solved by using agents. All universities can have prime agents (the supreme agent
in a group) that have different groups, such as waste management, parking, and security, under it.
The leader of each group can publish its requirements through the prime agent, and the appropriate
response can be calculated and selected based on the responses from other agents in the same
region. There can be a negotiation process, and once both parties reach a consensus, an agreement
can be signed between them and monitored by the interior agents of both parties.

In addition to managing the services, the health of the agents is also important. There will
be fitness control agents who will check the health of other agents and approve their fitness. If an
agent is found to be damaged or unfit, it will be referred to a recovering agent. If the problem is
too grave for the recovering agent to handle, the owner of the agent will be informed. The process
of adding a new university is also straightforward. The prime agent of the new university will
request for its addition, and the request will be published by NDU to one hop. Based on the
decisions by the respective members, the university will be added to the system.

Agent-based modeling (ABM) is a type of computer simulation that uses autonomous
agents to represent individuals or groups in a system. These agents interact with one another and
their environment, and their actions can affect the overall behavior of the system. ABM is often
used in fields such as economics, sociology, and ecology to study complex systems that are
difficult to model using traditional approaches. ABM can be combined with other modeling
approaches, such as systems dynamics and network analysis, to create more comprehensive
models. For example, in economics, ABM can be used to model the behavior of individual firms,

while systems dynamics can be used to model the overall market. This combination allows for a



more detailed understanding of how individual agents’ decisions affect the market. Similarly, in
ecology, ABM can be used to model the behavior of individual animals, while network analysis
can be used to model the interactions between different species. This combination allows for a
more detailed understanding of how changes in one species can affect the entire ecosystem.
Agent-based modeling (ABM) can be used to study the behavior of Internet of Things (loT)
systems, which consist of interconnected devices that can communicate and share information with
one another. ABM can also be used to study the security and privacy of 10T systems, by simulating
the behavior of malicious agents and the interactions between them and the other agents in the
system. In short, ABM can be used to study the behavior of 10T systems, by modeling the
interactions between the different devices and their environment and can also be used to analyze
the security and privacy of 10T systems by simulating the behavior of malicious agents.
Agent-based modeling (ABM) can be used in combination with other modeling approaches
to create more comprehensive models of complex systems. Here are a few examples of how ABM
can be used in combination with other modeling approaches:
1. System Dynamics: ABM can be used to model the behavior of individual agents, while
systems dynamics can be used to model the overall system. This combination allows for a more
detailed understanding of how individual agents’ decisions affect the system. For example, in
economics, ABM can be used to model the behavior of individual firms, while systems dynamics
can be used to model the overall market.
2. Network Analysis: ABM can be used to model the behavior of individual agents, while
network analysis can be used to model the interactions between different agents. This combination
allows for a more detailed understanding of how changes in one agent can affect the entire system.
For example, in ecology, ABM can be used to model the behavior of individual animals, while
network analysis can be used to model the interactions between different species.
3. Geographic Information Systems (GIS): ABM can be combined with GIS to model the
interactions between agents and their environment. This allows for a more detailed understanding
of how the spatial distribution of agents affects their behavior. For example, ABM can be used to
model the behavior of individuals in a city, while GIS can be used to model the spatial distribution
of resources and infrastructure.
4. Machine Learning: ABM can be combined with machine learning to improve the realism

of the model by learning from real-world data. For example, ABM can be used to model the



behavior of individuals in a city, while machine learning can be used to infer the decision-making
rules of the agents from data

The motivation behind this dissertation is the lack of a single, unified modeling framework
for 10T systems. The proposed system, with its use of agents, addresses many of the challenges
and complexities of 10T systems and provides a promising solution for creating a unified modeling

framework for loT.

1.2 Problem Description

The Internet of Things (10T) is a rapidly growing technology that has the potential to revolutionize
the way we live, work, and interact with the world around us. 10T systems are complex and dynamic, and
they require a multi-disciplinary approach to design and development. The development of 10T systems
involves many different aspects, including the collection of data from sensors, the manipulation of data, the
decision-making process for actuators, and the integration of other components into the system. To ensure
the success of 10T systems, it is important to have a deep understanding of these different aspects and to

model them appropriately.

1.2.1 Research Gap

Proper understanding of 10T systems and their different aspects is crucial for the success
of the system. Modeling different aspects of the system helps in determining the feasibility of the
system, which is an important step in the development process. If the aspects of the system are not
properly understood and modeled, there is a risk of system failure. This is because the system may
not function as intended due to incorrect assumptions, incorrect data collection and manipulation,
or incorrect decisions made about actuators.

One of the key benefits of modeling is that it allows for the identification of potential
weaknesses and limitations in the system. For example, if the data collection process is not
properly modeled, the system may not be able to collect all the necessary data, which can lead to
incorrect decisions being made. Similarly, if the decision-making process is not properly modeled,
the system may not be able to make the right decisions, which can result in the system not
functioning as intended. Moreover, modeling also helps in identifying the interdependencies

between different components of the system. This is important because it allows the software



engineer to ensure that all components of the system work together seamlessly, which is necessary
for the system to function as intended. Despite the rapid growth of 10T, there is still a lack of a
unified framework for modeling 10T systems. This is a major challenge for software engineers
who are responsible for designing and developing IoT systems. Many researchers have used
different modeling approaches to represent specific aspects of 10T systems, but there is no single
framework that provides comprehensive guidance on how to model 10T systems from a software
engineering perspective. Although many researchers used different modeling approaches to
represent or describe certain specific aspects of 10T systems, in general there is no single unified
framework for modeling 10T systems [3], [4]. The absence of a unified framework leads to
ambiguity in the usage of terms and concepts associated with modeling 10T systems, which can
increase the risk of system failure.

There are various examples in literature where different modeling approaches have been
used but there is lack of framework for modeling IoT systems from the perspective of software
engineer. We are unable to find a framework that provides concrete guidance on how to model 10T
systems that have fuzzy agents with in them. There does not exist framework that guides on
modeling ambient that are a part of an 10T system. To address this challenge, there is a need for a
unified modeling framework that provides concrete guidelines on how to develop different types
of models for 10T systems. This framework should provide guidance on how to model IoT systems
from different perspectives, how to model for different purposes, how to model human-involved
loT systems, how to model ambient-involved 10T systems, and how to combine different models
into a single model. Such a framework would also help to remove ambiguities in the usage of terms
associated with modeling loT systems. Several researchers have proposed different frameworks
for modeling 10T systems, but none of them have been widely adopted. In conclusion, there is a
pressing need for a unified modeling framework that provides comprehensive guidance on how to
model loT systems. Such a framework would help to ensure the success of 10T systems by reducing
the risk of system failure and by removing ambiguities in the usage of terms associated with
modeling 10T systems. Further research is needed to develop such a framework and to validate its

effectiveness in real-world IoT systems.

1.2.2 Problem Statement



loT systems are complex in nature having different levels such as application level, virtual
entity and service level etc. Modeling different constituents at different levels require different
viewpoints.

There is a lack of unified framework for modeling complex Internet of things (IoT) systems
that considers different components of such systems and provides rules according to well-known
reference architectures.

We provide a framework to model complex IoT systems.

1.2.3 Research Questions

The overall goal of this research is to provide a unified framework for modeling complex
loT Systems. For this purpose, we have used a combination of multiple modeling approaches at
different levels and for different purposes. Our research is based on following research questions:
RQ1: Viewpoint Specific Modeling of 10T systems: How can we use different modeling
approaches in combination for the modeling 10T systems (IoTS) with respect to specific
viewpoints and for certain layers?

This question is related to the problem statement of device-to-device service provision.
Different types of services, such as cloud platforms for other devices, gateways for other devices,
and data collection from other devices by application service providers, can be created in such a
system. Service-oriented devices are based on contracts. Additionally, 10T systems have various
layers, including the device layer, communication layer, service layer, virtual entity layer, and
application layer, and each layer has different types of entities, objects, or agents. Therefore, a
combination of modeling approaches and different viewpoints are required to model such loT
systems. Different modeling approaches are used in combination for modeling loT systems
because each approach provides a different perspective on the system and focuses on different
aspects. For example, some approaches might focus on modeling the data and information flow
within the system, while others might focus on modeling the interactions between different
components or the decision-making process. By using multiple approaches, it allows for a more
comprehensive understanding of the 10T system and helps to identify potential problems or areas
for improvement. Additionally, each approach may be better suited for modeling different layers

of the system, such as the data layer, the network layer, or the application layer. Using a
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combination of approaches ensures that the loT system is modeled from multiple perspectives and
at different levels of abstraction, providing a more complete and accurate representation of the
system.

RQ2: Modeling systems/ subsystems from software engineering viewpoint: How IoT systems can
be modeled for the software engineering viewpoint?

This question is related to RQ1, as software is a key component of IoT systems. The
viewpoint of the system for software engineers requires the use of multiple modeling approaches
in combination, along with rules and procedures for their efficient use. 10T systems should be
modeled from the software engineering viewpoint because it is essential to have a systematic
approach to designing, developing, and testing these systems. Software engineering principles
provide a set of guidelines and best practices that help to ensure the reliability and efficiency of
software systems. In the case of 10T systems, these principles can help to ensure that the different
components of the system are properly integrated, that the system is scalable, and that it can be
maintained and updated over time. Additionally, modeling 10T systems from the software
engineering viewpoint can help to identify potential design problems early on, which can reduce
the risk of system failure. Furthermore, it provides a framework for testing and evaluating the
performance of the system, which can help to improve the overall quality of the system.

RQ3: Modeling systems/ subsystems that have subsystems/ components of type “Fuzzy”: How
loT systems that have fuzzy subsystems within them can be modeled?

This question is related to RQ1, as fuzzy logic deals with the intermediate values between
"true" and "false" and is used for effective decision making and cognition. loT systems also include
fuzzy devices and information. Modeling such systems requires consideration of fuzzy logic
modeling in-combination with other modeling approaches. Rules and procedures for such
modeling are required for Fuzzy loT systems. Modeling 10T systems that have fuzzy subsystems
is important because fuzzy subsystems introduce uncertainty and imprecision into the system.
Fuzzy subsystems are often used in 10T systems to model human behavior or environmental
conditions that are difficult to predict with certainty. Modeling these fuzzy subsystems accurately
and consistently helps to ensure the overall reliability and robustness of the loT system.
Furthermore, modeling fuzzy subsystems allows for the simulation and testing of different
scenarios and conditions, which can help to identify and resolve potential problems before the

system is deployed.
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RQ4: Modeling systems/ subsystems that have subsystems of type “Ambient”: How IoT systems
that have ambient subsystems with in them can be modeled?

Ambient entities can incorporate other entities and have properties of mobility and
limitations in movement. Smart transport systems and vehicles are examples of loT systems that
include ambient subsystems. Therefore, modeling such systems requires the consideration of
ambient-oriented modeling in conjunction with other modeling methods. A framework that
outlines the rules and procedures for combining these modeling approaches is needed to effectively
model these systems. Modeling loT systems that have ambient subsystems, such as a bus, is
important for several reasons: Contextual Awareness: Modeling the ambient subsystems helps in
understanding the context in which the 10T system operates. For example, modeling the bus in an
loT system provides information about the movement of the bus and the environment it operates
in.

Interactions: Modeling the ambient subsystems helps in understanding the interactions between
different components of the 10T system, including the ambient subsystems. In the case of the bus,
this information can be used to understand how passengers, other vehicles, and the environment
interact with the bus.

Optimization: Modeling the ambient subsystems can help in optimizing the IoT system. For
example, modeling the bus can help in optimizing its movement, energy consumption, and
resource utilization.

Decision Making: Modeling the ambient subsystems can provide valuable information for decision
making in the 10T system. For example, modeling the bus can provide information about the best
routes, stops, and schedules, which can be used to improve the overall performance of the system.
RQ5: Unified modeling framework: How can we develop a unified framework for 0T systems?

The research statement and RQ1 emphasize the need for a combination of different
modeling approaches for effective modeling of IoT systems. RQ2 to RQ4 highlight various
viewpoint-specific frameworks. However, a unified framework that outlines the rules and
procedures for utilizing these different modeling approaches and viewpoint frameworks is
necessary for a comprehensive modeling of 10T systems. A unified modeling framework for loT
systems is important because it provides a consistent and standardized approach to modeling the
various components and aspects of these systems. This framework can help ensure that all

necessary components and aspects are considered and incorporated into the model. Additionally,
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a unified modeling framework can provide concrete guidelines on how to develop models from
different perspectives, how to model for human-involved loT systems, how to model for ambient-
involved 0T systems, and how to combine different models into a single model. This can help
reduce ambiguities and improve the overall quality and reliability of the 0T system. Furthermore,
a unified modeling framework can also help identify potential gaps in the current models and
suggest ways to fill those gaps. This can lead to a more comprehensive and robust model that better

represents the complexity of 10T systems.

1.3 Aims

The thesis has been formulized aiming in providing a unified framework for modeling of
complex service oriented 10T systems. The framework provides guidelines for the researchers and
engineers to develop their viewpoint models for the purpose of system analysis and design. The
framework covers three aspects of an loT systems i.e., Application and Software, Fuzzy

components and Ambient.

1.4 Contribution

The research is adding knowledge in the domain of modeling service oriented I0T systems
by providing a unified framework that provides guidelines and procedures for modeling along with
the demonstration of the framework by modeling relevant case studies. Some of the key original
contributions in the modeling and simulation of service oriented 10T systems are summarized as
follows:

A The first contribution of this research is a unified framework for modeling complex service-
oriented 10T systems. The framework is using three other frameworks. The first framework is for
modeling software engineering aspect or viewpoint of service oriented IoT systems. The second
framework is for modeling Fuzzy information involved service oriented 10T systems. And the third
framework is for modeling ambient involved service oriented 10T systems. The proposed unified
framework has different viewpoint specific levels. We provided procedure to decompose systems
into subsystems and compose systems from subsystems at different levels for the purpose of

defining granularity and adding details.
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B. The framework for software engineering allows using discrete and continuous time
modeling and simulation approaches in combination for 10T systems. The proposed framework
demonstrates on how to model Ad hoc and general systems IoT systems for software engineering
purpose. It also considers the procedure for modularization and composition of the software for
loT systems. We presented procedures for creating discrete and continuous as well as Ad hoc,
flexible, and general models for service oriented IoT systems.

C. We proposed a framework for modeling 10T systems that involve fuzzy information, and
this framework is based on concepts of different modeling approaches. These modeling approaches
include Agent-based Modeling, Network-based Modeling, Fuzzy-logic Modeling and Aspect-
oriented Modeling.

D. We proposed a framework for integrated use of agent-based and ambient-oriented
modeling for the purpose of modeling loT systems that contains ambient in their composition. This
framework provides us a way to model complex systems having agents that contain other agents
and have the ability to move within a limited location. The framework also provides a way to
represent different agents of different levels based on their dependencies. The framework also
provides a set of rules and procedures to add details like message sending or receiving by certain

agents in link with the representation of dependencies.

1.5 Research Methodology

The methodology used in this thesis is design science research, which aims to create new
and useful artifacts in order to solve a specific problem. In this research, the problem addressed is
the need for an appropriate modeling framework to model the

integration of 10T devices. The research started with an exploration of the problem,
followed by the deduction and induction of the research question. The hypothesis was formed that
a unified modeling framework could be developed for the modeling of complex IoT systems. The
proposed framework was built by first formulating sub-frameworks based on the architectural
components of 10T systems. These sub-frameworks were then integrated into a unified framework,
providing a way to model the behavior of service-oriented internet-based devices and systems in
complex scenarios. The unified framework was based on three distinct sub-frameworks for

modeling 10T systems, each of which was capable of modeling the system from a different
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perspective. The first sub-framework focused on modeling loT systems from a software
engineering viewpoint, using concepts from different modeling approaches such as agent-based,
aspect-oriented, contract-based, and service-oriented modeling. To further support our research,
we provided a detailed literature review which included a deep insight into various modeling
approaches such as agent-based modeling, ambient-oriented modeling, aspect-oriented modeling,
fuzzy-logic modeling, network-based modeling, object-based modeling, and service-oriented
modeling. Additionally, we examined the previous use of these approaches in combination and
considered their potential for use in the modeling of IoT systems.

Furthermore, we validated our proposed framework by using it in a series of case studies
and discussed the results in detail. The case studies allowed us to demonstrate the practical
application of the framework and its ability to model the behavior of 10T systems in real-world
scenarios. The findings of this research are expected to provide a useful tool for researchers,
practitioners, and professionals working in the field of 10T. The proposed unified modeling
framework provides a way to model the behavior of service-oriented internet-based devices and
systems in complex scenarios, considering multiple perspectives and modeling approaches. This
research adds value to the existing body of knowledge in the area of loT by providing a
comprehensive and integrated framework for modeling the behavior of 10T systems. The results
of this study are expected to be useful for practitioners, researchers, and professionals working in
the field of 10T, providing them with a new tool to help them better understand, analyze, and design
loT systems. The second sub-framework dealt with modeling loT systems that have fuzzy values,
utilizing concepts from agent-based, aspect-oriented, network-based, and fuzzy logic modeling.
The third sub-framework was designed to model 10T systems with ambient entities, using a
combination of agent-based and ambient-oriented modeling concepts. It is expected that this study
will contribute to the modeling paradigm used in the understanding, analysis, and design of loT
systems, providing a unified framework that considers multiple perspectives and modeling

approaches.

1.6 Thesis Organization

In this section, the first sub-section is providing an insight to the case studies that we used

in this thesis. The second sub-section provides the sequence of the chapters included in this thesis.
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1.6.1 Overview of Case Studies

We used the case study of universities located in twin cities of Pakistan (Rawalpindi and
Islamabad) that are HEC recognized. The case study involves smart devices and smart systems
such as smart parking and smart trash. We also used the case study of smart room that includes air
conditioner, fans and heaters. The case study is based on smart temperature adjustment and

switching of different devices. Another case study we used is of rapid bus transit system modeling.

1.6.2 Outline of Thesis

We have five chapters of this thesis. The rest of the chapters are as following:

Chapter-2 This chapter provides an overview of the field and the modeling approaches that exist
in the area of service-oriented I0T systems. The various approaches, such as agent-based, ambient-
oriented, aspect-oriented, contract-based, fuzzy-logic, network-based, and object-based modeling
are discussed. The chapter evaluates the suitability of these approaches and provides a summary
of the related work in the field of service oriented IoT systems.

Chapter-3 This chapter presents a unified framework for modeling service-oriented 10T systems.
The framework is based on agents and provides a software engineering viewpoint for modeling
loT systems. The purpose, target and affordability of the framework are outlined, as well as the
steps involved in its inception and elaboration. The use of contracts and the implementation of the
framework are also discussed. Furthermore, this chapter provides a sub-framework that uses agent-
based modeling in-combination with ambient-oriented modeling. It also provides a framework for
modeling ambient systems.

Chapter-4 This chapter presents a series of case studies that demonstrate the use of the unified
framework. The case studies validate the framework and provide a practical example of how it can
be applied in real-world scenarios. The results of the case studies are analyzed and discussed. The
framework and its results are evaluated using the case studies as a basis for comparison. The

strengths and weaknesses of the framework are identified, as well as its limitations and future
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directions for improvement. The chapter also compares the framework to other existing approaches
and provides a summary of its evaluation.

Chapter-5 The conclusion of the thesis summarizes the main findings and contributions of the
research. It provides a summary of the framework and its practical application, as well as its
strengths and weaknesses. The conclusion also suggests future directions for improvement and

discusses the implications of the research for the field of service oriented 10T systems.
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Chapter 2

BACKGROUND AND RELATED WORK

Agent-based Modeling Agent-based modeling (ABM) can be used to study the behavior of
Internet of Things (IoT) systems, which consist of interconnected devices that can communicate
and share information with one another. In an 10T system, each device can be represented as an
agent, and ABM can be used to simulate the interactions between these agents and their
environment. For example, ABM can be used to model the behavior of a smart home system, in
which different devices such as thermostats, lights, and security cameras are connected to the
internet and can communicate with one another. The agents in this system would represent the
different devices, and the interactions between them would be based on the rules and protocols that
govern the communication between the devices. Another example is the use of ABM to model the
behavior of a smart city system, where different agents could represent traffic lights, transportation
vehicles, and other infrastructure components that are connected to the internet. These agents can
interact with one another, for example, by sharing data on traffic flow and adjusting traffic lights

accordingly.

In AOM, an entity is represented as an "ambient,” which own the properties such as
mobility, inclusion and narrowness. The ambient are autonomous, and their behavior is determined
by their internal states and the rules that govern their interactions with other ambient. AOM is often
used in fields such as ambient intelligence, smart cities, and ubiquitous computing, to study the
interactions between individuals and technology-rich environments. For example, AOM can be
used to model the behavior of individuals in a smart city, where the ambient would include

resources such as transportation.

Fuzzy logic modeling is a mathematical approach to modeling uncertainty and imprecision

in real-world systems. It can be used in a variety of applications, including in the Internet of Things
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(1oT). Fuzzy logic is based on the idea that there are many things in the world that cannot be
described precisely in terms of "true” or "false," but rather as degrees of truth. The degree of truth
is represented by a value between 0 and 1. In IoT systems, fuzzy logic modeling can be used to
model complex relationships between inputs and outputs. For example, in a smart home system,
fuzzy logic can be used to model the relationship between temperature, humidity, and air
conditioning. If the temperature is high and the humidity is low, the air conditioning system might
be set to run at full capacity. However, if the temperature is only slightly high and the humidity is
very high, the air conditioning system might only run at a lower capacity. Fuzzy logic can also be
used in decision-making processes in 10T systems. For example, in a smart traffic system, fuzzy
logic can be used to determine the best route for a vehicle based on traffic conditions, road
conditions, and other factors. The system might use fuzzy logic to determine the degree of
congestion on each road and to weigh the importance of each factor in the decision-making
process. In addition, fuzzy logic can be used in predictive maintenance in IoT systems. For
example, in a manufacturing plant, fuzzy logic can be used to model the relationship between
machine performance, vibration data, and the likelihood of machine failure. The system can then
use this information to predict when a machine is likely to fail and to schedule maintenance

accordingly.

Network-based modeling is a modeling approach that involves the representation and
simulation of complex systems as interconnected networks. It is used to study and analyze the
behavior of systems in which the components or entities are connected and interact with each other
through a network. Network-based models provide a way to represent and analyze the interactions
between components, allowing for the exploration of complex behaviors and patterns that emerge
from these interactions. For example, network-based modeling can be used in social network
analysis to study the interactions between individuals in a social network, such as Facebook. The
individuals can be represented as nodes in the network, and their interactions as edges connecting
the nodes. This allows for the exploration of patterns of behavior, such as the formation of
communities, the spread of information, and the influence of individuals on each other. Another
example is the use of network-based modeling in transportation systems, where the nodes represent
transportation hubs, and the edges represent the connections between them. This type of model
can be used to analyze the flow of people and goods through the transportation network and to

identify bottlenecks and optimize routes.
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Network-based modeling is a technique used to model the behavior of Internet of Things
(1oT) systems. This modeling approach represents 10T systems as interconnected nodes (e.g.,
sensors, devices, and actuators) that communicate and exchange data over a network. The network
structure, communication patterns, and data flow between the nodes can be modeled and analyzed
to understand the behavior of the system. In the context of 10T, network-based modeling can be
used to simulate the behavior of loT systems, predict their performance, and identify potential
issues before they occur. For example, network-based modeling can be used to optimize the
communication protocols used by IoT devices, to determine the optimal placement of sensors, or
to analyze the network’s robustness against failures. Another use case of network-based modeling
for 10T is in the design and implementation of smart cities, where large numbers of connected
devices and systems need to be integrated and optimized. Network-based modeling can be used to
simulate the behavior of the city’s transportation systems, energy networks, and communication
infrastructure, and to evaluate different scenarios to determine the best approaches for improving

efficiency, reducing costs, and increasing sustainability.

Service-oriented modeling (SOM) is a software design approach that focuses on modeling
the functionality of a system as a set of reusable and interoperable services. SOM provides a way
to represent the interactions between system components as a series of well-defined and loosely
coupled services. This approach enables the modeling of complex systems in terms of smaller,
simpler building blocks that can be developed, tested, and deployed independently. In the context
of Internet of Things (loT) systems, service-oriented modeling is particularly useful as it allows
the modeling and representation of I0T systems as a set of interconnected services, where each
service represents a specific functional capability. This approach enables the development of
modular and scalable 10T systems that can be easily integrated with other systems and services.
Additionally, SOM provides a way to manage the complexity of 10T systems by breaking them
down into smaller, more manageable components. Contract-based modeling is a software
engineering approach for modeling and design of distributed systems. It refers to the use of formal
contracts to specify the interactions between system components, including their expected
behaviors and obligations. The contracts specify the conditions under which a service provider can
deliver a service and the conditions under which a service consumer can use the service. In the
context of 10T systems, contract-based modeling is used to describe the relationships between 0T

devices and the services they provide. For example, consider a smart home system with multiple
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connected devices, such as a thermostat, smart lights, and a smart lock. A contract-based model of
this system would specify the obligations and expectations of each device in terms of the services
it provides and the data it generates. The contract would specify the conditions under which the
thermostat should control the temperature, the conditions under which the smart lights should turn
on or off, and the conditions under which the smart lock should lock or unlock the doors. By using
contract-based modeling, the system can ensure that each component of the system operates as
expected, and that the interactions between components are well-defined and consistent. In
practice, contract-based modeling is often implemented using formal languages, such as the
Service Component Architecture (SCA) or the Web Services Description Language (WSDL).
These languages provide a way to specify the contracts in a machine-readable format, al lowing
for automated testing and verification of the contracts. The use of contract-based modeling can
help to ensure the reliability and predictability of 10T systems, and to support the development of

large-scale, complex 10T systems.

This chapter provides the understanding of different approaches used in this research based
on previous research. It also provides an insight to the relation of different terminologies and

technologies used in this research.

2.1 Overview

In this chapter we provide the background and related work of this research. The chapter
provides an insight to different modeling approaches. It also contains the application of different
approaches for 10T systems. We separated different aspects of 10T systems and analyzed the
application of approaches against those aspects as well. The chapter also includes the use of
different modeling approaches in combination for 10T systems. In the end of this chapter, we

provided the summary and research gap.

2.2 Modeling Approaches

This section is aimed at providing an insight to different modeling approaches. These

modeling approaches include agent-based modeling, ambient-oriented modeling, aspect-oriented
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modeling, network-based modeling, object-based modeling, fuzzy-logic modeling, contract-based

modeling and service-oriented modeling.

2.2.1 Agent-based Modeling

Agent-based modeling (ABM) is employed for different purposes in different ways, for
instance, modeling complex adaptive systems for the purpose of prediction of the behavior of a
system in response of any particular actions. Owing to the simulation friendliness of ABM, it has
found higher degree of acceptability for predicting the behavior of certain agents in large-scale
and crowd involving emergencies [5]. One of the strengths of ABM is its models with flexibility
and simulation friendliness that enhance the analytical capabilities for simulations of business
processes. Currently, there exist multiple frameworks for ABM having their pros and cons
however, the analysis depends on the framework that has been used. In the arena of software
engineering, numerous tools for modeling are based on the techniques of component-based
software development [6].

ABM can be employed for the analysis of complex scenarios, such as world politics, where
we can organize the actors involved as agents i.e., primary actors and meta-agents i.e., about other
actors [7]. One can also use it for macro-economic research and development. ABM is conducive
for modeling the systems that comprise of heterogeneous agents that are interacting in the system
[8]. It has overridden mathematical modeling which used to comprise of heterogeneous agents and
complex environment [9]. The behavior of the people in an uncertain condition or emergency can
also be modeled effectively using ABM and simulations such as in case of earthquakes or tsunami
and floods [10].

A type of agents known as Belief, Desire, and Intention (BDI) is well known for service-
oriented systems and in software engineering domain. The belief is first constructed. The agents
have a Belief for any action, based on defined belief the agent have some desires. Belief is updated
every time the systems obtain some information from environment and the process of updating is

known as belief revision. The belief can also be merged based on information [11].

2.2.2 Ambient-oriented Modeling



22

Among the main properties of ambient are Inclusion (container), Narrowness (limitation),
and Mobility (not static). Narrowness implies that all ambient will always have movement in
limited location. The property of Inclusion entails that all ambient should be capable of including
other ones involved in system. The property of Mobility of all ambient denotes that ambient should
not be static and it should change location, whereby when movement of an ambient takes place
then it should take with it the sub-ambient that it is containing. For the purpose of developing a
model, the key attribute to be assigned to the ambient is an identifier that is used for identification.
Unlike Agent-based modeling where there are rules for model, in ambient-oriented modeling there
are processes of each ambient and hence, these processes can be tracked in certain area being
specified [12].

By putting intelligence to the former, 10T is creating a link between the objects from
physical world and the objects in virtual world. Given the enormous diversity and huge number of
physical objects to be connected through internet, the resultant systems and environment will be
of highly complex nature. Such a combination of heterogeneous objects implicates ambient-
oriented systems and when these systems are taken in the viewpoint of a software engineer then
these are taken as ubiquitous systems. In [13], for the purpose of managing software development
of ambient-oriented systems a scheme has been proposed which is based on formalism of Discrete-

events Specification.

2.2.3 Aspect-oriented Modeling

In the early stages of its inception, aspect-orientation was used for the purpose of
modularization along with at the level of programming. This approach separates the concerns i.e.
crosscutting concerns and non-crosscutting concerns. It is now used for the purpose of software
engineering at the development phases. On the account of its effectiveness, AOM is used for
different purposes, have different notations, for different goals and also have different maturity
levels [14]. For software engineering purpose aspect is a modular unit and it distinguish the
crosscutting and non-crosscutting concerns. Explicit interfaces of aspects are required to describe
the manner in which aspects interact with other aspects and also the other modules in the system

and the interaction can either be heterogeneous or homogeneous [15].
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Figure 2.1 : Separation of Crosscutting and Non-crosscutting Concerns

In AOM, aspects tend to differentiate numerous modules involved in a system. Hence, we
can define aspect as requirement implemented, in part, in multiple classes [16]. AOM has the
denomination of a complete and comprehensive methodology that fosters every phase of software
development life cycle through model driven development and architecture [17]. It can be
employed for QoS modeling by using the Graphical notations in combination with the formal
notations [18]. For a software AOM is a potent approach for modeling the security concerns. It has
the potential to forestall certain attacks against the system, therefore, warranting its use as part of
security engineering process [19]. Aspect-oriented modeling might play an important role in the
development IoT systems that are distributed as it can be used for design of different components,
interaction between distributed components and the integration of components in a system [20].

In AOM crosscutting concern is required to perform the core concerns. Figure 2.1 :
Separation of Crosscutting and Non-crosscutting shows how a crosscutting concern is different
from a non-crosscutting one. Internet of Things has much to offer in the form of valuable
applications for various fields of life, for instance agriculture, smart city, transportation, and
industry. There is a vulnerability of a number of issues such as: human intervention errors of
unreliable outcomes due to missing data. There are instances of the use of AOM in combination

with multi-agents approach to confront the issues related to smart healthcare applications such as



24

missing data [21]. AOM lessens the complexity of models while modeling a system by dividing
the system into different modules. It also improves the adaptability, reusability, robustness, and
maintainability of software-based systems. Business processes are also effectively modeled using
AOM [22]. The chief working principle of aspect-oriented modeling is differentiating the concerns
that improves the quality of models. Well known Aspect-oriented modeling approaches in software

development are [23]

1. Aspect-oriented Programming (AOP) Xerox PARC : The model of Xerox PARC is based
on points-cuts and join-points.
2. Subject-oriented Programming (SOP): SOP is based on the division of the system sub-
systems that are named as subjects and these subjects are then composed into system using
composition rules.
3. Adaptive Programming: Adaptive Programming allows the object to interact with its
immediate friends.
4. Composition Filters: The composition filters are used by distinguishing between the filters
and the objects that are classes.

Preserving the ethos of the separation of concerns that are crosscutting and noncrosscutting,
AOM might be used in combination with formal methods [24] as well as to address the security
concerns in software at a very early stage [25], [26]. AOP structures include but are not limited to
join points, advice, point-cuts and declaration. The concern is addressed by using the advice along
with Join points and advice are used along with point cuts for the purpose of regrouping the

concerns to compose the system [27].

2.2.4 Contract-based Modeling

Contract-based modeling is based on contracts. A contract has some assumptions and some
guarantees. In some of the contracts the consumer has only the rights without obligations to be
satisfied. This type of contracts is customarily termed as options. There are two well-known
standard options i.e., American options and European options. Apart from standard options there
are other types of options such as multi-assets options, multi-exercise options and exotic options

[28]. A contract having firm commitment is known as forward contract. The customer side for
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internet storage consumer has higher risk in forward contract whereas the service provider has
virtually no risk at all. The case with spot prices, however, is the other way around where the
service provider has higher risk comparative to customer who has no risk at all. Due to the
distribution of the risk among both the consumer and the provider options and vis-forward
contracts are ranked comparatively better [29].

There are four types of contract models. The first one is obligation-free contracts. The
second type of contract models is user-centric contract. The third type of contract models is
provider-centric contract. The fourth type of contract model is customize-able contract. As the
name implies, both the parties are free of restrictions in obligation-free contracts. In user-centric
contract, the service provider is under obligation and responsible deliver agreed service and
maintain quality of service. In provider-centric contract, the user is bound by the restriction to
comply with certain rules within the given boundaries. The customizable model offers a mix of
the aforesaid models with the provision to make desirable changes [30].

In software engineering the contracts are used for protecting a component of a software
from the other component. Such contracts control the workflow of the system and monitor the
execution of different components in the light of contract agreed by programmer. OOPS
developers routinely use contract systems [31]. The programmers use to write the contracts for
first order functions and also for higher-order modules for verifying the workflows and validation
of the values obtained at different modules. Nevertheless, the understanding and interpretation of
the first-order contracts are relatively easy. On the other hand, the high-order contracts are open to
interpretation and may have different views about satisfaction. Currently, the contracts may be
represented by various notions and also there are different languages for satisfaction of contracts
[32]. The contracts that are composed of features’ behavior of a program are known as Program
contracts and the other type of contract that where the changed and unchanged features are
considered are termed as changed contracts [33].

Predictive contract mechanisms are meant to be used for protecting against the
inconsistency problem arise because of network latency. This latency is usually created by state
changes communications [34]. The behavioral description for the web services can be made with
the help of contracts. Successful transaction that occurs between the service consumer and the
provider of the service is ensured statically by using contracts. Harnessing the contracts theory,

the user of the service and the provider of the service can be formalized in a fashion well-suited to
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both parties and we can replace a service by other service safely [35].

During the course of the development of novel complex systems in an environment that is
distributed, the interoperability of different modules of the system is safeguarded using contracts.
So, we use the contracts to test the overall properties of the system and also for certain
functionalities in a system [36]. Interaction of the components within a system that is brought
together by contract existed well before a decade ago [37]. For instance, E-commerce applications
are also centered on contracts that are mutually pledged by both the provider of the service and
client. The rights and obligations are clearly mentioned on these contracts which guarantee the
client’s access. Generally, the contracts are by no means static, rather they are quite dynamic
because new contracts surface and older one’s fade, while there are some contracts which renew
after their expiry. For the purpose of access control, it is advisable to use certified policy for the
purpose of avoiding problems likely to emerge because of the dynamic nature of certain contracts
[38].

The article [39], presents the use of contract-based modeling for the reasoning of software
requirements that are based on timed safety. In this paper contracts are established as a pivotal
asset for the systems’ proper design and architecture. Building upon previous studies, the earlier
mentioned article expounds that the contract will be composed of two facets that are assumptions
which may be termed as pre-conditions and guarantees which may be termed as post-conditions.
In the arena of software engineering, contracts can be grouped into four different types that are
synchronization contracts, behavioral contacts, syntactical contracts and QoS contracts.

2.2.5 Fuzzy-logic Modeling

Electronics in general and computing machines in particular work on the basis of Boolean
values, implying either true or false. However, things are not always such dichotomous in the real-
world. Fuzzy logic (FL) designates Likert scale values such as minimum, average and maximum.
It employs a degree of membership for different membership functions that is used to mark out the
truth level of membership function or certain parameters [40]. Three typical steps are involved in
the course of the development of a fuzzy inference system. The first step involves fuzzification of
variables in which linguistic terms are used instead of crisp values. In the second step, the rules
expressing knowledge are formatted. The third step called defuzzification is a direct opposite of

the first one where the fuzzy values are again converted [41]. However, an additional phase of
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aggregation can also be considered [42]. FL is quite useful for data processing and mining where
there are fuzzy values. It is also used in complex adaptive systems and optimization problems [43].

With the integrated use of multiple modeling approaches and different identification
methods, FLM offers an effective, flexible, and transparent interface modeling tool for complex
systems including non-linear. The interpretation resulting from fuzzy modeling is like to human
thinking and marking out reality. Fuzzy Logic systems are principally knowledge-based systems
which frequently symbolic processing in combination with numerical. Fuzzy logic is efficient for
non-linear mapping of systems with beavering universal values. In FLM the quantitative data and
qualitative information may be complimentarily used in combination. Fuzzy logic rule has two
parts the first one is antecedent and the second one is consequent. Fuzzy partition is a methodology
in which fuzzy reference sets are collected and generated for data representation and particular
space is called reference point. The number of linguistic terms in a partition helps determine the
level to which the details about the model and its granularity. The information termed as
knowledge base is a database and rule base of a fuzzy system. Fuzzy Takagi-Sugeno models,
relational fuzzy logic models, State-space fuzzy logic models and Input-output fuzzy logic models
are among the most commonly employed models [44]. FL modeling is accomplished as: foremost,
the antecedents are aggregated within the rules and are connected by “AND” or “OR” logic
operation. The implication relation takes place in second step of modeling where, “IF-THEN”
logic operation is applied. The rules are aggregated in third step where, “ALSO” logic is used for
connection. The output is used to obtain the input in the fourth step of modeling using fuzzy
inference system. And finally, the output being obtained is defuzzied to use for Boolean logic
operations [45].

Among the various uses of fuzzy logic, one is energy-aware routing protocols that work on
the basis of manipulating the data and after data manipulation the data is processed for the selection
of best route for the purpose of efficient data transfer [46]. FL can be applied in loT-based risk
watching systems for analyzing the cold-related professional safety risks and evaluating them [47].
Another use of FL for 10T is local networks clustering and cluster head elections [48]. Also, FL
has the potential to replicate human interpretations thereby offering maximum states output
making it able to be efficiently used of complex IoT systems such as condition the room with
respect to external atmosphere [49]. FL can also be applied to model the qualitative aspects of

Likert scale values of day-to-day traveling choices for travel time perception [50]. Among the most
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useful applications of 10T are systems for fire monitoring, firefighting, and safety management.
The concept of Fuzzy logic was first of all presented by Lutfi Zadeh to manipulate the data that
contained fuzzy values and Likert scale knowledge. FL can be taken as a conversion of Likert
scale values reasoning into formalized math values with rigorous and stringent mathematical
symbols. FL can be applied in various applications of 10T that are based on information in natural

language-based knowledge [51].

2.2.6 Network-based Modeling

The concept of Network-based modeling (NBM) stems from the graph theory and some
more information is attached with the nodes and edges of graph [52]. This information is helpful
in identifying the relations between different entities placed as objects and nodes in the form of
symmetric relations and asymmetric relations. NBM is also helpful in characterizing the
application resulting into the availability of deeper insights into the data structures and patterns
[53]. The uses of NBM are spread over multiple domains ranging from social, biological sciences,
engineering and technology which include but are not limited to public-opinion transmission[54],
biomedical systems and processes[55][56], Microbiology [57], financial systems [58], Genetics
[59], sensors network, wireless network, smart grids, traffic networks [50], transportation systems
[60], design and manufacturing [61], geomagnetic fluctuations [62], Strategic relationships [63],
supply chain, negotiation methods for suppliers[64] and big-data mining [65].

The introduction of web 2.0 has transformed the much-articulated idea of “world as a
global village” into a reality. NBM can come handy in the study of relations different networks
such as social media by applying parameters such as network-tree density and degree of nodes
[66]. People with different mindsets belonging to separate groups and localities respond to specific
situations in different ways. Social media data can be analyzed to predict the response of specific
group of people against stated situations using Network-based modeling [67].

In order to construct a network-based model for the purpose of a system’s analyzation, one
has to break-down the complete-system into sub-systems as required for the level of granularity to
be achieved. Thereafter, the relations among the sub-systems are modeled. There are some
situations where weighted values play an important role in achieving the completeness and

consistency of model by strengthening the relations [68]. NBM can be useful in creating high level
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models and to understand structural undercurrents of certain product or systems. NBM may also
ease the understanding of the engineering of certain products and the processes involved. NBM
can be helpful in uncovering the understanding of a system’s environment in which it is meant to
function in a specific manner [69]. Still, relational networks matching the attributes of Internet of
Things are hard to find [70].

2.2.7 Object-based Modeling

The terms ‘object-oriented modeling (OOM)’ and ‘Object-based modeling (OBM)’
represent different points-of-view. Object-oriented modeling has its primary underpinning in
software engineering. This technique uses a collection of objects to construct the object. The
databased are modeled using this approach and, it is used for application modeling, modeling
environment for language and unified data transformation. It comprises of three different phases;
the foremost is the abstract level or analyzation phase where external details are focused. Further
details, still limited, are available in the second phase. The focus in the third phase, called the
implementation phase, is on the construction and functionality of the system [71]. OOM can be
used to analyze the behavior of a system and also its physical deployment. Object-oriented
modeling is helpful when an individual or a group working on a project is interested in detecting
the flaws during early stage or when the procedures are meant to be understood [72]. In SE
standpoint by the use of programming languages, OOM may integrated effectively. OOM permits
models for relations and also provides processing tools. However, the troubles which one face
while using OOM are the lack of proper validation mechanism and deficiency of standards. OOM
is also ineffective for retrieval of information as it is comparatively difficult [73].

OBM considers physical objects as an extension to OOM. Every module in OBM is
handled as discrete type entity. There are various possibilities of describing a system using this
type of modeling. The architect of the system can adjust the number of attributes that are used for
describing certain object by describing the level of abstraction of the model. Expressions that are
Rule-based are utilized for the description relationships that exist between different objects in
model. The system’s global dynamics are accomplished by the integration of activities that belong
to all objects. OOM can be utilized for modeling of existent systems as well as proposed systems

that are complex. One can also use it for examining both the simple and complex systems
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problems. This modeling approach is utilized so far in multiple scientific domains [74]. Smart
OOM can be utilized for modeling of Internet of Things systems by considering smart objects as
basic units of modeling. Meta-models that provide the information about other models can be used
at different levels for SDLC of Internet of Things systems [75]. As the world of internet connects
different objects, so Internet of Things requires OOM for privacy [76].

The Integrated OOM templates, modularization and algorithms for automation can help
automate assembly modeling system. Modularization will be instrumental in increasing flexibility,
robustness, reliability, and expandability of the system. The concern of reusability of modules and
independently changing the modules will be addressed by the object-oriented templates. For the
sake of assembly planning,

automated algorithms can help retrieve the relational assembly metrics [77]. Among the
other uses of object-oriented modeling are Internet of Things early warning system for flood due
to snowmelt and knowledge base applications. Knowledge base can be used to store and organize

the information belonging to objects or entities [78].

2.2.8 Service-oriented Modeling

Multi-agent and Service-oriented concept, when combined, offer flexible and intelligent
systems development. 10T enables an intelligent connection of the day-to-day use objects and
devices. When devices are intelligently connected to subsystems, it necessitates Interoperable and
Open Standards, Simulation Visualization, Proper Communication Approaches, Networked
Devices, Secure Infrastructure and Validation Methods [79]. The implementation of Service-
oriented architectures in industry are taking over application-oriented approaches and products.
An emergent challenge while developing 10T based systems is the modeling and analysis of the
reliability of service-oriented architectures [80]. Service-oriented architecture aids the
development of business software and applications for the purpose of solving complex problems
by splitting the functionalities of the software under consideration and the information sources as
different micro-services. These micro-services can be used alone as a service or in other case can
be used in aggregation for provision of a service. Therefore, it results into a more flexible system
which is composed of more independent components that are being aggregated [81]. The limited
attributes of resources such as mode-processing abilities, bandwidth and server capabilities make

it difficult to meet the service performance requirements. Congestion control needs to be watched
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for as well as properly modeling and analysis. Nevertheless, accounting for diverse objects during
the course of modeling the control of congestion for accessing the service and analyzing it require
great degree of cognizance and expertise [82].

A combination of Model Driven Architecture and Service Oriented Architecture can be
instrumental in addressing the tricky issues currently facing the enterprise information systems
[83]. [84] proposed the OWL-S model with certain extensions. The OWL-S is based on process
model, grounding, and service profile. There are four attributes being used by OWL-S for
specification i.e., the first one is inputs, the second one is outputs, the third one is preconditions
and the last one is effects. One may use the context preconditions to specify the context
requirements by specifying them as an input. Micro-service Architecture is among the latest
service-based architectural styles for software applications and the systems that are distributed.
Micro-services are self-standing and autonomous on the operation level and implementation along
with the added advantages of service identification, composition, and provision. In this, each
micro-service is responsible for one business or technological capability [85]. SO Architecture
Modeling Language (SOAML), SO Reference Model (SORM), SO Reference Architecture
(SORA), SO Architecture Ontology (SOAO), WS Architecture (WSA) and WS Modeling
Ontology (WSMO) are among the renowned models, ontologies and meta-models for software

applications and services [86].

2.3 Suitability of Modeling Approaches

From the literature and background study we derived the suitable use of different modeling
approaches. Table 2.1 shows that which modeling approach is suitable for specific certain type of
problem. The agent-based modeling approach is suitable for modeling flexible models,
simulations, continuous time complex systems and systems with heterogeneous entities. Aspect-
oriented modeling is used in software engineering. It promotes ease of reusability by modularizing
the crosscutting functionalities and separating concerns. Network-based modeling uses the concept
of graph transformation. It may be used to identify symmetric and asymmetric relations among
entities. Fuzzy logic-based modeling is used for non-linear systems modeling. It is also appropriate
for modeling systems that contain data related to human behaviors. Service-oriented modeling is

suitable for modeling modules as services and micro-services. In service-oriented modeling one
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has to consider the provision of functionality by the service as key element. Object-based modeling
is suitable for modeling physical devices interacting with the system or for smaller modules of
software which combine and interact with others to provide the desired functionality of a system.
Ambient-oriented modeling is suitable for the purpose of modeling where the entities involved in
model are working as containers and are changing location within a limited spatial location.
Contract-based modeling is suitable for representing components, modules or devices in graphical

form along with the dependencies of functionalities representing with pre and post conditions.

Table 2.1: Suitability of Modeling Approaches

Approach Suitability of Application
Where simulation is required, for flexible models and also,
ABM easy for molding system with heterogeneous entities and

for modeling continuous time systems
Normally used in software engineering. Promotes ease of
AsOM reusability and up gradation of system by modularizing
the crosscutting functionalities

NBM Uses Graph Transformation and may be used to |dent|gy,
symmetric and asymmetric relations'among objects/nodes
FBM Most appropriate for non-Tinear sxstems modeling and
where there is data related to human behaviors

For modeling modules as services and micro-services. The focus of
each service or micro-service is on the provision of the functionality
For basic physical devices interacting with the system or for

OBM smaller modules of software which combine and interact with
others to provide the desired functionality of a system

For the purpose of modeling where the entities involved In
AOM model are working as containers and are changing
location within a limited spatial location

CBM Modeling Representing components, modules, or devices
in graphical form with pre and post conditions

SOM

2.4 Service-oriented Internet of Things Systems

Networking in 10T has led the existing business models to unsettle. The peak in research
moved from information technology towards self-service, mass customization and cloud
manufacturing [87]. 10T is inviting attention to be evolving, ubiquitous and pervasive environment.
Continuous research efforts are underway to implement IoT environments. The pressing need of
the hour is to design environments for Internet of Things anticipatory to study whether they are
compatible with the business goals or not [88]. With the use of 10T, the devices become capable
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of interacting and communicating with each other in fully decoupled way. However, among the
key issues are preserving the overall quality and privacy of data exchanged during the interaction.
These issues may be tackled using different access control mechanisms [89]. Contracts for context
can be designed to preserve context’s quality the systems that are independent and decoupled.
These contracts have the advantage of run-time customizability for the addition of new clauses in
the contract and refinement or removal of the previously existing clauses [90].

Internet of Things environment is an assortment of electronic devices that are inter-
connected by the means of internet having separate goals and intentions whereby each group of
objects has their peculiar operating system, and each group works on rules set in specific standards
and protocols adopted for the purpose of communication and interaction. Hence, 10T envisages a
seamless interconnection of heterogeneous devices to provide services for agriculture, business,
management, logistics and other similar social applications. Depending on their goals, the coupling
among the devices connected may be tight or loose. For 10T, one may use an integration of agent-
based computing and cloud computing for the purpose of modeling systems having loosely
coupled devices [91]. Desperateness and Heterogeneity devices is an issue to deal with for 10T
operating systems. One of the chief hindrances in communication among devices, however, is that
different devices present the data in different ways. Constraint of limitless of micro-controllers
and the limitation storage are other hindrance to cope with heterogeneity [92]. Internet of Things
systems can be taken as multi-agent systems in which every object is smart and is self-sufficient.
This will lead to the provision of workable solution for management, programming and
development of smart agent-based systems having object [93]. Recently Internet of Agents (I0A)
as a term has come to fore from the combination of agent-oriented technology and 10T. The agents
have the distinct character of intelligence and autonomy. The combination of both these
technologies has been harnessed by different domains such as smart city, smart industry and smart
applications for health. Heterogeneity is a key issue that Internet of Things is facing while it uses
agents. The use of software agents in Internet of Things application may be a mitigating factor to
cope with the heterogeneity. Semantic contracts may be used by the Internet of agents for the
design and the development ecosystem that is intelligent or where for evolutionary process the
participation of the end-user is considered as mandatory [94].

IoT has enabled a smart connection among machines as well as between machine(s) and

the human thereby making the creation of smart services possible. In view of the large number of
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devices brought together by loT, its services have grown more and more complex. Unfortunately,
no specific tools or techniques are in place to analyze such services [95]. Each day, the canvas of
loT is rapidly enlarging with the continual increase in attachment novel systems, devices and
services on daily basis. Though there is a total absence of systematic modeling and simulation
process, yet for such systems one can use service-oriented modeling and agent-based modeling
paradigm in combination [96]. ABM allows an in-depth investigation of components interaction
and is, therefore, effective for modeling complex systems [97]. The devices in 10T are alive to
sensing environment, coordinate, cooperate and interact with one another. These actions and the
devices can be categorized as context, agent, service, object and model [98].

An important aspect of 10T is scalability and, therefore hard to take in account when one
is modeling Internet of Things system by using conventional approaches as it is not convenient at
node level to maintain the details [99]. Internet of Things devices might be semi-automated or
fully automated, thus keeping the input required by human at the minimal level. The resultant
distributed and open systems allow the addition of new devices. The technology being named as
Blockchain is helpful in enhancing the security of system simultaneous to keeping it open.
Blockchain has the potential for use in Internet of Things in order to keep the devices connected
with each other without having an intermediary [100]. It can also be used in loT for the
management of access control for devices. The significant properties that Blockchain holds are
data transparency, decentralized control, audibility, replicated and distributed data, security and
decentralized consensus [101]. The smart-contracts that are used along with Blockchain self-
enforce the context of the contract prior to transaction [102].

The privacy of end user which we term as consumer data is a vital issue in Internet of
Things. The consumer’s data can be accessed by anyone and from anywhere without his
knowledge. Consumer License contracts are usually used for implementation of the informed
consents and also comes with multiple limitations. These limitations can be overcome by defining
and monitoring the usage control policies [103]. Services named as contract-monitoring can be
used for monitoring the data flow control as per contacts’ specifications [104].

When the physical objects are integrated in a system by wrapping it with service-oriented
then they are called Servegoods. The IoT results from the addition of sensors accompanied by
automaticity in servegoods interconnected through internet. The artificial intelligence along with

decision making in real-time play an important role in 10T [112]. Sometimes, the state of an agent
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in multi-agent systems depends on state change in the other agent. In such a scenario, one agent
will maintain the track of the state change in other and such kind of learning is called coordinated
learning. Coordinated learning may hold an important position in large-scale internet of things
where the agents lack the ability of self-adaption [113].

Since 10T devices cater for the services in real-world, integration between objects and
digital world as well as accessibility at large scale of heterogeneous objects call for a machine
processable and structured approach. In [114], the authors proposed a modeling approach based
on semantic that is useful for different levels of 10T framework. Model may be integrated into
Internet of Things framework by the use of mechanisms for association that are automated.
Different tasks are interconnected with each other to perform certain functionality. This
interconnection of task makes workflows which can be represented using task models. This model
effectively designs the interface based on some specific requirements of user [115]. 10T technology
has succeeded in attracting the enterprise systems that are applicable in supply-chain systems and
production logistic. Due to the involvement of multiple people in the process of development of
such systems, so far, a coherent and unified framework for modeling of such systems is absent. To
overcome the complexity of modeling in such systems, one can use the top-down and layered
modeling [110].

The three-layer architecture of 10T contains application layer, network layer and sensing
layer. The application layer concerns itself with the functionalities that belong to the consumer,
business process modeling and the workflows as it is the topmost layer. The next layer which is
termed as network layer. It is composed of arrangements of service entity which is capable of
managing access-control of service, the virtual entity which is a digital twin of any component or
service and the information which utilizing the information being available connects these virtual
entities that have been designed for certain services and for the notification of events to the
applications and service the resources module is being used. The third layer is the sensing layer
which is composed of devices for the purpose of information collection from the real-world. For a
service consensus decision at edge nodes can be difficult because of the limitation of information.
The second thing for consensus decision hindrance may be the overloading of demand for the
purpose of deployment of SOIoT [116]. The 10T based services may be categorized on the base of
their characteristics as Operation Service, Informational Service, Networking Service,

Management Service and Security Service [3].
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The traditional E-commerce business models have also been affected by the Internet of
things. The loT based business models ranging from the shipment of goods to retail stores and
inventories have become an order of the day in the world of business. Since these models are in
their infancy, much remains to be done and the research in this vein is already underway. Smart-
contracts along with Blockchain have automatized the payment system and are likely to play a key
role in business models that are based on Internet of Things [117]. Currently, 10T confronts
development and requirement issues where the latter can be tackled by Agent-based modeling
[105]. At present, no standard modeling methodology exists for 10T. One can use agent-based
modeling in combination with network-based modeling to model certain scenarios of 10T [4]. The
ABM distributed and adaptive parallel simulation approaches should be used in combination for
complex 10T systems modeling. Moreover, for the purpose of maximizing holistic and realistic
analysis, multi-level modeling is inevitable [118].

In the open systems, the operating conditions are continuously affected by the continual
arrival and exit of new devices. Open systems, therefore, operate in an environment that is trustless
and combines heterogeneous participants with the conflicting interests, thus enhancing possibility
of mismatching specifications. Normally, systems like these, the participants are of two types; the
one who provide the service and the other who consume the service. Different participants can
belong to different teams and are designed for different purposes. The entry and exit of the
participants may take place at different times with different organizations forming coalitions to
achieve their goals [119].

The modeling considerations in developing 10T services are generally different from other
software services. Ordinary software services do not need modeling consideration for the process
of routing because there exists a centralized UDDI. Contrarily, 10T brings together heterogeneous
and decentralized devices. Therefore, routing is a key parameter in service modeling for Internet
of Things. The focus in the modeling of ordinary services is on the functionalities being offered
service; but when there are 10T services in consideration then the devices are the key player and
have vital consideration. The inability of objects/devices to provide more than one service at a
time is yet another point of consideration [120]. An approach 10T based service modeling that is
novel, has been described in [111]. In the two-step modeling of this approach, meta-modeling is
accomplished in the first step. In the second step the operational modeling has been used. In the

modeling stage abstract level representations for the descriptive purpose have been provided. For
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the purpose of formalization of services different notations are used in the operational modeling
stage. This assists in the upcoming phases. ABM can be coupled with SOA to account for cyber-
physical systems to deal with the complexity. The aggregated use of both these approaches is
materialized in three steps or levels: intra-model simulation, inter-model simulation, and the
modeling and simulation of individual agent [121].

Agents are autonomous but they are neither totally free nor totally dependent. Agents have
dependence on environment which provides the condition for its existence [122]. In multi-agent
systems there are several types of agents which interact with one another to achieve goals by
generating sequence of actions [123]. Agents in multi-agent systems are heterogeneous and are
grouped according to their behaviors and are modeled at multiple levels [124]. Recently a type of
modeling named as multi-scale modeling evolved to represents complex systems at different scales
[125]. Multi-scale modeling is used in engineering and material science by combining the
emerging methods with existing ones leading to the predictive approach of modeling [126]. A term
used in multi-scale modeling is scale bridging which is used to couple different models and
keeping the relations at different scales [127]. Multi-scale modeling approach uses the computing
concept of divide and conquer for enhancing the details of models. With the progress in
computational facilities now the simulations of complex multi-scale models are used [128]. Its
applications include avionics, automobile, materials, medical, electronics, chemical and
pharmaceutical industry [129].

The comparison of System Dynamics, Discrete Event simulations and Agent-based
modeling has been provided [130]. System dynamics (SD) is one of the earliest major and
traditional modeling approaches being introduced in 1950s. It is used for modeling systems at
abstract level and provides an aggregate view of the system. Another well-known approach
Discrete Event Simulations (DES) was introduced in 1960s. It uses entities as basic element along
with block charts and resources that describe resource sharing and entity flow. It also provides the
representation of global systems behavior. Agent-based modeling (ABM) is quite recent and is
used in a variety of disciplines due to stochastic models. The global system behavior is not defined
in ABM. The difference between ABM and the other two is that ABM allows to model entities
that have stochastic behavior whereas other two don’t allows this. ABM starts from bottom and
moves up whereas the other start from top. DES and ABM both allow to model systems that

contain heterogeneous entities at individual level whereas SD focuses on aggregate level [131]. In
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DES the entities do not show individual behavior whereas in ABM entities interact with one
another and show individual behavior. In Anylogic simulation tool, some agents in a model can be
deterministic as well as other as stochastic in same model [132]. In DES there are queues where
there is no concept of queues in ABM. Agents in ABM are active whereas entities in DES are
passive. [133]. In operational research there exists an SD model against every ABM model. So,
DES, SD and ABM are used in combination for more detailed models [134].

Modeling is used for different purposes including education, analyzing the natural systems
and for engineering purposes. Agent-based modeling is well known due to its flexibility and
simulation friendliness. By simulation friendliness we mean it is easy to simulate the model due
to availability of relevant tools and tutorials. A large number of tools for ABM have been
developed [6]. It is also used for the prediction of the behavior of certain actors to the system [5].
For complex scenarios like world politics where human behavior is important, it may be used
differentiating the agents and meta-agents [7]. In the domain of economics, it helps to model
heterogeneous interacting agents [8]. Due to its ease compared to the mathematical modeling, it is
preferred for heterogeneous agents playing role in certain systems [9]. Different models have also
been developed for analyzing the behavior of people in emergency situations and for crowd
management in disasters [10].

New paradigms in computing are emerging frequently. However, the demands in the
systems modeling also change with the emergence of new technologies such as modeling vehicles
with respect to mobile ad hoc networks and services [135]. The vehicles traveling in long distance
contain different agents within themselves as well, such as a vehicle containing traceable goods
and human. So, what specific framework can be used to show the movement of vehicle and the
agents it contains? Ambient-oriented modeling is based on the concepts of ambient calculus,
ambient intelligence, and context aware systems. It provides a mathematical representation of
systems [136]. There are three important properties of an ambient i.e., an ambient is moveable, an
ambient may include other ambient and the movement of an ambient should take place in a limited
space [12]. Internet of Things connects the physical objects with internet. This gives rise to new
workflows. In the development of software, discrete time models play a vital role. Discrete time
models may be developed using ambient-oriented modeling and may be helpful in Internet of
Things application development [13]. [137] have described the use of ambient-oriented modeling

for the virtualization of spatial aspects of physical things. [138] have provided AmbiNet which is
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an environment for ambient-oriented modeling.

Agent-based modeling has been used to model different aspects of air-traffic systems.
lyigunlu et. al. [139] used agent-based modeling for the investigation of boarding times for two
different airplanes. Three new methods of boarding were also introduced with the help of
simulations and modeling. Molina et. al. [140] analyzed different agent-based approaches for air
traffic management and proposed their agent model. Bongiorno et. al. [141] also, presented agent-
based model for Air Traffic Management. In this model the interactions between air traffic
controllers and aircraft were focused. Delcea et. al. [142] considered different boarding strategies
for developing a configurable agent-based model for identification of the best strategy. A well-
known open-source tool named as NetLogo was used for the purpose of simulating the models.
[143] provided an agent-based model for analyzing and forecasting air transport.

Agent-based modeling has also been used to model different aspects of electric vehicles.
[144] analyzed different schemes for the cost-effective distribution of electric vehicle charging
stations by using agent-based modeling. Yang et. al. [145] used agent-based modeling to propose
an integrated dynamic method for detecting electric vehicles evolution patterns. Bischoff et. al.
[146] used agent-based modeling for determining the impact of electrification of long-distance
vehicles. [147] provided an ecosystem model for electric vehicles by using agent-based modeling
for the purpose of analyzing different parameters like operational costs and workplace charging.
[148] used multi-agent-based modeling for electric vehicles integration. In this article authors
presented a platform which uses a combination of different simulation environments. [149]
developed a framework for modeling electric vehicles. [150] used agent-based modeling for the
comparison of four urban adoption policy scenarios of electric vehicles against a baseline. [151]
used cognitive agent-based modeling in combination with artificial neural networks for demand of
electric vehicles based on social influence.

Liu et. al. [152] discussed shared autonomous vehicles mode requests and used
agent-based modeling for determining the preference of vehicles against certain distance slots.
[153] used agent-based modeling for autonomous vehicles to provide safe traveling and avoid
collisions. The model was simulated in Java Agent Development Framework. [154] used agent-
based modeling for emergency evacuation and safety during every day move at trains and subway
stations.

Bus Rapid Transit Systems remarkably facilitate people having average and low income
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by providing rapid source of public transportation. In developing countries which can’t afford
inter-city trains may use BRTS at a lower cost. However, easy access to the BRTS station is also
an important parameter [155]. Modeling and simulation may be helpful in analyzing different
aspects to increase the efficiency by reducing the fuel consumption and improving other relevant
parameters [156]. There are also, feeder vans that operate as a shuttle service for customers to
access the BRTS station [157]. Keeping the buses on schedule is also a difficult job in case of
BRTS because of using common roads despite of separate tracks. Departure frequency along with
signal priority may be helpful in keeping the buses on schedule as provided in mathematical model
by [158]. Crowd management is also an important aspect to deal with in BRTS. Anticipative crowd
managing procedures may be used to prevent congestion [159]. Agent-based modeling may be
used to model BRTS by using the concept of multi-agent systems for the purpose of scheduling
[160]. The use of different modeling approaches for 10T systems in different perspectives has been

shown in Table 2.2.

Table 2.2: Techniques Previously Used for 10T Modeling

Technique | Security | Software Network | Services Data Contracts

ABM [105] [103]
AsOM [20][19] | [20] [106] [107][108]

NBM [70

FLM [109] [46][48] [47] [43][42][49]

OBM [76] [110][13] 78

SOM [111] [83][111]

AOM [12]

Ambient-oriented modeling till now has not been widely used for research purposes.
However, it has been used for containers having the ability to move and have narrowness. In Table.
2.3, we may analyze the use of this approach for Relation representation and Representation of
messages. But it is lacking in simulation against models created by using this approach.

Agent-based modeling has been used for analyzing the systems by using simulations.
Abstraction of a model is considering a specific aspect of something or some process under study
and representing it in simpler form [164]. According to [168], different levels of abstractions can
be applied for detailed modeling of a system. The column “Abstraction” shows that there are
different abstraction levels in agent-based models. The abstraction level of the model depends on

the granularity of the model. Adaptive abstraction may be used for autonomously shifting from
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Table 2.3: Use of Agent-based and Ambient-oriented Modeling for Transport Means and

Coverages
Approach Strengths Planning Horizon Abstraction Software
It supports adaptive :
Simulation It can be used with abstraction, cross- Netlogi;use‘j by
Friendliness open planning level interaction, [Th I
and i bstraction of real ere are
e horizon [161]. abstraction or rea ‘more than
Flexibility However, it has environment and elghgglsggent-
Agent- [139], [141], also been used for coupling of modeling and
based [142], [144], lanning hori heterogeneous models. simulation
Modalin [145], [146], pfanning horizon [164], [165] “tools as
g [148], [153], qveraspeC|flc . [166], [167] dls%ggséﬁ(lj in
[154], [156], period of time as in [168]
[152], [149] [162],
[163].
AMBINET: An
The models that environment for
Representat are developed It allows the ambient-oriented
_ ion of using this representation of modeling [138].
Arr_mblenctj- Inclusion approach haven’t ambient with different | However, this
O”S”i[_e Relations & involved any data levels of inclusions | framework is not
Modeling Messages in as in [170] so much mature
models [171] [138] and is not
[12], [136], [136] marketed as are

[137], [138]

tools for ABM.

An abstraction level for the crosslevel interaction can also be selected in agent-based

models. Cross-level interaction occurs where one agent is at less detailed level whereas the other

agent is at more detailed level. So, the interaction between different levels of granularity needs

identification of agents with respect to their levels. The “Planning horizon” clearly depicts that the

agent-based modeling has been used to build models over different planning horizons. The ABM

models have been developed for open planning horizons means that without taking specific period

in consideration. Agent-based modeling approach has also been used to model systems considering

specific period of time. Whereas on the other hand the ambient-oriented modeling has been used

for few models. We are unable to find any model in ambient-oriented modeling that considers

planning horizon. There are many simulation tools for agent-based modeling, and some are open
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source as well such as Netlogo. One may easily find help for agent-based models. There is lack of
specific simulation tool for ambient-oriented modeling. We found only one software tool for
ambient-oriented modeling i.e. AMBINET. However, this tool has been presented in article [138]
and we are unable to find it on internet. To the best of our knowledge, in agent-based modeling
and simulations there is no formalized way to represent relations of agents where one agent is
included in other. Also, agent-based modeling doesn’t provide a formalized way for the
representation of messages among agents at different levels of abstraction. Hence, there is need
for a framework which provide solution to above mentioned lacking of agent-based modeling and
simulations.

Boolean logic operates on two values that are 0 and 1. The values falling inbetween the
two are not considered. In cognition the value 0 means False while the value 1 means True. Fuzzy
logic uses the in-between values for decision making. It is a combination of quantitative and
qualitative modeling. In Fuzzy logic model the input and output are quantitative whereas there is
a set of qualitative linguistic rules. Rules are based on the elements in the environment. Fuzzy
logic model consists of fuzzy set, membership functions, inference, fuzzification and
defuzzification. It provides relatively wider choices to define uncertainty. The rules and the rule
base are consistent and redundant in Fuzzy logic. It is also appropriate for modeling non-linear
systems. It starts with rough approximation and leads to exact solutions. Unlike mathematical
models, it provides simple models [172]. In Fuzzy logic the inbetween intervals of values are
defined by a set of degrees of membership functions. Fuzzy Inference is the process of using fuzzy
logic and has three steps. These three steps are fuzzification, inference and defuzzification [173].

Fuzzy logic has been used for a variety of systems. It has been used for smart irrigation to
save power consumption [174]. In smart irrigation there are three input parameters i.e., humidity,
soil moisture and temperature. These inputs are provided to Fuzzy logic controller and the Fuzzy
logic controller produces outputs to the water supplying motor. In internet-of-things fuzzy logic
may be used to improve the Quality of Service [175]. It has also been used to monitor older adults
by using values from various sensors attached to wearables [176]. Fuzzy logic has been used for
calculating trust in Trust Models which are used for web, ecommerce, and cloud computing [177].
It has also been used for estimating trustworthiness of Internet of Things devices [178]. For Internet
of Things networks, Fuzzy logic has been used for authentication mechanism and enhancing

security [179]. Fuzzy logic-based data controller to calculate the Rating of Allocation in 10T has
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been designed [180]. This data controller is useful in using Blockchain based security for Internet
of Things in trustless environment.

While in Internet of Things machines, objects and people communicate with each other.
This communication needs trust among different stakeholders either devices or human. Fuzzy
logic-based model has been proposed to evaluate trust level as an output for each node and the
node owning best trust level is selected for collection of information [181]. This helps the user in
selecting the best trustworthy node on Internet of Things network. Fuzzy logic has also been used
to measure the e-loyalty in Internet of Things based healthcare services [182]. Fuzzy logic has also
been used for intelligent connectivity of Internet of Things based systems for smart irrigation in
agriculture [183].

Agentification of Internet of things needs to consider multiple aspects and fuzzy logic
technique may be used together with agent-based object modeling process [94]. The data obtained
from 10T devices can be used for automatic employee performance measurement. Fuzzy logic
provides more accurate results for employee appraisal measurement as it considers the values
between 0 and 1 [184]. Fuzzy logic is highly effective when there is subjective data taken from
human agents [185].

The smartness of grids saves handsome number of resources and power. These grids are
capable of auto decision making according to certain conditions. Fuzzy logic can be used in smart
grids for improving the decision-making process [186]. Fuzzy logic can be used for decision
making of air conditioners in houses to control power consumption [187]. The data from different
sensors attached to smart transformers can be manipulated using fuzzy logic controller for
measuring health index of transformers [188]. In smart systems Fuzzy logic can be used for power
saving as it is simple and consumes comparatively less energy in decision making [189].

Rule based systems are used for decision making process and these systems are composed
of set of rules. These systems are useful for using human experts’ knowledge in automation. Fuzzy
logic rule-based systems can be mathematically formulized to validate completeness and
consistency [190]. Fuzzy logic deals with approximate reasoning and handle partial truth i.e.,
values between 0 and 1. The rules provided by Fuzzy logic for reasoning are based on fuzzy
measures [191]. Fuzzy logic can be used to improve the decision-making capability of health
caring devices by monitoring the normal and abnormal activities of user [42]. Fuzzy vectorial

space approach can be used despite of fuzzy rules for integration of emotions with knowledge to
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take decisions [192].

Wireless sensor networks play an important role in deployment of Internet of Things
systems. Energy consumption in limited battery devices is an important factor to be monitored.
One of the aspects of managing power consumption is load balancing. Fuzzy logic is useful in load
balancing of limited battery devices [193]. Security challenges in wireless sensor network are also
important to deal with. Fuzzy logic can be applied to model trust and reputation of Internet of
Things environment [194]. The decisions for data perception can be made using Fuzzy logic to
avoid traffic congestion in Internet of Things [195]. Real-time contextual information from user is
used for access control in Internet of Things. Fuzzy logic can be used for risk-based models [196].

Fuzzy logic is a technique of artificial intelligence and should be considered in future of
Internet of Things [197]. Fuzzy logic is a topic of great attention due to its vide range of
applicability. It can be used for Internet of Things where there is data related to experts’
knowledge. Hence, it can be applied for Quality of Service and Trust in Internet of Things [198].
Intelligent decisions for internet of things agents can be taken using fuzzy logic [199]. The
traditional traffic management system should be replaced by Internet of Things based intelligent
traffic administration system [200]. Fuzzy logic may be used in combination with semantic
representation for modeling of coherent Internet of Things systems and software [201]. Fuzzy
logic-based reasoning can be used for internet of things systems architecture and design [202].

In Internet of Things data is transmitted from peer to peer on request by users. These
requests can be managed using fuzzy logic-based modeling [203]. The autonomous interaction of
devices and services is one of the main objectives of Internet of Things. Fuzzy logic is useful for
subjective values and liker scale measurements to be handled for automation [204]. Imprecise and
incomplete data in Internet of Things can be modeled by using Fuzzy reasoner [205]. In Internet
of Things based smart health care system fuzzy logic can be integrated with ontology to reason
about diabetes related decisions to maintain lifestyle of patients [206]. When there is expert
knowledge then it is usually not precise and generally fuzzy, so it’s better to use fuzzy logic. In
Internet of Things, there is usually noise in data from sensors which creates certain degree of
fuzziness. The output of fuzzy logic-based systems is smoother than traditional systems. So, fuzzy
logic is better to use for internet of things [207]. Fuzzy logic can be used for cognitive internet of
things for better decision making [208]. Fuzzy logic can be used in combination with fog-based

computing to offer quick decision making in Internet of Things [209]. In web and cyber physical
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systems reputation and karma are important factors for trust estimation. Fuzzy logic is used for
estimation of reputation and trust and making decisions accordingly [210].

Internet of things business modeling is very important. Business models are based on
building blocks which help to enhance the business; a framework for 10T business model is
required [211]. The three elements of I0T are interaction, Communication and Networking of
interconnected objects [212]. There are three types of 10T infrastructure and business models i.e.,
Telecoms, Internet, and Industry [213]. Multimedia objects are very important part of internet of
things. The feature of multimedia objects has also been neglected by the research community for
the internet of things [214]. These objects deal with cloud services. Abstracting of heterogeneity
is required to represent the functionality of the objects [215].

There are two approaches for the payment of services in Internet of things [216]. There is
a need of cooperative business model in Internet of Things [217]. Internet of things business market
need to have a business model in which they can cooperatively interact. Interaction of different
service providers will boost the trend. Also, there is a need of mechanism to define the
trustworthiness of applications [218]. Trustworthiness is an important feature. Hence there is also
a need of trustworthiness of environment in which loT applications run. Some features that internet
of things model should support are Heterogeneity, Scalability, Localization, Self-organization,
Energy optimization and security as well as privacy [212]. The distributed model of 10T should
have openness, security, reliability, viability, data management, interoperability, and scalability
[219].

Agent Base Modeling (ABM) is a technique which uses set of agents to analyze the
behavior of interacting objects in model [220]. This approach may be used to model interacting
and decision-making objects [221]. The major benefits of agent-based modeling include flexibility
and simulation friendliness. Simulations of agent-based models have been used to predict the
behavior of certain agents in large scale emergency situations [5]. Hence, in disaster situations and
emergency conditions it provides an effective way to analyze the emerging behavior of people
[10]. Components of a system may be represented as agents to model complex systems [6].

Complex scenarios can be modeled using agent-based modeling by distinguishing the
actors in the categories of agents and meta-agents [7]. For macro-economic research agent-based
modeling may be used to model heterogeneous interacting agents in an efficient way [8]. Due to

its user friendliness and providing a way to model continuous time systems in an efficient way it
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has replaced the mathematical modeling at a large scale. Social sciences prefer agents-based
modeling over mathematical modeling due to its easiness and effectiveness [9].

Contract is an agreement between two parties. According to [30], there are four basic types
of contract models. The first type of contract models is Obligation free contracts. The second type
of contract models is User Centric Contract. The third type of contract models is Provider Centric
Contract. And the fourth type of contract models is Customizable contract. Options are also a type
of contracts in which the customer don’t have any obligations but only have rights. American and
the European options are two well-known types of options normally termed as standard options
[28]. Forward contract is a type in which there is firm commitment between both parties [29]. The
inconsistency due to network latency can be managed by using predictive contracts [34].

Contracts are used in software engineering for different purposes. Some of the uses of
contracts in software engineering are guarding one part from other part of the program [31], for
checking the validity of the claims about different parts and flow of the values [32], as program
contracts for describing the behavior [33], in web services in the form of service level agreements
[35], in distributed systems for ensuring interoperability [36], interaction between components of
software [37] and for e-commerce purpose [38].

Contract-based modeling has been used for software engineering. The contracts are
composed of left-hand and right-hand side. In some contracts there is require and provide side.
Whereas the terminologies of assumption and grantee has also been used. Software may be
validated against the specifications by using contract-based modeling [39]. Blockchain technology
provides a way of interaction among trustless parties. It has been adopted by different industries
and especially for cryptocurrency [222]. It uses smart contracts which are programmable and
secured in blocks [223].

Aspect-orientation is used for modularization and for separation of concerns i.e.,
crosscutting, and non-crosscutting concerns [14]. It provides a way to modularization, removal of
conflicts among modules and interaction of the modules [15]. An aspect is often a requirement
which is partially implemented in two or more classes [16].

Aspect oriented software engineering uses model driven architecture [17]. It may also use
formal notations and graphical notations together [18]. For security and quality focused systems,
it is very effective to save the system from various attacks and to enhance quality of services [19].

It may also be useful for distributed internet of things software systems development [20].
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Service-oriented software development is based on service-oriented architecture. It
provides a flexible composition of the system. In combination with multi-agent systems, it may be
used for development of intelligent systems [79]. It is now replacing application-oriented
solutions. Reliability of service in 10T systems is hard to analyze and model [80]. It may be used
in combination with model driven architecture to deal with challenging issues of enterprise
information systems [83]. One of the differences between software services and 10T service is the
dependency on physical objects in 10T. For I0T system OWL-S model with some extensions may
be [84]. There are four attributes to consider while using OWL-S inputs, outputs, preconditions
and effects [84]. Micro-services are used for developing system by composition of subsystems
[85].

A digital twin refers to a virtual representation of a physical system, product, or process,
created using real-time data and other information. It allows organizations to simulate and analyze
the behavior of their physical systems, processes, and products, helping them optimize operations
and make informed decisions. Digital twins are widely used across a range of industries, including
manufacturing, healthcare, and smart cities. Manufacturing: In the manufacturing industry, digital
twins are used to simulate and optimize production lines. For example, a digital twin of a
production line can help identify bottlenecks in the production process and predict maintenance
needs. This can result in reduced downtime, increased efficiency, and improved product quality.
Healthcare: In healthcare, digital twins can be used to model patients, enabling healthcare
professionals to simulate treatment options and make informed decisions. For example, a digital
twin of a patient with a complex medical condition can help healthcare professionals understand
the impact of different treatments and make predictions about the patient’s future health. Smart
Cities: In smart cities, digital twins can be used to simulate and optimize the performance of urban
infrastructure and services, such as transportation systems and energy grids. For example, a digital
twin of a city’s transportation system can help city planners optimize routes, reduce congestion,
and improve energy efficiency. Buildings: In the building industry, digital twins are used to model
and optimize the performance of buildings. For example, a digital twin of a building can help
building owners and operators understand energy usage, predict maintenance needs, and improve

indoor air quality.

A digital twin is a virtual representation of a physical object or system, and it can be used
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in the context of Internet of Things (10T) systems to better understand and optimize the behavior
and performance of these systems. The different modeling approaches, such as agent-based
modeling (ABM), service-oriented modeling (SOM), contract-based modeling, network-based
modeling, and fuzzy logic modeling, can be used to create digital twins for I0T systems. For
example, ABM can be used to model the behavior and interactions of individual devices or
components within an loT system, and a digital twin of an loT system can be created by
aggregating the individual digital twins of its components. SOM can be used to model the services
provided by an loT system and the relationships between these services, and the digital twin can
be used to represent and monitor these services. Contract-based modeling can be used to specify
the relationships and interactions between different components of an 10T system, and the digital
twin can be used to represent and monitor these relationships. Network-based modeling can be
used to model the communication and data exchange between different components of an loT
system, and the digital twin can be used to represent and monitor these interactions. Fuzzy logic
modeling can be used to model the uncertainty and imprecision inherent in 10T systems, and the
digital twin can be used to represent and monitor these uncertainties. By using these different
modeling approaches, the digital twin of an 10T system can provide a comprehensive and detailed
representation of the system, and it can be used to analyze, optimize, and control the system.
Additionally, the use of digital twins can help to reduce the gap between the physical and virtual

worlds, and it can improve the understanding and management of complex 10T systems.

2.5 Summary

Foregoing survey of literature in view, we have categorized different attributes that are

involved in modeling of 10T systems and environment as shown in Table 2.2. The referenced table
consists of a comparison of the use of different conceptual modeling approaches against these
attributes. The detailed analysis of the use of conceptual modeling approaches is as following:
. Privacy/ Security Modeling: Privacy and security are the main concerns to account for in
IoT and are, therefore, pivotal to consider and represent while modeling 10T systems. From the
literature review it appears that researchers have been investigating this attribute of Internet of
Things since 2014. We have seen that Fuzzy-logic Modeling, Aspect-oriented Modeling and
Object-based Modeling have been used for this purpose.

. Applications Modeling: The user is always interested in the reliable, easy to use and
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customizable software applications. Since, proper modeling and development of the application in
line with the end user’s expectations is highly important. Object-based Modeling, Aspect-oriented
Modeling, Agent-based Modeling and Service-oriented modeling are used for modeling Internet
of Things applications by the researchers.

. Network Modeling: Internet of Things aims to connect trillions of devices with the use of
internet. Hence, appropriate modeling of these links and connections is of paramount importance,
for instance, analyzing the best and most effective routing protocol in a particular scenario and for
a certain system. Network-based Modeling as well as Fuzzy-logic modeling have been employed
for analyzing the network-related issues.

. Services Modeling: The presence of physical devices in 10T services makes them slightly
different from web service and, therefore, service assumes the form of an important functionality.
For instance, a temperature sensing and sharing service of a specific building will work by combing
a software application as well as some temperature sensing device. Aspect-oriented Modeling,
Service-oriented Modeling and Fuzzy-logic Modeling have been used to analyze services in
Internet of Things.

. Data Related Modeling: Trillions of devices connected through internet shall, undoubtedly,
lead to the storage and processing of trillions of terabytes of information for industrial and research
uses. So, the acts of modeling, manipulating and extracting that data in an effective manner
necessitate using proper modeling techniques. Fuzzy-logic Modeling and Object-based Modeling
have been used to model and analyze 10T data centered applications and scenarios.

. Contracts Modeling: Whenever there is a deal or understanding between two or more
stakeholders, contracts are of prime importance. Service level agreements are used as contracts for
software and web services. Design by contract is a software development methodology which uses
contracts throughout software development life cycle. Blockchain makes use of smart contracts
for enabling an open environment for the trustless parties to interact. Provision of 10T services will
also necessitate contracts in future. The contracts will serve to assure the quality and smooth flow
of the services. Agent-based modeling has been used to model contract centered systems.

The above description makes it evident that none of the techniques is individually capable of
encompassing all the aspects. Every technique comes with certain limitations. Nevertheless, there
had been some researches that combined different techniques to model 10T systems, scenarios and

processes. These combinations of approaches are:
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. Agent-based Modeling: Agent-based Modeling used for lIoT systems and processes
modeling in combination with various approaches such as Aspect-oriented Modeling, Network-
based Modeling, Fuzzy-logic Modeling, Object-based Modeling and Service-oriented Modeling
[21][4][109][96][91][79][121].

. Fuzzy-logic Modeling: Fuzzy-logic Modeling combined with Agent-based Modeling. It
has also seen a use of Service-oriented Modeling, Ambient-oriented Modeling and Fuzzy-logic
modeling in combination [47].

In this chapter we discussed the previous related research work in detail. We analyzed the
use of different modeling approaches and frameworks for loT systems. Although many researchers
used different modeling approaches to represent or describe certain specific aspects of loT
systems, in general there is no single unified framework for modeling 10T systems. There are
various examples in literature where different modeling approaches have been used but there is
lack of framework for modeling 10T systems from the perspective of software engineer. We are
unable to find a framework that provides concrete guidance on how to model IoT systems that
have fuzzy agents with in them. There does not exist framework that guides on modeling ambient
that are a part of an 10T system. So, there is a need for a unified modeling framework that provides
concrete guidelines on how to develop different types of models for 0T systems; how to develop
models from different perspectives; how to develop models for different purposes; how to model
for human involved 10T systems; how to model for ambient involved IoT systems and how to
compose different models into a single model. Such a framework also assists in the removal of

ambiguities in the usage of terms associated with modeling 10T systems.
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Chapter 3

UNIFIED FRAMEWORK FOR MODELING IOT
SYSTEMS

Internet of Things Systems are composed of three major components as shown in Figure
3.1: Components of Internet of Things System. Although the fourth component i.e., internet or
communication is the key component of 10T, it is excluded from being treated as a separate
component due to its inherent nature in modeling. The things or hardware devices collect data from
the environment or perform actions according to instructions. The data is stored in online storage
through internet. Applications are built that use the data and provide certain functions. Our unified
framework provides a way to model these three components of loT systems. The unified
framework is composed of three sub frameworks. All these frameworks i.e., unified and sub
frameworks are based on agents. We are extending agent-based modeling for representing a
complete 10T system at different levels. We are using multi-level modeling concept and system of
systems concept to provide these frameworks. As discussed in previous chapter, agent-based
modeling is appropriate for the representation of ad-hoc and continuous time systems.

From the literature review we have found that agent-based modeling can be used with some
other modeling approaches as well. Here we provide an insight into the use of agent-based
modeling with other modeling approaches discussed in literature review.

Agent-based modeling (ABM) and fuzzy logic modeling (FLM) are both methods that can
be used to model complex systems. Both methods are used to model systems with uncertain or
imprecise information, but they are based on different principles and are used for different
purposes. ABM is a bottom-up approach, where the system is modeled as a collection of
autonomous agents that interact with one another and their environment based on predefined rules.

FLM, on the other hand, is a top-down approach, where the system is modeled using fuzzy logic,
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which is a form of mathematical logic that allows for reasoning with uncertainty. Despite the
differences, ABM and FLM can be combined to benefit from the strengths of each method. For
example, FLM can be used to model the decision-making process of agents in an ABM, allowing
for a more realistic representation of the agents’ behavior. ABM can also be used to provide a
more detailed representation of the interactions between agents and their environment, which can
be used to validate the results obtained from FLM. Agent-based modeling (ABM) and fuzzy logic
modeling (FLM) can be combined to model the behavior of Internet of Things (I0T) systems. The
combination of ABM and FLM allows for a more detailed representation of the interactions
between agents and their environment and a more realistic representation of the agents’ decision-

making process.

Applications

Wearables, Health, Traffic monitoring, Fleet management,
Agriculture, Hospitality, Smart grid and energy saving,
Water supply

Data Storage

Clouds (Public, Private, Hybrid), Servers,
Data-center Services, Storage Services

Things

Cars, Connected appliances, Smart home security systems,
Autonomous farming equipment, Wearable health monitors,
Smart factory equipment, Wireless inventory trackers,
Ultra-high speed wireless internet,

Biometric cyber security scanners

Figure 3.1: Components of Internet of Things System

Agent-based modeling (ABM) and aspect-oriented modeling (AOM) are both methods that
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can be used to model complex systems. ABM is a bottom-up approach, where the system is
modeled as a collection of autonomous agents that interact with one another and their environment
based on predefined rules. AOM, on the other hand, is a way to modularize the design and
implementation of a system by identifying and isolating specific cross-cutting concerns, such as
security or performance. Despite their differences, ABM and AOM can be combined to benefit
from the strengths of each method. ABM can be used to model the behavior of the agents and their
interactions in a system, and AOM can be used to identify and isolate specific cross-cutting
concerns such as security or performance. These cross-cutting concerns can then be modeled as
aspects that are integrated with the ABM model. For example, inan 10T system, ABM can be used
to model the behavior of different devices such as sensors, actuators and controllers, and their
interactions with one another and the environment. The cross-cutting concerns such as security,
can be modeled as aspects that are integrated with the ABM model to ensure that the system’s
security is considered in all aspects of the design and implementation.

In an 10T system, agents can represent the different devices and their interactions with one
another and their environment. Fuzzy logic can be used to model the decision-making process of
the agents, allowing for reasoning with uncertainty in situations such as sensor data that is
imprecise or uncertain. For example, in a smart home IoT system, ABM can be used to model the
behavior of the different devices such as smart thermostats, lights and security cameras, and their
interactions with one another and the environment. FLM can be used to model the decision-making
process of the agents, such as how the thermostat adjusts the temperature based on sensor data and
the preferences of the occupants. In a smart city loT system, ABM can be used to model the
behavior of different devices such as traffic lights, public transportation, and parking spaces, and
their interactions with one another and the environment. FLM can be used to model the decision-
making process of the agents, such as how traffic lights adjust the timing based on sensor data
from traffic and weather conditions.

The Internet of Things (IoT) is a complex system that involves many devices and
technologies that interact with one another and their environment. The behavior of these devices
and technologies can be difficult to predict and understand, making it necessary to use advanced
modeling techniques to study the system. Agent-based modeling (ABM) is a powerful tool for
studying complex systems, as it allows for the modeling of the individual behavior of agents and

their interactions with one another and their environment. However, ABM alone may not be
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sufficient to fully capture the complexity of an I0oT system. This is where the combination of ABM
with other modeling approaches such as fuzzy-logic modeling (FLM), ambient-oriented modeling
(AOM), network-based modeling, service-oriented modeling, and contract-based modeling, can
provide a more comprehensive understanding of the system. FLM can be used to model the
decision-making process of agents in an ABM, allowing for reasoning with uncertainty in
situations such as sensor data that is imprecise or uncertain. AOM can be used to model the
interactions between agents and their environment, which is important in understanding the
behavior of 10T systems. Network-based modeling can be used to model the communication and
data flow between devices in the system. Service-oriented modeling can be used to model the
services provided by the devices and how they interact with one another. Contract-based modeling
can be used to model the agreements and obligations between the devices and the users.
Agent-based modeling (ABM) and network-based modeling (NBM) are two popular
approaches in modeling and simulation of complex systems, including the Internet of Things (1oT)
systems. These two approaches can be combined to address the complexity and heterogeneity of
loT systems and provide a more comprehensive understanding of their behavior. ABM is a
simulation approach that models the behavior of individual entities (agents) in a system and their
interactions with each other and with the environment. Agents in ABM can be used to model
various components of 10T systems, such as devices, sensors, and actuators. The agents can have
different behaviors, objectives, and decision-making rules, providing a rich representation of the
system. NBM, on the other hand, focuses on modeling the relationships and interactions between
entities in a system as a network. In NBM, nodes in the network represent the entities, while edges
represent the interactions between them. The network structure and properties, such as
connectivity and centrality, can provide insight into the behavior and dynamics of the system. By
combining ABM and NBM, it is possible to address the complexity of 10T systems by modeling
both the behavior of individual entities and their interactions at the network level. The combination
of these two approaches can provide a more comprehensive understanding of the behavior and
dynamics of 10T systems, and help identify patterns, relationships, and emergent phenomena that
would not be evident from either approach alone. For example, an agent-based and network-based
model of an 10T system could model the behavior of individual devices, such as sensors and
actuators, as agents. The agents could interact with each other, forming a network of relationships.

The network structure could be used to analyze the flow of information and data between devices,
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and the behavior of the individual agents could be used to analyze the performance of the system.

Service-oriented modeling (SOM) and agent-based modeling (ABM) are two approaches
that can be used in the design and development of complex systems, such as Internet of Things
(10T) systems. The use of these two approaches in combination can provide a more complete and
flexible solution for modeling complex IoT systems. SOM is a modeling approach that focuses on
the design and development of services that are delivered over a network. It is based on the idea
that the functionality of a system can be decomposed into a set of services, each of which is
modeled and described using a service contract. The use of contracts enables the services to be
loosely coupled and allows for the dynamic discovery and composition of services at runtime.
ABM, on the other hand, is a modeling approach that focuses on the behavior and interactions of
individual agents within a system. In ABM, each agent is modeled as an autonomous entity that
can perceive, reason, and act in the environment. The behavior of the agents is defined using rules,
which are used to control the agent’s behavior and interactions with other agents.

The combination of ABM and SOM can provide a more comprehensive and flexible
solution for modeling complex IoT systems. By using ABM to model the behavior and interactions
of individual agents, and SOM to model the services provided by the system, the entire system can
be modeled in a more complete and flexible manner. For example, consider an 10T system that is
used to monitor the environment and control several sensors and actuators. In such a system,
individual agents could be used to model the behavior of the sensors and actuators, while services
could be used to model the functionality provided by the system. Using ABM, the behavior of the
individual agents could be modeled and defined, while using SOM, the services provided by the
system could be modeled and described using service contracts.

Contract-based modeling is a software engineering approach that defines a set of
agreements or contracts between different entities in a system. These contracts specify the
obligations, responsibilities, and expected behavior of each entity. In the context of 10T systems,
contract-based modeling can be used to define the interactions between IoT devices, users, and
other stakeholders in a standardized and enforceable manner. Agent-based modeling, on the other
hand, provides a software engineering perspective for modeling complex and decentralized
systems, where each device can act as an autonomous agent. By combining these two approaches,
contract-based and agent-based modeling, we can create a more sophisticated and flexible 10T

system. For example, consider a smart home system where multiple 10T devices are connected and
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interact with each other and with the users. The contract-based modeling approach can be used to
define the interactions between the devices, for example, by specifying that one device should turn
off when another device is turned on. The agent-based modeling approach can then be used to
implement these contracts by assigning an autonomous agent to each device, which acts based on
the defined contracts and performs actions on behalf of the user. Another example is a connected
healthcare system, where various 10T devices are used to monitor the health of patients. The
contract-based modeling approach can be used to define the interactions between the devices, such
as specifying the data format and data exchange protocols between devices. The agent-based
modeling approach can then be used to implement these contracts, for example, by assigning an
autonomous agent to each device that collects data, performs analysis, and communicates with
other devices and healthcare providers.

We aim at extending agent-based modeling by incorporating concepts of other modeling
approaches for provision of details that are required for representing complete systems.

To use agent-based modeling in combination with other modeling approaches, the first step
is to distinguish between different entities. There are certain properties which distinguish different
types of agents.

Let’s p is a set of properties to be considered in agent-based and ambient-oriented modeling
that agents or ambient may hold. We represent these properties by Lower-case Greek alphabet
letters i.e. Location is denoted as 4, identification is denoted as z, autonomicity is denoted by ¢
Inclusion is denoted by p, Mobility is denoted by ¢ , Granularity is denoted by &, Cognition is
denoted by # and Flexibility is denoted by «.

p={l1{uen K

Autonomicity of an agent is a must hold property in modeling. An entity e is an agent iff e holds

autonomicity  for specific functionality.

Definition 1: Autonomicity

If X is a set of inputs such that X = {x1, X2, Xs...., Xn } and Y is a set of outputs such that Y = { y1, y»,

Y3, ..., Yn } then, autonomicity is defined as mapping between input and output such that 'Y = f
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(X') is defined and x # .
While modeling, an agent under examination should have a unique identifier to track the agent.
We call the property of owning unique identification as Identification :. Functions and rules to any

specific agent are assigned using this identification.

Definition 2: Identification

If I is a set of identities such that | = {iy, iz, i3, .....,in }and i1 # i2 # i3 # ... inthenidentification
1 for a set of entities E = { X1, X2, X3, , Xn } IS mapped as for X1 is xuiz, for X2 is X2i2, SO on and every

element of the set E should have a unique value of i.

Every agent in the agent-based modeling should have a position in the environment which shows
its location. The location of the agent is also, an important property which every agent must hold.
Generally, location is identified by x and y co-ordinates in a 2D environment. In 3D environment

location have x, y and z co-ordinates.

Definition 3: Location

Let L be as set where L = {£1, £2, £3,..., £n} Where £1, £, £3, , £, are different locations and £1 #
£2 # £3 # ... # £nand VL F(x,y, z) Where X, y, z are the co-ordinates then the Location 2 may
be defined as L := (X, y, z) such thatin 2D z = null. The agents which can move from a point
to other own the property of mobility. In a model such agents are at one point over the first-time

interval whereas at the other point over other time interval.

Definition 4: Mobility

If ¥ (£1,...,£En) €L Vagent ai, j € A such that £ # £ jand an agent holds the property of
mobilityo I ff £1 # £2 # £3 # ... # En0verty, to, t3, ..., th where t is time against each location

£.

Some agents are capable of including other agents in themselves. This property of including is
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named as inclusion.

Definition 5: Inclusion

Let, (a1, a2, as, ..., an) € Awhere Ais an agent and ai, a2, as, . . ., an are also agents then A holds
the property of inclusion pand 4 '— az, az, as,..., an 1 ff
1. Al # ail # a # asi £+ = ai
2 Al=all=al=asl = - =anl

3. 0 Al — Al = daili — aily = dasli — aslr = dasly — azlo = -+ = danli — anl>

The inclusion p is defined as ¥'x, Y, z, . . . €a at an interval of time t in the model where, X, y, z, .

.. and a are all agents then a is holding the property of inclusion where, | is location at an interval.

The process of learning from the environment and making decisions accordingly is called
cognition of agent. In case of reflexive agents, they only use if-then rule. In utility-based decision
making a utility function is provided to the agent and the agent takes decision based on the
function. Adaptive agents adopt themselves according to different situations and decide
accordingly. In goal-based decision making there are defined goals for the actions to take. So,

appropriate technique should be used for decision making.

Definition 6: Cognition

The cognition # of an agent is defined as the capability of an agent to get information | from

environment e and take a decision d with respect to 1.

The granularity of the agent describes the level to which the complexity of the agent is

modeled. Different agents have different granularity levels. This is the level of abstraction aimed



59

to be achieved in the model. Inappropriate selection of granularity level may lead to difficulty of

modeling or failure of modeling objectives.

Definition 7: Granularity

¥(91,02,03,...,0n) € €1 & £ ¢ the granularity ¢ of an agent a or a system s is defined as F ¢
va vs,where (91,902,093, ...,0n)are the levels of details about an agent or a system.

The properties p can be characterized in different categories. The first one is set of those must own
by an agent for modeling. The must own properties are autonomicity, identification and location
on the surface of environment. Second set is the properties that are optional to agents. Another

category of properties may be the properties that are based on levels such as flexibility and

granularity.
Op =i & n xt
3.1 Agents

Agents are the basic building unit of agent-based modeling. In agent-based modeling,
agents are autonomous entities. They may have intelligence and decision-making capability.
Agents may be a living or non-living thing which interact with other entities in the model. Agent
may be a static thing as well as a dynamic thing. The decision-making agents may be termed as
cognitive agents. Cognitive agents can learn from the environment in which they exist and based
on learning they may take decisions. Another type of agent may be proto agents. This type of agent
is not fully specified but provides information about a specified agent to a non-specified agent.
The third type of agent are meta-agents which are composed of other agents.

An example of a meta-agent may be a room which may have a temperature sensor as an
agent, AC controller as an agent, Humidity sensor as an agent, TV as an agent and Refrigerator as
an agent. Based on behavior there are three types of agents. The first one is which can move and
is termed as Mobile agent. The second one is Stationary, and it can’t move across the landscape.

The third one is which connects two agents and is named as “Connecting agent”.
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Definition 8: Agent
An agent in agent-based modeling is a tuple x = ( {f, i, L, Op ) where,
- {f is the property of autonomicity for function f.
- 11s the identifier of the agent.
- L is the location of agent where it may exist on landscape and L € 1.
- Op is set of optional properties owned by an agent. Op may be empty, single, or multiple

for specific agent.

So, from the definition we can make a set of mandatory properties Mp of agents in agent-based
modeling.

Mp = {21, {}

We are using upper case Greek alphabets letters for types of agents. We represent Meta-
agent with A termed as Alpha, Cognitive-agent with B termed as Beta, Mobile-agent with I" termed
as Gamma, Static-agent with E termed as Epsilon, Proto-agent with Z termed as Zeta and
Connecting-agent with H termed as Eta.

Definition 9: Cognitive Agent
Cognitive agent B is defined asatuple B=({f, i, L, Op) A Op #{} A € Op.
Definition 10: Mobile Agent

Mobile agent I is defined asatuple '=({f, i, L, Op )N O0p # {} N € Op.

Definition 11: Static Agent
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Static agent E is defined as atuple E=({f, i, L, Op) A0 €& Op.

Definition 12: Proto Agent

Proto agent Z is definedasatuple Z = ( {f,1,L,Op ) A vV Z 3 Y where, Y is a specified

agent.

Definition 13: Meta Agent

Meta agent A is defined asatuple A=({f, 1,L,Op) N Op# {} A LE Op.

Definition 14: Connecting Agent

Connecting agent H isdefinedasatuple H=({f,i, L, Op)A UNnY=H A H # ®

where, U AY are two agents.

The movement of the agent can be determined by the direction of the agent where it is
facing. In simulation the color of the agent to display its state of action can be determined. Defined
behavior of the agent that what certain action should it performs or in which state should it move.
The key considerations of the agent are, first the Cognition of Agent and second Granularity of
Agent.

Definition 14: Thing

An loT thing, is an autonomous entity having a unique identifier i, an embedded system S and the

ability to transfer data over a network td.

Theorem 1

loT Thing is an agent i f f it has a location L.
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Proof

Let set of properties owned by IoT Thing is denoted by 7p and properties owned by Agent are
denoted by Ap. Since, Tp = ({f, 1, S, td ). {f is the property of autonomicity for function f and
(fe€dp A {f € Tp. {f iscommon in both Agent and IoT Thing. i €4p A 1 € Tp means
that the property of unique identity is common in both. In agent-based modeling there should be a
location of every agent. Since, if a thing has a location L in the environment of model, then the
thing is an agent. Moreover, 10T Thing should have embedded system and ability to transfer data
over a network which are not conflicting the property of the agent. Since, 10T Thing is an agent.

3.2 Framework for Modeling 1oT System from Software Engineering
Viewpoint

While modeling one should be clear about the target stakeholders and the purpose of the
model. The target stakeholders and purpose of the model can be well defined by asking a set of
questions. These questions may include: who is going to use this model? How much details should
be provided to keep a balance between the abstraction level and complexity? Is the target a
professional or a normal person? What is the business expertise of the person? To which domain
the target groups belong? Will a single model be sufficient for all the stakeholders or different
models should be developed? After answering these questions there is always possibility of
compromise between the details, clarity, and level of abstractions. To keep the balance and reduce
the compromises different models are developed. Different views are developed according to
different stakeholders. Models demonstrate the composition of the system and behaviors and
interactions of the subsystems.

Internet of things involves physical things connected through internet. These things may
have continuous-time data like temperature of an incubator, speed of a car and pressure of an
electric rice cooker. For continuous time systems continuous modeling and simulation approaches
are required. Whereas on the other hand there are various 10T systems which are generating and
using discrete time data. Such systems are usually state based. State-based systems require discrete

time modeling and simulation approaches and tools. Different aspects are required to consider
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while modeling loT systems like either use a graph-based approach or an entity focused approach.
Another point to focus is either go for an ad hoc or general one.

Internet of Things systems design and development may involve personals from different
backgrounds to work in collaboration. Mechanical objects may be equipped by electronic kit and
controlled through software connected to internet. This combination promotes a need of
mechanical, electrical/ control system, telecoms/ network, and software personals to work in
collaboration. Here, we focus on software engineering perspective of this system. The software
engineer may require to develop software for the electrical toolkit attached, for software defined
network (SDN) for the purpose of communication, develop a service to be used by other systems,
implement business process, implement an application for the end user i.e. human being.
Meanwhile, software engineers involve different roles like requirement engineering, design and
architecture, implementation, testing, deployment, and evolution. In such a diverse system
development, we may consider the system with the term used by Seymour Papert “an object to
think with”. We may use modeling approaches for the purpose of communication among such
diverse stakeholders.

This section is contributing in the following ways:

Provides a framework which allows using discrete and continuous time modeling and simulation
approaches in combination for 10T systems.

The proposed framework demonstrates on how to model ad hoc and general systems 10T systems
for software engineering purpose.

It also considers the procedure for modularization and composition of the software for 10T systems.

Definition 15: Object

Obiject can be entity; physical or virtual with an identity in modeling and it owns a set of properties

that are considered for modeling purpose.

An object in modeling is a tuple x = (i, Op) where, i is the unique identifier of the object and Op is
set of optional properties owned by an agent. Op may be empty, single, or multiple for specific

object.
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Definition 16: Component

A part of complex system that can be treated as an independent subsystem and it contains some

entities or individuals that play certain role in the performance of its duties.

A component in modeling isa tuple x = (i, fr, fp) where, iis the unique identifier of the
component, fr is the set of required input by the component and fp is the set of provide output

by the component.

Definition 17: Contract

Contract is a condition that is agreed mutually by two or more parties or stakeholders of system or
entity about certain functionality, a set of functionalities, qualitative aspects of a system or a

service.

A contract in modeling isatuple x=(i, Cr, Cp ) where, i is the unique identifier of the component,

Cr is the set of obligations by the consumer and Cp is the set of obligations by the provider.

Definition 20: Service

An entity either physical or virtual with standardized way for interoperability which cannot be

owned but can be consumed.

If X is a set of assumptions and Y is a set of guarantees then Zisaservice Z= {{f ,i,X,Y,In,
Im} iff ¥Z 7(a,b),aeX ANbeY,b# pAa=¢pwhere, {f,i meansautonomous and
identity as described earlier. X and Y are sets of assumptions and guarantees, In means interface

and Im means implementation.

According to [224], A family of a set of web service propertiesisV = Vi : i &€ |, where | is finite

or infinite index set. A web service is a relation on these set of propertiesS ¢ x Vi :i €1l
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Theorem 2

Service Agent is a type of agent i ff it has a location L.

Proof

Let set of properties owned by Service is denoted by Zp and properties owned by Agent are
denoted by Ap. Since, Zp =({f, 1,X,Y ,In,Im). {f is the property of autonomicity for
function f and (f € Ap A {f € Zp. {f iscommon in both Agent and Service.i E4Ap A1 €
Zp mean that the property of unique identity is common in both. Hence, an agent must have a
location in the environment means it should have connection with other sub-systems/ components
of system. Moreover, Service has some additional properties which are not present in other types
of agents i.e., it has assumptions and guarantees, interfaces and implementations.

Definition 21: Aspect

Aspect in aspect-oriented modeling is taken as a functionality, a component, an object, or a

requirement of a system.

Definition 22: Crosscutting Aspect

A functionality, feature, property, or requirement of a system that is required for the quality of or
execution of other more than one feature/ functionality/ property/ requirement is called a

crosscutting feature/ functionality/ property/ requirement.

If Xand Y are sets of concerns for different requirements, X =a, b, cand Y = ¢, d, e then the concern

’c” will be crosscutting as it exists in more than one requirement.

Definition 23: Non-crosscutting Aspect

A functionality, feature, property, or requirement that may not be required for the quality or
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execution of the other more than one feature/ functionality/ property/ requirement is called non-
crosscutting feature/ functionality/ property/ requirement. If X and Y are sets of concerns for
different requirements, X = a, b, c and Y = ¢, d, e then the concern a, b, d, €” will be non-
crosscutting as these don’t exist in more than one requirement.

The framework that we propose here, uses a combination of four modeling approaches for
modeling complex IoT systems for the purpose of software engineering. These approaches are
agent-based modeling, contract-based modeling, aspect-oriented modeling and service-oriented
modeling. These techniques have been used for software engineering and especially model-based
software engineering [225]. Due to the use of different techniques this framework provides a way
to model 10T systems at different levels. Agent-based modeling is better for flexible models with
minimum details. This approach may also be helpful in modeling where target people have limited
domain knowledge and simulations are needed for demonstrations.

Aspect-oriented modeling provides more details compared to agent-based modeling. It is
useful when target viewer has at-least some domain knowledge. It may be used to prone out the
requirements and remove the clashes among different modules. It may be used for requirements
engineering of 10T systems. Contract-based modeling provides more details. It includes the
features of the objects as well. It lies very close to the programming and hence it may be best
understood by people of relevant domain. Service-oriented modeling is based on service-oriented
architectures. It represents the system as a combination of services and micro services. Software
services have “provides” interface but not “requires” interface. So, services are much independent
components of the system. In Figure 3.2: loT-A Functional Model with highlighted software
engineering layers, we highlighted the layers of the 10T-A reference architecture where key
contribution of software engineering for system development is expected. Our framework shown
in Figure 3.3: Block-diagram of Modeling Framework, provides mechanism to model system
keeping these highlighted layers under consideration. The framework is based on three phases that
are, Inception, Elaboration and Composition. In the Inception phase the agents which basically are
components, are identified. In the Elaboration phase the details about the agent or components are
elaborated. In the Composition phase the identified and elaborated agents are composed in system.

The steps involved in modeling while using our framework are: first of all, defining the
purpose, target and affordability of the model. The second step is defining the building blocks as
agents. The third step is defining the features of the agents for semantic representations. The fourth
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step is elaborating the behavior of the agents using the services concepts and agents’ relations. The

fifth step is using the contracts and aspects for the composition of the system.

3.2.1 Purpose, Target and Affordability

There are various purposes of modeling. Modeling may be used to analyze systems based
on the collected data, to transfer knowledge in an efficient way, to test a system or concept before
implementation and to visualize any system or any component for design, development, and
testing. While modeling, the first and foremost important thing one must define is the purpose of
model. The second thing to know is the target viewer of the model. The modeling approach and
the level of details highly depend on the target user of the model. The third point to consider is
affordability of the model means how much efforts justify the importance of the model. The model

may be of one-time use or sometimes it may have a lasting impact.
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Figure 3.2: 10T-A Functional Model with highlighted software engineering layers

3.2.2 Inception by Identification of Agents
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While modeling agents include any autonomous hardware or software or a unit of software.
Agents may include but are not limited to Device, Component, Object, Service, or a Human. Sub
system or super system may also be treated as agent. There are some common characteristics of
agents. The agent should be autonomous and should own a behavior for responding automatically.
Other characteristics include Learning from environment, adoptability which means changing
behavior according to situation and work in decentralized environment. Cognitive agents are a
type of agents which have decision power. Agents have identity, name, and behavior. There may

be a group of agents with same behavior.
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Figure 3.3: Block-diagram of Modeling Framework

3.2.3 Elaboration by Using Contracts

Contracts are the on-record requirements and provisions by an agent explaining the way of

interaction with other agents. In other words, it defines the features of the agents which lead to
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interaction. Contract is the conditions against which actions are taken. There are pre-conditions
and post-conditions. These pre-conditions and post-conditions explain the behavior of entities.
Pre-conditions and Post-conditions may also be termed as assumptions and guarantees. Contracts
may be visualized for better understanding. Visual contracts may be used to describe the
correlation of different entities.

We use contracts to describe agents’ behavior in terms of their operations. We make use of
visual contracts for this purpose, which are defined as a set of graphs representing pre and post-
conditions. We use double pushout approach to model these contracts, as production rules, and we
represent system as a typed attributed graph transformation system (TAGTS). These rules have
associated rule signatures as explained in [226]. We represent class diagram as type graph and
initial state of the system in terms of a start graph. We also make use of these contracts to define
agent interactions where pre and post-conditions explain behavior of entities, assumptions and

guarantees.

3.2.4 Elaboration of Services

When the agents identified are services then they are elaborated using the concepts of
service-oriented modeling. Software Services are a part of service-oriented architecture. Service-
oriented architectures are used for large software applications. In service-oriented architecture
distributed, independent and deployed components are integrated. This architecture is useful in
development of web services and micro-services-based systems. A service in service-oriented
architecture may be a platform independent module of software accessible by other application.
For the purpose of composite modeling, we term the service as a functionality provided by an

agent to the other agent or a human.

Extensible Markup Language (XML) is commonly used for modeling service-oriented
systems. There are several extensions of XML as well. XML uses tags which are not normally pre-
defined. Based on XML new modeling languages for service-oriented systems have emerged. Web
Service Description Language (WSDL) is based on XML. It is used to describe web services. XML
Schema Definition (XSD) provides a way of formally describing the elements in XML. Extensible

Stylesheet Language Transformations (XSLT) provides a way of transforming documents from
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XML to XML or other formats. Simple Objects Access Protocol (SOAP) is a protocol for web
services which is also based on XML. Resource Description Framework (RDF) is also based on
XML and is used to describe resources on web. XML and its extensions are open standards used
by web services. So, XML plays a key role in modeling web services. Universal Description,
Discovery and Integration (UDDI) contains information about the public interface of service,
centralization of services and ease of publish/find operations. WSDL uses four major tags first
one is < types >, this tag is used to define data types being used. Second one is < message >,
this tag is used to define data elements. The third tag is < portType >, this tag normally contains
the name of the port, the operation to be performed and the messages associated with the operation.
The fourth tag is < binding >, this tag is used to define data format and protocol of port-type for

the purpose of binding the service.

3.2.5 Separation of Concerns and Composition of System

Concern is information associated to the functionality of software. It may either be general
or specific to a part of software. Concern is also term as aspect in software engineering. Concerns
are Identified, Specified and Composed. So, discussing in terms of agents, aspects are the concerns
of operation of any agent. A concern may be any activity required by an agent to perform its own
task or any provision of functionality required by other agents to perform their tasks. Aspect-
oriented modeling plays an important role in conflict resolution.

The first step in aspect-oriented modeling is identification of the concerns. As far as the
concerns are identified the next step is specification of the concerns. The specification of concerns
includes a set of parameters such as Name of the concern, Description of the concern, Sources of
the information of concern, Classification means assigning the type to the concern that either it is
emerged from functional requirement or non-functional requirement, Stakeholders who are linked
with the concern, Responsibilities that mean what functionality it will have to provide,
Contributions is the positive or negative interaction and Required Concerns that mean which other

concerns are mandatory to perform its responsibilities. After specification, the concerns are
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composed. The concerns are combined and finding a match point which is a composition rule,
and this composition is continued till we find whole system. Composition rule starts and ends with

a term tags. The composition operators are:

3.2.5.1 Enabling:
The enabling inference of two agents is represented by C1 >> C2 which show that the process C2
starts after the completion of the process C1. In composition of system, we use this symbol to show

the relation between two agents that are sequentially interlinked.

3.2.5.2 Disabling:
The disabling inference of two agents is represented by C1 [> C2, means C1 is interrupted by C2.
In composition we use this symbol to represent the relation of two conflicting agents. If this relation

exists between two agents, then there should not be a direct link between those two agents.

3.2.5.3 Full Synchronization:

The full synchronization inference of two agents is represented by C1 || C2 , means both processes
should execute parallel in synchronization. In composition we use this symbol to represent relation

of two agents that have a direct link and execute in parallel.

3.2.5.4 Pure Interleaving:

The pure interleaving inference of two agents is represented by C1 ||| C2, means that the processes
C1 and C2 can execute in parallel and if both the C1 and C2 are in ready state then either of them
can execute first. In composition this symbol is used to represent relation of two agents that can

execute in parallel as well as in sequence.

3.2.5.5 Direct Link:

The direct link of two agents is represented C1 — C2. In composition the direct link represents
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relation of two agents that directly interlinked. The expression C1 — C2 —C3 —C4 shows that C1
and C2, C2 and C3 also, C3 and C4 are directly linked but C1 is not directly linked to C3 or C4 in

this expression.

3.3 Framework for Modeling 10T Systems having Fuzzy Agents

Internet of Everything aims at connecting everything with the internet. It is an extended
concept of Internet of things. Hence, Internet of Everything systems are more complex compared
to internet of things systems. Modeling these Internet of Everything based systems is quite tricky.
When there are fuzzy values involved in modeling any system, it is better to use fuzzy logic
modeling. Fuzzy logic provides better, and more accurate results as compared to traditional
modeling approaches. Every modeling approach has its own strengths and weaknesses. In this
section we propose a framework for modeling cognitive fuzzy Internet of Everything systems.
This framework uses concepts of Agent-based Modeling, Network-based Modeling, Fuzzy-logic
Modeling and Aspect-oriented Modeling. For the proof of concept, we used a scenario example
of an Internet of Everything system. We modeled the scenario using our framework proposed
herein. We identified different agents from the scenario, extracted different symmetric and
asymmetric relations and showed relations among agents in graphical representation. We
implemented the fuzzy logic inference using MATLAB Fuzzy logic toolbox for the proof of
concept. This framework provides a mechanism for more detailed Cognitive Fuzzy Internet of
Everything models.

Internet of Everything (I0E) is an enhanced form of Internet of Things (IoT). In 10T there
are three basic types of devices i.e., sensors, actuators and tags. In l0E, everything is aimed to
connect with internet either human, devices, systems, or processes. When we have human in
consideration while modeling a system, we expect fuzzy values as well. Fuzzy values are Likert
scale values and are normally qualitative. When we use fuzzy logic, we convert these Likert scale

values into semantic scale values in-between 0 and 1, which are normally intervals.
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Definition 24: Fuzzy
The entity either an object, a system, an ambient or a component which considers the in-between

binary values of 0 and 1 or true and false is known as fuzzy.

A fuzzy subset A of a set X is a function A : X —N where, N is the interval [0, 1]

Definition 25: Fuzzification

Fuzzification is defined as the process of transforming a crisp set to a fuzzy set or a fuzzy set to

fuzzier set. Basically, this operation translates accurate crisp input values into linguistic variables.

In fuzzy sets, each element is mapped to [0, 1] by membership function.

b X - [0, 1]

where, [0, 1] means real numbers between 0 and ”1” (including ”0” and 17).

Definition 26: Defuzzification

Defuzzification is the inverse of fuzzification and it may be defined as the process of reducing a

fuzzy set into a crisp set or to convert a fuzzy member into a crisp member.

In defuzzification, each element is mapped to “0” and “1” by membership function.

p:X—0,1

where, “0, 1” means crisp values 0 and 1.

Theorem 3
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Fuzzy Agent is a type of agent i f f Fuzzy entity is an agent.

Proof
Let Properties owned by Agent are denoted by Ap. As a fuzzy entity has fuzzy values. As fuzzy
values are not conflicting with properties of agent. Hence, if a fuzzy entity is an agent, then it is

termed as fuzzy agent. So, Fuzzy agent is a type of agent.

Definition 27: Fuzzy Agent

A fuzzy agent can be mathematically defined as follows: Let X be the input space and Y be the
output space of the agent.

A fuzzy agent is defined by a set of fuzzy rules R = {ry, r2, ..., rn} where each rule r; is of the form:

IF x is Ai THEN y is Bi

where, Aj is a fuzzy set defined on X and B; is a fuzzy set defined on Y. The fuzzy agent maps an
input x to an output y by applying the fuzzy inference process.

This process consists of the following steps:

Fuzzification: the input x is transformed into a fuzzy set by evaluating its membership in each

fuzzy set Ai.

Inference: for each fuzzy rule r;, the degree of support for the rule is calculated based on the

membership of x in A..

Defuzzification: the output y is calculated as a crisp value by aggregating the results of the

inference process and applying a defuzzification method, such as the center of gravity method.
Our proposed framework is based on the concepts of different modeling approaches. These

modeling approaches include Agent-based Modeling, Network-based Modeling, Fuzzy-logic

Modeling and Aspect-oriented Modeling. Agent-based modeling is helpful in modeling

continuous time systems. The building block of ABM are treated as autonomous entities and are

termed as agents. Fuzzy-logic modeling is based on Fuzzy Inference System, which is composed
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of Inputs, Fuzzy rules and Outputs. Network-based modeling uses symmetric and asymmetric
relations and graphically represent these relations among entities. Aspect-oriented modeling
separates the crosscutting and non-crosscutting concerns and provides rules for composition of
systems. The proposed framework encompasses following stages as shown in Figure 3.4:

Framework for Fuzzy Internet of Things System:
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Figure 3.4: Framework for Fuzzy Internet of Things System
. Identification of Agents: at this stage the entities with autonomous behavior are identified.
These entities are termed as agents and are assigned an identity.
. Relations of Agents and Networks: at this stage symmetric and asymmetric relations

among the entities are formalized. On the basis of these relations network graphs are designed.
. Separation of Fuzzy and Non-Fuzzy agents: at this stage the fuzzy and nonfuzzy agents are

separated based on their behavior and values.
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. Fuzzy Inference for Fuzzy agents: at this stage rules are defined for fuzzy agents and their
behavior based on the values they provide. Decisions of agents are based on these fuzzy rules.

. Composition of System: at this stage system is composed to check the consistency and
completeness of the model.

. New Agent Requirement: when the system is composed, requirement for new systems can
emerge. In this case new agent is identified. Hence, whole model will be updated according to

newly identified agent.

Composition rule starts and ends with tags. The composition operators are:

3.3.1 Enabling:
The enabling inference of two agents is represented by C1 >>C2 which show that the processC2
starts after the completion of the process C1. In composition of system, we use this symbol to show

the relation between two agents that are sequentially interlinked.

3.3.2 Disabling:
The disabling inference of two agents is represented by C1[>C2 , means C1 is interrupted by C2.
In composition we use this symbol to represent the relation of two conflicting agents. If this

relation exists between two agents, then there should not be a direct link between those two agents.

3.3.3 Full Synchronization:

The full synchronization inference of two agents is represented by C1||C2 , means both processes
should execute parallel in synchronization. In composition we use this symbol to represent relation

of two agents that have a direct link and execute in parallel.

3.3.4 Pure Interleaving:

The pure interleaving inference of two agents is represented by C1|||C2 , means that the processes
C1 and C2 can execute in parallel and if both the C1 and C2 are in ready state then either of them
can execute first. In composition this symbol is used to represent relation of two agents that can

execute in parallel as well as in sequence.
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3.3.5 Direct Link:

The direct link of two agents is represented C1 — C2 . In composition the direct link represents
relation of two agents that directly interlinked. The expression C1 —C2 —C3 —C4 shows that
Cland C2, C2 and C3 also, C3 and C4 are directly linked but C1 is not directly linked to C3 or
C4 in this expression.

3.4 Framework for Modeling 10T Systems having Ambient Agent

Emergence of technologies such as internet of things, cloud computing, multi-agent
systems, artificial intelligence and fast communication systems are disrupting existing business
and process models. New models are frequently emerging. From households to industry,
everything is demanding updates with respect to technology. Sophisticated and interlinked
technologies are assisting and augmenting systems development without preliminary models is a
risky task [227].

We find autonomous entities as basic elements in agent-based modeling (ABM), which are
termed as agent. In cognitive agent-based models, agents have additional decision mechanism.
There are certain rules defined in such models which guide an agent to decide or interact with other
agent. The rules are defined in visual workflows in visual tools of agent-based modeling such as
Anylogic whereas the rules are defined in code in some other tools as in NetLogo. While modeling
a system with agent-based modeling approach, the composition of the model also contains an
environment. One of the most prominent features of agent-based modeling is its openness to be
used in combination with other modeling approaches [52]. According to [165] ABM has three
major benefits that are its flexibility, capturing emergent phenomena and the provision of the
natural description. According to [228], agent-based modeling is beneficial when the system being
modeled contains heterogeneous and autonomous components. These components can act in
distributed, local, parallel, has self-organizing capability and is emergent. Where, there is
uncertainty in environment, along with spatial-temporal scales.

Ambient-oriented modeling is based on ambient calculus. An ambient is basically a

container such as an airplane which contains other ambient in itself. The children ambient inside
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the parent ambient are dependent on parent ambient. This approach of modeling is very helpful for
discrete time systems. It uses mathematical symbols to represent systems. The basic elements of
ambient-oriented modeling are ambient, process, location, and contextual expressions. It is better
for modeling spatial aspects of things in a model [171]. Although some researchers have attempted
to develop simulations for this approach yet, much contribution is needed to make it simulation
friendly. There is lack of mature simulation tool which provides facility to represent ambient-
oriented models. It has been used for context-aware systems and for software development
purposes. However, due to attraction of ambient intelligence it seems to gain more popularity in
near future [138].

Advancements in information and communication technologies have influenced the
transportation systems as well. 10T is used for tracking goods during shipments. Long route
transport systems are also using latest technologies to remain updated on weather, roads congestion
and other uncertainties. Within cities, people use different internet-based applications for booking
appropriate vehicles, detecting suitable routes and other relevant points such as petrol pumps, tyre
shops etc., Smart and autonomous vehicles have gained significant attention from research
community and industry. All the vehicles are containers, they have ability to move, and they move
in certain boundaries. So, these vehicles fulfill the properties of ambient. While modeling transport
systems, one may use ambient-oriented modeling. Modeling and simulation are a crucial tool used
in creating, maintaining, and optimizing transport system schedules.

To deal with the problem of traffic congestion is a common problem in urban areas and
especially in peak hours. To solve this problem most of countries are moving toward BRT and
Trains [229]. However, operation management and scheduling are still difficult for BRTs. This
difficulty increases in case of peak hours and unusual burdens like holidays and events. Real-time
monitoring and forecasting of crowed can be helpful in managing it effectively in case of such
peak time [230]. BRT systems are usually cost effective and time effective [231]. Computer
simulations may be used to examine different aspects of BRTs such as management, time
effectiveness and cost effectiveness. For the purpose of simulation, the first step is to identify the
problem and define the objectives of the model. Then in the second phase the model is developed
and then tested and validated. When the model is formulated then on the basis of model the
simulations are performed for specific abstraction level of the model [232]. Trip attribute approach

may be used to compare BRT with other transport systems with respect to attractiveness [233]. In
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trip attribute approach there is a trip origin and a trip destination. Between trip origin and
destination there are processes such as bus stops, bus moving and transfer from vehicle to vehicle.
For all these processes attributes are defined such as access walk, wait time, travel time and egress
walk. So, these attributes will be used to calculate total travel time and cost of the trip for
comparison.

This section is based on one of previous chapter in which we examined different modeling
approaches for internet of things (10T). In previous chapter while mapping, we showed the use of
both agent-based modeling and ambient-oriented modeling at device layer and virtual layer of 10T-
A reference architecture. We also showed the use of these two approaches at the virtual entity
layer. However, in this section we are providing an integrated use of ABM with AOM. The section

aims in answering the following research questions:

. How complex systems having agents that contain other agents and have the ability to move
within a limited location can be modeled?

. How can one represent different agents of different levels based on their dependencies?

. How can we add details like message sending or receiving by certain agents in link with

the representation of dependencies?

3.4.1 Agent-based Modeling

According to [234] and [235], Agent-based modeling is helpful in examining interactions
between individuals as well as to determine the implications of different hypotheses. It helps to
create empirically supported models keeping the assumptions realistic rather than idealized. It also
helps in modeling entities at different levels in a system. It helps to keep interdependence while
modeling agents in a system. It also provides the facility to model heterogeneous agents in an
efficient and easy way. Rules may be defined at different levels i.e., separate rule for a type of
agent or population and rules of interaction among different agents and subsystems in a system.
Hence, it provides a flexible way of modeling. Apart from these benefits there are also some
considerations to keep in mind while using agent-based modeling approach. It may not be helpful
in modeling discrete time events. Availability for standardized procedures for agent-based

modeling while constructing and analyzing models is also a critical issue. Understanding the rules
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of the model in the simulation may also be difficult. However, agent-based modeling may be used

in combination with other modeling approaches to overcome these issues.

3.4.2 Integrated Framework for Modeling

We propose a framework that uses concepts of both agent-based modeling and ambient-
oriented modeling for a detailed model. This integrated use will help us in obtaining a
comprehensive model covering all practical aspects necessarily required for a detailed model. The
Figure 3.5: Meta-model of Modeling by integrated use of ABM and AOM shows a meta-model to
depict the relation among different attributes and entities involved in modeling. Secondly,
integrated use will help in handling both discrete time and continuous time systems. In complex
systems at one component of the system may behave as continuous time whereas, the other
component of the system may be a discrete time. Figure 3.6: Integrated Framework Flow-diagram

shows a framework that is based on the combination of ABM and AOM.
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Figure 3.5: Meta-model of Modeling by integrated use of ABM and AOM

The framework shows a flow of modeling as Identification of agents, classification of
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agents, determining the relations of agents, formalization of processes, formalization of messages,
formation of rules and at the last phase the simulation according to the rules. The model will be
composed of a mathematical representation along with simulation. However, the model keeps the
type of the agent and controls its behavior accordingly.

Considerations-before-starting: Before modeling one must select his desired level of
abstraction or granularity and flexibility. The level of granularity differs according to the
requirements of the system to be modeled. Also, different agents have different input variables.
The flexibility of the system based on different agents and variables is defined such that one may

analyze or learn the system using different values.

The proposed framework involves following steps:

Identification-of-Agents: The first step while using these approaches in combination is
identification of agents. In this step the agents are identified, and they have assigned any identity
as a unique identifier. At this step their functionality is also defined for which the agent is

autonomous.

Classification-of-Agents: Upon the identification of the agent the agent is analyzed based on the
properties it owns. After analyzing the agents are assigned different types for the purpose of
elaborating their behavior in modeling.

Relations-of-Agents: Different agents in a model have relations with one another. Every agent
should have a relation to at least one of its counterparts involved in the systems modeling. These
relations may be symmetric or asymmetric. These relations are represented in the form of networks

for better understanding.

Formalization-of-Processes: After defining the relations of the agents, the next phase is writing the
processes of the agents according to the rules of ambient-oriented modeling. This will help in
elaborating the functionality of certain agents and their interaction with other agents. These

processes along with relations will be used for rules formation of the model.
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Figure 3.6: Integrated Framework Flow-diagram

Formalization-of-Messages: The messages between the agents will be modeled by using ambient-
oriented-modeling symbols. The messages modeling will include the relations of the agents as
well. The messages will contain symbols <> and () receiving, along with relations like parent,

child, and sibling symbols.

Formation-of-Rules: The rules of the model will be elaborated. Based on the rules the simulations
will be developed. The rules are coded in some agent-based simulation tools whereas; visual
workflows are developed in others. Some common operations involved in rules will be set-up,
creation of agents, interaction of agents, movement of agents, for ambient there will be operations

included in rules such as in, out, move and copy.
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Simulation: The simulation will represent the behavior of the agents in the system. It provides

flexible and dynamic model. It is better for representing specific behaviors of system.

There will be three artifacts of using this modeling approach. The first artifact will be a
simulation. The simulation will be helpful in representation of the model in both two and three-
dimensional space. The second artifact will be representations of relations based on ambient
properties. The third artifact will be the representation of the messages communicated between

different agents along with ambient relations.

3.4.3 Ambient

Ambient are entities which fulfill the three basic properties. These properties are Inclusion,
Mobility and Narrowness. We may also define ambient as an agent with the property of inclusion,
mobility, or narrowness. Another definition of an ambient may be an agent which is both Mobile
and Meta-agent along with limited change in location. Inclusion means that an ambient has
property to include another ambient in it just like Meta-agent. Mobility is the property which means
that an ambient can change its location and move from one place to the other like Mobile agent.
Narrowness means that the movement of an ambient should be in a limited space. In ambient-
oriented modeling, every ambient should have an Identifier and processes. Like agent, ambient
also possesses identifier for the purpose of identification. This identifier helps in tracing and
tracking ambient. Processes are like behavior of an agent. These processes include the rules an
ambient must follow and the action an ambient has to perform.

We denote Narrowness by v and is defined as:

Definition 28: Narrowness

The narrowness v is defined as the limitation of agent O to move between specific points (x1.yl,

x2.y2,..., xn.yn) on location L and can’t move outside the specific points.
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Definition 29: Ambient

An ambient in ambient-oriented modeling isatuplex= ({f,i,0p), VAUEOp A S€Op
A Op #{} where,

. € f is the property of autonomicity for function f.

. i is the identifier of the ambient.

. Op is set of optional properties owned by an ambient. Op must hold mobility and inclusion.
. v is the narrowness which an ambient must hold.

Ambient-oriented modeling is based on ambient calculus, so it uses mathematical symbols
to represent model. Primarily an ambient is considered as a container which contains other
ambient. So, on the basis of this property, different types of ambient have been defined. There are
three types of relations between ambient i.e., parent, child, and sibling.

. The symbol “1” denotes parent. Mean if we say “X” is a parent of “Y” then the relation
may be represented as: X 1T Y. If “X” is an airplane and “Y” is a passenger, then ambient “X” is
the parent of ambient “Y”.

. The symbol “|” denotes child. Mean if we say “Y” is a child of “X” then the relation may
be represented as: Y | X. If “X” is an airplane and “Y” is a passenger, then ambient “Y” is the
child of ambient “X”".

. The symbol ““::” denotes siblings. Mean if we say “X” and “Y” are two siblings then the
relation may be represented as: X :: Y. If “X” and “Y” both are two passengers, traveling in same

airplane then we may call “X” and “Y” as siblings.

. The symbol “<>” denotes sending a message.

. The symbol “()* denotes receiving a message.

There are four syntax categories first is Location represented by a. Second is Opportunities
represented by M. Third is Processes and it is represented by P. The fourth is Contextual
Expressions represented by k. The primitives of an ambient may be:
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in: An ambient may enter in a sibling. When the ambient enters in a sibling then it becomes child.

If “X” and “Y” are two siblings and “X” enters in “Y” can be written as: X in Y.

out: An ambient may leave the parent. When the ambient leaves the parent then it becomes sibling

of the parent. If “X” is parent and “Y” is child and “Y” leaves “X” can be written as: Y out X.

open: It is used to dissolve the boundaries of an ambient.

copy: The copy is used to create duplicates of an ambient.

Lemma 1:

If an ambient holds the Narrowness property, it must be limited to move between specific points
on location L.

Proof:

As per the definition 27, Narrowness n is defined as the limitation of the agent O to move between

specific points on location L and can't move outside the specific points. Hence, if an ambient holds

the Narrowness property, it must be limited to move between specific points on location L.

Lemma 2:

If an ambient enters into a sibling, it becomes a child.

Proof:

As per the text, if X and Y are two siblings and X enters into Y, it can be written as X in Y. Hence,

if an ambient enters into a sibling, it becomes a child.
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3.4.4 Relation of Agent and Ambient

Theorem 4

Ambient is a type of agent i f f it has a location L.

Proof

Let set of properties owned by Ambient is denoted by Amp, Since, Amp=( {f,1, u,d,v)and
if it has location L then  Amp=({f,1, L, u,d,v)hence, Amp D Mp.As, Ap=Mp U u and,
HEAmp so, ApcAmp. As Ip=Mpud and, O6€Amp so, [pcAmp.
Ambient own property of narrowness v which is neither available in any other type of
agent nor this property contradicts with the mandatory properties of agents. Ambient must
own all the mandatory properties Mp as well as some optional properties Op with an
extra property which can be added to the set of properties p of agent. Therefore, ambient can
be treated as a type of agent.

So, the sets of properties and optional properties can be revised as:

p={A (W EM, K v}
Op={w &n KV}

3.5 Unified Framework

Our proposed unified framework is based on different layers. In the first section we have
presented an overview of the proposed unified framework including decision making workflow.
The second section contains the flow and relations of different constituents of the framework. The
third section contains definitions.

The levels of unified framework are shown in Figure 3.7: Unified Framework for Modeling
Service-oriented Internet of Things systems. The unified framework is based on different layers of
service oriented lIoT systems. The framework has been provided on the basis of different desired
viewpoints involved during the feasibility study, analysis, design and development of a service

oriented IoT system. The levels of the framework and the decision making are based on the desire
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viewpoint.

Purpose/ Target/
Affordability

-< Identify Agents Classify Agents Define Relationships >

Formalize Formalize
Processes Messages

N Software
g = Engineering

Perspective

Agent-based Contract-based
Modeling Fuzzy-Agents Modeling

Conflict Resolution
New Agent Identification Requirement

Simulation Fuzzy-logic Service-oriented
Modeling Modeling

Association of
Composition Rules

|

Composed
System Model

Figure 3.7: Unified Framework for Modeling Service-oriented Internet of Things systems

In Figure 3.8: Proposed Framework with Different Entities Relations, we have shown the
relations of different objects, processes and agents and their composition towards the development
of a model. Agent identification is a common task in almost all the frameworks included in this
thesis. The identified agents play certain role in the system hence, the agents have some relation
with other agents in the system. When agents collaborate with each other for performing certain
task then they will work on the basis of certain contract. The contracts will be designed on the base
of the functionalities of the agents. Moreover, every agent will hold some of the types of agents
based on its structure and function. Similarly, in service-oriented system the agents will be a
consumer or provider of certain service or services. Moreover, certain agents will have the power
of decision making. Since, these agents belong to sub-systems, or they are themselves the sub-
systems. In any case these sub-systems or agents will be composed to make a system. This
composed system will lead towards a detailed model.

The proposed unified framework involves following steps:
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Identification-of-Agents: The first step while using these approaches in combination is
identification of agents. In this step the agents are identified, and they have assigned any identity

as a unique identifier. At this step their functionality is also defined for which the agent is

autonomous.
Agent Agents
Identification Relations
¥
Agents
Contracts
Agent Type
Agents
Functionalities
Agent
Services
Svster_ﬂ_ Decisions
Composition

Model

Figure 3.8: Proposed Framework with Different Entities Relations

Classification-of-Agents: Upon the identification of the agent the agent is analyzed based on the
properties it owns. After analyzing the agents are assigned different types for the purpose of
elaborating their behavior in modeling.

Relations-of-Agents: Different agents in a model have relations with one another. Every agent
should have a relation to at least one of its counterparts involved in the systems modeling. These
relations may be symmetric or asymmetric. These relations are represented in the form of networks
for better understanding.

Formalization-of-Processes: After defining the relations of the agents, the next phase is writing the
processes of the agents according to the rules of ambient-oriented modeling. This will help in
elaborating the functionality of certain agents and their interaction with other agents. These

processes along with relations will be used for rules formation of the model.
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Formalization-of-Messages: The messages between the agents will be modeled by using ambient-
oriented-modeling symbols. The messages modeling will include the relations of the agents as
well. The messages will contain symbols <> and () receiving, along with relations like parent,
child, and sibling symbols.

Decision about Continuous/ Ad hoc: If the system or subsystem being modeled is continuous or a
specific aspect of a system is to be modeled then agent-based modeling is a better choice. In this
case make rules and simulate the model. In other case move to next decision.

Formation-of-Rules for Agent-based Modeling: The rules of the model will be elaborated. Based
on the rules the simulations will be developed. The rules are coded in some agent-based simulation
tools whereas; visual workflows are developed in others. Some common operations involved in
rules will be set-up, creation of agents, interaction of agents, movement of agents, for ambient
there will be operations included in rules such as in, out, move and copy.

Simulation: The simulation will represent the behavior of the agents in the system. It provides
flexible and dynamic model. It is better for representing specific behaviors of system.

Decision about Software Engineering Viewpoint: If the purpose of modeling the system or
subsystem to facilitate the software engineers and application development of 10T systems then
better to elaborate the system with using the concepts of service-oriented modeling and contract-
based modeling. Otherwise move to next decision.

Elaboration by Using Contracts: Contracts are the on-record requirements and provisions by an
agent explaining the way of interaction with other agents. Contract is the conditions against which
actions are taken. There are pre-conditions and post-conditions. These pre-conditions and post-
conditions explain the behavior of entities. Pre-conditions and Post-conditions may also be termed
as assumptions and guarantees. First step is in elaboration by using contracts is that identify the
agents associated by contracts. Identify assumptions and guarantees. Visualize the contracts using
tools like Attributed Graph Grammar (AGG).

Elaboration by Using Services: When the agents identified are service agents then they are
elaborated using the concepts of service-oriented modeling. A service in service-oriented
architecture is a plate-form independent module of software accessible by other application. For
the purpose of composite modeling, we term the service as a functionality provided by an agent to
the other agent or a human. Extensible Markup Language (XML) is commonly used for modeling

service-oriented systems. Other languages for modeling services such as WSDL can be used to
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elaborate services. However, specific service description language for 10T systems is required to
properly elaborate 10T services.

Decision about Fuzzy Agent: If the agents contained by system or sub-system are fuzzy agents
then fuzzy logic modeling will better elaborate the system. Otherwise, move to the composition of
the system.

Association of Composition Rules: After modeling different sub-systems, the sub-systems are

composed to represent the complete model of the system.

3.5.1 Ontological Completeness

The ontological completeness of the system is checked with four parameters that are: construct
overload, construct redundancy, construct excess and construct deficit. We used different
modeling approaches in combination. We used bottom up approach. We defined different sub
frameworks and then we unified these frameworks. Our constructs are used to model different
specific perspective and hence, the construct overload does not exist. Moreover, construct
redundancy has also been minimized by defining different frameworks at different levels and then
combining them to a unified framework which removes the repetition. As we defined the
frameworks with respect to IoTA reference architecture which is a well-known reference

architecture it helps to avoid construct excess and construct deficit.
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Chapter 4

RESULTS, DISCUSSION AND ANALYSIS

To validate our proposed framework and sub frameworks, we applied our framework and sub
frameworks to case studies. In this chapter we, provide the results and discussed the frameworks

with respect to our research questions.

4.1 Modeling Software Engineering Viewpoint of an 1oT System

Let us consider scenario of service oriented IoT application in the universities located in
twin cities of Pakistan i.e., Islamabad and Rawalpindi for the purpose of collaboration and resource
sharing. There are almost twenty-six Higher Education Commission of Pakistan (HEC) recognized
universities in twin cities i.e., twenty-one in Islamabad and five in Rawalpindi. Suppose there
emerged a consensus among universities to be smart and share resources. To be smart includes, all
universities have smart parking, emergency respond systems, smart waste management systems,
smart classrooms, and smart air quality monitoring systems. Secondly, these universities have
signed a Memorandum of Understanding (MOU) to share their free resources with each other.
Now, consider a scenario of this cooperation among universities where Air University Islamabad
IS organizing a three-day international conference. It is expected that two hundred additional
vehicles will arrive university. University has a parking space of just one hundred and twenty
additional vehicles. Hence, Air University requires arrangement for this additional parking space.
Meanwhile, there are some other universities at a walking distance from Air University i.e., Bahria
University Islamabad and National Defense University Islamabad. Bahria University has a free
space of two hundred and thirty vehicles. Air university pay rent for the free space and
accommodate additional vehicles there. Also, Air University needs some additional garbage

collectors due to the arrangements of refreshments and lunch within university as well as increase
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in number of visitors. NDU can provide the required garbage collectors. Now, these are some
services provided by other organizations. The specification of the system is: Higher Education
Commission (HEC) a governing body at the top. HEC can add or delete Universities. University
can add or remove resources. University can publish resources or call for resources. University
can provide feedback after the utilization of resources. Universities can search for Resources in
the registry. Resources may be bonded to the Requester/Consumer. When the resources are rented
out there exist Contracts for service against that. Payment system for universities and billing of
Services.

The newly emerged requirements are: Log-in, Log-out, University Management by HEC,
Resource Management by Universities and Security. Resources may be different smart devices
such as Smart-parking, Trash collecting vehicles, University buses, Smart dustbins, Air Quality
Equipment and Cloud Storage. The resources may be composed in sub-systems such as Smart
garbage monitoring and collection system, Smart parking system, Smart transportation system and

Air quality control system.

4.1.1 Decomposition of the System for Agents Identification

In the Inception phase first thing is to identify different components of system. Based on
the requirements we draw an abstract representation of our system as shown in Figure 4.1:
Decomposing the System into Three Parts. In this diagram we decompose the system in three parts.
The first is application and business process connected to resources. The second one shows
resources as subsystems and the third is aggregator for connection of resources with application.
These subsystems include Smart Parking, Smart Buses, Air Quality Control and Smart Garbage
Monitoring and Collection. So, we model this system as per decomposition to subsystems i.e.,
Agent A, Agent B and Agent C. Clearly, this is a heterogeneous system with multiple agents,
multiple aspects and multiple consumers and providers. We provide with the help of our
framework a simplification in the form of an aggregator which helps us in understanding,

identification, communication, and composition.

4.1.1 Modeling for Elaboration of Agent A

In Elaboration phase we elaborate the identified agents. We treat agent A as a system

composed of several agents. First, we have to identify the agents. The agents in this system are
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HEC, University, Resource, Accounts, Bill, and Interface. We use contract-based modeling for
this system. We used Attributed Graph Grammar (AGG) for contract-based modeling of this
system. Figure 4.2: A Contract and Type-graph of the System Modeled in AGG, shows a visual-
contract in upper part and a type graph of Agent A modeled in AGG using contract-based
modeling. The visual contract has pre-condition on Left Hand Side (LHS) and post-condition on
Right Hand Side (RHS). When the model in AGG is executed a start graph is generated. Figure
4.3: Start-graph of the System Modeled in AGG, shows the start graph of this system. Figure 4.4:
XML Representation for Information Modeling of System, shows the use of XML for information

modeling of a system A. XML may also be useful for modeling the system in hierarchical order.

Application / Business Process
Uni
Accounts b

Binding
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Figure 4.1: Decomposing the System into Three Parts
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¥ <HEC>
¥ <University category="">
<Mams lang="en"/>
<Location/>

¥ <Resource>

<addResource Mame="" Description=""» </addResource:>
<deleteResouce MName="" Identity=""» </deleteResouce>
<freeResource Mame="" Price=""» </freeResource
/Resource>
¥ <accountManagement>
<addAccount name="" Identity="" Role="" Password=""»> <(faddAccount>
¢<deleteAccount Identity=""> </deleteAccount:
</accountManagement>
<contract> </contract>
<fUniversity:>
v<bill:
<cresteBill billMo="" billAmount="" SenderId="" ReceiverId=""/:
<payBill billNo="" billAmount="" SenderId="" ReceiverId=""/»
</bill>
¥ {account?
<addAccount name="" Identity="" Role="" Password=""» </addAccount:
<deleteAccount Identity=""»> </deletelccount:
</account>
r _."IHE': S

Figure 4.4: XML Representation for Information Modeling of System

4.1.3 Modeling for Elaboration of Agent B

Here we are elaborating agent B. The agent B may be composed of different subsystems.
These subsystems contain different devices and provide different functionalists. Here, we are
considering four subsystems. These subsystems include Smart parking system, Smart Garbage

monitoring and collection system, smart air quality control system and smart route bus system.

4.1.3.1 Elaboration of Smart Parking System

In next level of elaboration, we elaborate the agents identified in elaboration of agent B.
Smart parking system involves various sensors, display screens, signal devices, storage, and
application. In Figure 4.5: Work-flow Diagrams (a) Smart Parking (b) Smart Garbage (c) Smart
Air Quality Monitoring System (d) Smart-Route Bus System(a) shows workflow of smart parking
system. Here VDS stands for vehicle detection sensor. Space means vacant positions. Side means
the left, right or forward indication on screen where there are multiple paths. These vacant

positions are displayed usually on Light Emitting Diodes screen. OHD stands for overhead
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indicators which are used to identify that the parking slot is empty or full.

Cloud storage represents a service where data obtained from these processes is stored. One
state change means that either a parking slot is filled by a vehicle, or a vehicle leaves the parking
slot. Filled means that vehicle covers the parking slot and vacant means that vehicle leaves the
parking slot. Update means that data is stored on cloud storage.

Figure 4.6: WSDL Used to Show Parking Sensors Service, shows the description of
different devices of smart parking system as services. It starts with description of vehicle detection
sensor. Then overhead display has been described. In last the WSDL describes LED direction
screen. VDS only sends a message and OHD displays a message. LED direction screen receives
message from VDS and provides direction as output. Figure 4.7:WSDL of Cloud Storage Service,

shows the WSDL representation of cloud storage.

4.1.3.2 Elaboration of Smart Garbage Monitoring and Collecting System

Smart garbage monitoring and collecting system is used to make the dustbins smart. These
smart dustbins should be able to ask for service to vacate them. For the purpose of vacation there
may be vehicles for outside placed and persons for in-building placed dustbins.

Figure 4.5: Work-flow Diagrams (a) Smart Parking (b) Smart Garbage (c) Smart Air
Quality Monitoring System (d) Smart-Route Bus System; (b), shows the work-flow of smart
garbage monitoring and collection system. Here, SDB represents smart dustbin and on state change
means dustbin changes from empty to half-filled, or half-filled to full. In-building means that the
dustbin is placed inside the building where vehicle can’t reach, and somebody is assigned duty to
collect the trash. CP means that the person to whom duty is assigned. CV means trash collecting
vehicle. Accept means that one who accepts the duty of collecting trash. Complete means that the
trash has been collected. Notify means to notify others who have received the request about the
assignment of the duty and send the data to cloud.
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¥<Service-Discription-Language>
¥ <Vehicle-Detection-Sensor:
¥<message name="S5lotValue">
<part name="5lotId" type="wxs:string"/>
<part name="Value" type="xs:string"/>
</message>
¥ <portType name="VD5">
¥<operation name="stateChange">
<output name="SlotId" message="value"/>
</operation>
</portType>
</VWehicle-Detection-Sensor:
¥ <0Over-Head-Display>
¥<message name="S5lotValue">
<part name="5lotId" type="xs:string"/>
<part name="Value" type="xs:string"/:
</message>
¥<portType name="0HD">
¥ <operation name="stateChange">
<input name="5lotId" message="walue"/>
</operation>
</portType>
</Over-Head-Display>
¥ <LED-Directional-Screen>
v<message name="5lotValue">
<part name="5lotId" type="xs:string"/>
<part name="Value" type="xs:string"/>
</message>
¥<message name="space">
<part name="spaceSide" type="xs:string"/>
<part name="Value" type="xs:string"/>
</message>
¥ <portType name="LD5">
¥ <operation name="stateChange":>
<input name="5lotId" message="value"/>
<output name="spaceSide" message="value"/>
</operation>
</portType>
</LED-Directional-Screen>
</Service-Discription-Language>

Figure 4.6: WSDL Used to Show Parking Sensors Service



¥ <Cloud-Storages
¥ <message name="System-Id">

<part name="Value" type="xs:

</message>
¥ <portType name="storage":
¥ <operation name="Store":
<input name="SystemId"™ me
</operation>
< fportType>
¥ <message name="System-Id">
<part name="SystemId" type

<part name="Value" type="xs:

</message>
¥ <message name="Reply™:
<part name="RetId" type="x
<part name="Value" type="x
</message>
¥ <portType name="storage":
¥ <operation name="Retrieve™:>
<input name="SystemId” me
<output name="RetID" mess
</operation>
</portType>
</Cloud-Storage>

woA

Figure 4.7:WSDL of Cloud Storag
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ssage="value"/>

xs:string" />
string"/»

rstring”/ >
sstring”/ >

e Service

4.1.3.3 Composition of Smart Garbage Monitoring and Collecting System

We consider SDB, CP, CV and CloudStorage as agents. While modeling this system using

our proposed framework after modeling agents as services as described in Figure 4.5: Work-flow

Diagrams (a) Smart Parking (b) Smart Garbage (c) Smart Air Quality Monitoring System (d)

Smart-Route Bus System, we compose the system using Aspect-oriented composition rules. So,

the composition rules will be as following:

SDB >> CP
SDB >> CV
CV >> CloudStorage
CP >> CloudStorage

A L np e

According to the rules above, there are two paths that connect elements from SDB to
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CloudStorage. First one is SDB —CP —CloudStorage and second one is SDB — CV —CloudStorage.

So, every agent is connected to at least one other agent and there doesn’t exist any conflict.

4.1.3.4 Elaboration of Smart Air Quality Monitoring System

Smart air quality monitoring system uses sensors to detect the level of harmful gases and
oxygen in the air. Different sensors are installed at different positions and then accumulated air
quality is measured. Figure 4.5: Work-flow Diagrams (a) Smart Parking (b) Smart Garbage (c)
Smart Air Quality Monitoring System (d) Smart-Route Bus System; (c), shows work-flow diagram
of an air quality monitoring system. In this system the air sensors send information to local server
and the local server processes the information. After processing the information, the data is stored
in the cloud and also, the information is displayed to the people.

Due to the limitation of space, we are not repeating the service-oriented, contract-based
and aspect-oriented approach for this sub-subsection and the next one.

4.1.3.5 Elaboration of Smart Route Bus System

Smart route bus system helps the registered students to track the bus and time to reach the
desired stop. Hence, the workflow of the registration system of the bus is shown in Figure 4.5:
Work-flow Diagrams (a) Smart Parking (b) Smart Garbage (c) Smart Air Quality Monitoring
System (d) Smart-Route Bus System; (d). Smart Bus notifies when a registered student leaves or
a new student is registered. So, if after the notification there are number of registered persons is
less than total capacity of the bus than new person can be registered. In other condition where the
bus is already full someone interested to register on specific route will search for other buses. This

information is updated on cloud storage.

4.1.4 An Ad hoc and Flexible Representation of System

Here, the system is elaborated with the help of simulation tools and flexibility of change is
provided. While modeling the system there may be a need of an abstract level model. This abstract
level, ad hoc and continuous time models of the system or subsystems and devices may be

developed using Agent-based modeling.
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i3

Figure 4.8: Netlogo Model Showing an Ad hoc Model where the “Number of Universities
is Flexible, shows an ad hoc and abstract representation of the system in the form of simulation
implemented in Netlogo. This simulation creates a turtle HEC in the setup. Then universities are
attached to the system and the number of universities may be selected from the slide-bar. The slide-
bar provides flexibility in selecting the number of universities. In next step resources are added
and randomly attached to the universities. Here we create two resources per university at this step.
In the last step “Run” button may be used to change the links to resources to the universities i.e.,

showing service provision.
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Figure 4.8: Netlogo Model Showing an Ad hoc Model where the “Number of Universities” is
Flexible

4.1.5 Composition of System using Composition Rules

In the composition phase we compose the systems from the elaborated subsystems and
identify new agents if required. The last phase of our framework is associating the composition
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rules. However, what we find from modeling of agent B after decom-position is that CloudStorage
is common in multiple subsystems. Thus, it’s better to treat the CloudStorage as a fourth agent
with the previous three i.e. agent A, agent B and agent C. Now, the relation between these four
agents will be:

1. AlC
2. B|IC
3. CloudStorage||C

The connection of the agents is A—C—B, A—C—CloudStorage, B-C—CloudStorage that A is
directly connected or has direct link with B and B is connected with CloudStorage through
aggregator C. It shows that all the agents are connected.

4.2 Analysis and Discussion on Modeling Applications in l1oT

Reference architectures are abstract architectures of systems, and they may differ from
actual system [235]. l10T-A reference architecture provided a way to split an 0T system in different
components. This architecture provided domain model, information model, functional model and
communication model. The functional model of 10T-A reference architecture includes different
layers such as device, communication, security, management, service organization, service, virtual
entity, business process and application. While analyzing these layers it seems that layers such as
application, business process, virtual entity, service organization and security involve major role

of Software Engineer during design and development.

The industrial internet reference architecture (IIRA) focuses on internet of things with
respect to industrial aspect [236]. It takes in account four viewpoints i.e. Business, Usage,
Functional and Implementation Viewpoint. It also, discusses the cross-cutting concerns and
characteristics of the system. The functional viewpoint has seven different domains such as
Controls, Operations, Information, Application, Business, Functional and Crosscutting functions.
The control domain contains the functions related to control systems. The operation domain
functions include management, monitoring and optimization. The information domain includes
data related functions. Application domain is same as application layer of IoT-A reference
architecture which contains application logic. Business domain has almost similar function as

business process layer of 10T-A reference architecture. Crosscutting domain includes the function
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like connection. Functional domain contains the technologies which support 10T systems such as

cloud computing.

Reference Architecture Model for Industrie 4.0 (RAMI 4.0)) is also a reference architecture
for industrial internet of things [237]. This architecture is based on service-oriented concepts and
has three dimensions i.e., Layers, Life cycle & Value Stream and Hierarchy Levels. The layers of
RAMI 4.0 are Business, Functional, Information, Communication, Integration and Assets. The
Business layer of RAMI 4.0 is similar to the business process layer of 10T-A where business
models are mapped with processes. Functional layer contains the rules and decision-making logic
and, services are also modeled at this layer. The information layer contains data to represent
models based on formally described rules and execution of event related rules. Communication
layer is similar as in 10T-A reference architecture. Integration layer provides interaction with
human as well as interaction of devices with each other. Asset layer is similar to device layer of
loT-A reference architecture where there are physical entities. Life cycle & Value Stream and

Hierarchy Levels are about the industry processes.

In [238], Service-oriented architecture has been used in-combination to SoaML for solving
the heterogeneity issues. In [239], SysML has been used for modeling internet of things
applications and to deal with system engineering problem. In [240], loT-A reference architecture,
model driven architecture and separation of concerns have been used in-combination for proposed
framework. The framework is effective for Quality-of-Service attributes management in early
stages of modeling. Both horizontal and vertical perspective have been considered by using the

principle of Separation of Concerns.

Service-oriented approach has been adopted in all reference architectures and also in above
cited articles. The principle of Separation of Concerns has been used in IIRA as well as in [240].
Our framework uses four modeling approaches i.e., Service-oriented modeling, aspect-oriented
modeling, agent-based modeling, and contract-based modeling. When services are provided then
there exists an agreement between service provider and service consumer. The agreement is a set
of assumptions and guarantees. Contract-based modeling provide us a way to model system with
pre-conditions or assumptions and post-conditions or guarantees. In internet of things there are
smarter devices on nodes which are autonomous as well. Autonomous and smarter devices can be

treated as agents. Agent-based modeling is useful while modeling random behaviors and ad hoc
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systems. Hence, we used these four modeling approaches in combination.

In software engineering the domain model is used to represent context information. Agent-
based model can be used for the representation of domain model. Our framework can be used for
domain models of 10T systems as shown in case study. Contracts can be used for modeling of
specification since our framework provides a mechanism for specification modeling as well. The
modularization and composition of system is a part of design model. Also, the attributed graph
grammar (AGG) is used to represent the design model. Service-oriented modeling is also a part of
design modeling. Hence, our framework provides a mechanism for modeling 10T based software

system from different aspects.

421 WSDL to TSDL

For service description of things, we need a standard language. The new language can be
an extension of web service description language. Here we provide a possible extension of a

WSDL for Internet of Things which we name Things Service Description Language (TSDL).

Element for TSDL ( < message > )

< messagename = “request — for—the—service” >

< partname = “term”’type ="Xs : string”/ >

< /message >

< messagename = “’location—o f —thing” >

< partname ="value”type = ”’xs : string”/ >

< /message >

< messagename = “communication— response — f or —the — service” >

< partname = “value”type = ”’xs : string”/ >

</message >

The element < message > defines the name of all messages and data types used by these messages.

Element for TSDL ( < portType >)
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< portTypename = "Thing—service—name—or—thing—id” >
< operationname ="ThingOperation” >
< requestmessage = “request — f or—the—service”/ >
< phyResponsemessage”action— perform—by—thing”/ >
< locationmessage = "location—o f —thing”/ >
< comResponsemessage = "communication — response — for — the — service”/ >
</operation >< /portType >

In “portType” element name will be the thing service name or service name for example
garbage collection service is the name of the service for garbage collection in city.
“ThingOperation” is the name of operation that define by “portType” element. For example,
collect garbage is the operation of smart garbage collection system. Through < request > element
proposed to use for request for the service of things for example someone request to smart garbage

system to collect garbage from my house.

< phyResponse > element proposed for action performance after receiving request for
service message for example garbage collection van driver trace your location and move towards
home where someone request. < location > of thing is the very important element for 10T system
because on the base of location of both requester and responder action will be performed. <
comResponse > element proposed for the communication response from thing to requester after

performing physical response. There are four types of operations in WSDL, that are:

1. One-way

2. Request-response
3. Solicit-response
4. Notification

But in case of 10T there is physical existence of things therefore, we defined an extra
element < phyResponse > within < operation > element with < request > element and <

comResponse > element.

4.2.2 SOAPto SoTAP

To access services provided by things, Simple object access protocol (SOAP) also needs
to be modified. Here we provide possible extension with the name Service-oriented Thing Access
Protocol (SOTAP).
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Envelope for SOTAP

< sotap : Envelopexmlns : sotap = asperpublication/”sotap : encodingStyle ="asperprovide” > ...
< /soap : Envelope >

Header for SoTAP

< sotap : Header >

<tid : ThinglD > xmlns : tid = "thingid/”’sotap : mustUnderstand = 1 > 234 < /tid : ThinID >
<tow : Thingowner > xmins : tow = “owner—name/” </tow : Thingowner >

<tre : Thingrequester > xmins : tre = “requesrer—name/id/” </tre : Thingrequester >

< /soap : Header >

Body for SOTAP

< sotap : Body >

< m: Getservice—namexmlns : M = "thing—id/service—repository” >
< m: services > request — service < /m : Service >

</m: Getservice — name >

< /sotap : Body >

4.3 Modeling 10T System having Fuzzy-agent in Composition

Let us take the scenario of a smart classroom. The building has no central air conditioning
system rather air conditioning is decentralized. We want to automatize the heating and cooling
system of a classroom. We consider a room just like classrooms of “Sir Syed Block” at “Bahria
University E-8 Islamabad” campus. We assume that the classroom has two fans, a window air-
conditioner for cooling and a heater for heating. First of all, we will determine that what are the
parameters on the basis of which a user decides for switching fans, air-conditioner and heater. The
first parameter is heat, second is humidity and the third is number of people in the room. Number

of people is considered as a key variable in classroom because average body temperature of human
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is approximately 37 degrees centigrade. Whereas comfortable room temperature for human is 25
degrees centigrade. Hence, as the number of people in a room increase the average temperature of
room also increases.

The general view of fuzzy inference system using MATLAB Fuzzy-logic Toolbox is
shown in Figure 4.9: General View of Fuzzy Inference System Simulated in MATLAB Fuzzy-
logic Toolbox. There are three input variables i.e., Humidity, Temperature and Number-of-People

and four output variables i.e., AC-Cool, Fan-1, Fan-2 and Heater. Humidity normal 30 percent to

60 percent.

mmmmmmm e 5
ey ciose.

‘ |

Figure 4.9: General View of Fuzzy Inference System Simulated in MATLAB Fuzzy-logic
Toolbox
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Selected variable "Humidity™ ‘

Figure 4.10: Input Variable Humidity

4.3.1 Input Variables

There are three input variables of this fuzzy inference system. These variables are Humidity,
Temperature and Number-of-People present in the smart room. Humidity is based on percentage.
So, the percentage can be divided into three fuzzy member functions i.e., low, medium, and high.
Temperature normally ranges from -10 degree to 60 degree centigrade. So, Temperature below 18
degree is considered as low. Temperature ranging from 18 degree to 35 degrees is considered as
medium and above 35 degrees is considered as average. Similarly, in a room where capacity is 50
persons, we take 0 to 10 persons as minimum, 10 to 35 as average and above 35 as maximum.

Based on this we implemented these input variables in MATLAB fuzzy logic toolbox.

1, x=>1

Humidity, ,,, = {29 =29 (4.0.1)
. 30, x =30
Humidityyediuvm = {60 X <60 (4.0.2)
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Humidityyign = | 18(1): x 2 ?(1)0 (4.0.3)
Temperature;,,, = {13: i z 28 (4.0.4)
Temperatureyeqiuvm = {éz' i 2 ég (4.0.5)
Temperaturey;gp = {138: i i igo (4.0.6)
NumberOfPeopleyinimum = {18: i 2 20 (4.0.7)
NumberOfPeopleperqge = {éé’ z 2 ;é (4.0.8)
NumberOfPeopleyaximum = {gg: i 2 28 (4.0.9)
‘ S = I

.-

Figure 4.11:Member functions of Variable Temperature
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Figure 4.12: Member functions of Variable Number-of-People

Figure 4.10: Input Variable Humidity, shows the membership functions representations of
the input variable Humidity. The member functions include low, medium, and high. This variable
is based on fuzzy logic, and we take fuzzy values. The graphical representation shows the range
of this input variable. Figure 4.11:Member functions of Variable Temperature, shows the
membership functions representations of Temperature. The member functions include low,
medium, and high. Figure 4.12: Member functions of Variable Number-of-People, shows the
membership functions representations of input variable Number-of-People. The member functions

include Minimum, Average and Maximum.

4.

File Edit View

ot Doints:
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] X9
Humidity AG..ool

Hu rr‘b1:.~rofI Jeople Fan.
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Mame AC._Cool Name On

Type

Type output trimf
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| Help Close ‘ |

Selected variable "AC._Cool” ‘

Figure 4.13

Range

011

Display Range 011

: Output Variable AC-Cool
4.3.2 Output Variables
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There are four output variables of this fuzzy inference system. These variables are AC-
Cool, Fan-1, Fan-2 and Heater. We consider all these output variables as binary variables, which
may either be on or off. Although there may be different in-between values of these variables but

to reduce the complexity of the systems, we take binary only.

Figure 4.13: Output Variable AC-Cool, shows the membership functions representations
of the output variable AC-Cool. The member functions include on and off as the Cooling will
cither be on or off and it’s a binary function variable. Figure 4.14: Output Variable Fan-1, shows
the membership functions representations of the output variable Fan-1. The member functions
include on and off as the Fan will either be on or off and it’s a binary function variable. Figure
4.15: Output Variable Fan-2, shows the membership functions representations of the output
variable Fan-2. The member functions include on and off as the Fan will either be on or off and
it’s a binary function variable. Figure 4.16: Output Variable Heater, shows the membership
functions representations of the output variable Heater. The member functions include on and off

as the Heater will either be on or off and it’s a binary function variable.

4
File Edit View

Jot ooints:
FIS Varlables Membership function plots " °="™ 181

AC ool

Temprature Fan,

du rrbcrofl,eoplc Fan.,

MLt output varable "Fan "

Current Wariable Current Membership Function (click on MF to select)

Name Fan_1 Name On

Tvpe output Type: trimf ~ [
Params c

Range 01 [0.9 0.95 1]

Display Range 1] ‘ Help Close ‘ |

Selected variable "Fan_1" ‘

Figure 4.14: Output Variable Fan-1
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Figure 4.15: Output Variable Fan-2
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Figure 4.16: Output Variable Heater

4.3.3 Rules of Fuzzy Inference System

As there are three input variables and every variable has three member functions. So, we

have 3x3 rules means 27 rules. In Figure 4.17: Textual Representation of Rules Part-1, the rules
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from Rule number 1 to Rule number 20 are shown in textual form. In the lower portion of this
figure the input variables i.e., humidity, temperature, and number of people along with their
respective member functions are shown. Below these variables there are connections of the
variable i.e. AND & OR. Also, every variable has a not checkbox. If not, checkbox is selected then
it will negate the member function values of certain variable. Then there is weight which may be
allocated to variable in any rule. And then there are buttons which provide the functionality of
adding new rule, deleting an existing rule, or updating any rule. In Figure 4.18: Textual
Representation of Rules Part-2, the rules from Rule number 8 to Rule number 27 are shown in
textual form. In the lower portion of this figure on the right of “Then” there are output variable
and their member functions. In Figure 4.19: Graphical Representation of Rules, the rules and their
relations along with their member functions and ranges is shown graphical form.

P

File Edit View Options

4_If (Humidity is Low) and (Temprature is Low) and (Number_of_People is Winimum) then (AC._Coolis Off)(Fan 1 is Off)(Fan 2 s Off)(Heater is On) (1 ~
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Figure 4.17: Textual Representation of Rules Part-1
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Figure 4.18: Textual Representation of Rules Part-2

4.3.4 2-D Representations

Relations between different variables show dependencies. 2-D graphical representation
shows relation between two variables. The first variable is input, and the other variable is output.
In other words, by 2-D representation one can understand the proportionality of one input with one
output variable. Figure 4.20: Relation Between Humidity and AC-Cool, shows relation between
one input variable i.e., Humidity and one output variable i.e., AC-Cool. Figure 4.21: Relation
Between Humidity and Fan-1shows relation between one input variable i.e., Humidity and one
output variable i.e., Fanl. Figure 4.22: Relation Between Humidity and Fan-2, shows relation
between one input variable i.e., Humidity and one output variable i.e., Fan2. Heater shows relation
between one input variable i.e., Humidity and one output variable i.e., Heater. Figure 4.24:
Relation Between Temperature and AC-Cool, shows relation between one input variable i.e.,
Temperature and one output variable i.e., AC-Cool. Figure 4.25: Relation Between Temperature
and Fanl, shows relation between one input variable i.e., Temperature and one output variable i.e.,
Fanl. Figure 4.26: Relation Between Temperature and Fan2, shows relation between one input
variable i.e., Temperature and one output variable i.e., Fan2. Figure 4.27: Relation Between

Temperature and Heater, shows relation between one input variable i.e., Temperature and one
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output variable i.e. Heater.

=

Fle Edt View Options
hamiciy =08 e RrRe o o= o e com=om ruom rmacom F——
I ] \ ] \ ] oy ] ay ] ay ] .
2 [ ] \ ] [ ] [ ) & ) i \ [ —i
s [ \ [ \ [ ] i | [ | 2 \ [ E—,i
\ \ [ \ L ] i \ [ \ n \ —;
\ ] \ ] [ ] o ) 2y ) n \  —i
o [ ] \ ] \ | K ] i ] 7 ] [ E—i
7 ) [ \ L ] i \ ay \ Iy | | —i
\ ] \ ] \ | i ] 2 ] [ ] | E—
\ | \ ] \ | r~ ] oY ] " ] A
o [ ] \ ] [ ] i | & | 2 \ [ —
o ] \ ] \ ] i \ i \ n \ [
iz ] [ ] [ | s ] [N ] [N ] A
I ] \ ] [ | oY ] 2 ] n \ —
w [ ] \ ] \ | i ] &Y ] K ] —
5 [ ] I ) I ] i \ \ | I al [ —
\ ] \ ] \ | i ] [ A i ] —
\ g \ ] \ | i~ ] \ A [ i N—
w [ = \ \ [ | i | [ A \ A [ —
o ] \ ] \ | \ | oy ] r ] N
\ ] \ ] \ | \ | oy ] r \ A —
2 [ \ \ = \ ] \ Al iy ] N ] iy
= ) \ \ [ ] \ | 4y \ r \ —
5 [ ] \ \ \ | \ | oy ] i \ [ —
| ] \ ] \ | \ | &y ] [ ] —
= [ g \ — \ | \ 2| &y ] V\ ]
= i \ = \ i \ y \ 7| oy \ —
| ] \ ] \ ] \ | | | [ A —
0 L o 1 o L \ 1 \ | I ] L
o 1 b ] ° 1 0 1
= ot it o ‘ ‘ ‘ ‘ ‘
psesos o - - - 5
e ‘ ‘ ‘ | ‘
oo &

Figure 4.19: Graphical Representation of Rules

Figure 4.28: Relation Between Number-of-People and AC-Cool, shows relation between
one input variable i.e., Number-of-People and one output variable i.e., AC-Cool. Figure 4.29:
Relation Between Number-of-People and Fanl, shows relation between one input variable i.e.,
Number-of-People and one output variable i.e., Fanl. Figure 4.30: Relation Between Number-of-
People and Fan2, shows relation between one input variable i.e., Number-of-People and one output
variable i.e., Fan2. Figure 4.31: Relation Between Number-of-People and Heater, shows relation

between one input variable i.e., Number-of-People and one output variable i.e., Heater.
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4.35 3-D Representations

3-D graphical representation shows relation between three variables. The first variable is
input “X”, second variable is input “Y” and the third variable is output “Z”. In other words, by 3-
D representation one can understand the proportionality of two input variables “X” and “Y”” with
one output variable “Z”.

Figure 4.32: Relation Between Input Variables Humidity & Temperature and Output
Variable AC-Cool, shows relation between two input variables i.e. Humidity & Temperature and
one output variable i.e. AC-Cool. Figure 4.33: Relation Between Input Variables Humidity &
Temperature and Output Variable Fan-1, shows relation between two input variables i.e. Humidity
& Temperature and one output variable i.e. Fanl. Figure 4.34: Relation Between Input Variables
Humidity & Temperature and Output Variable Fan-2, shows relation between two input variables
i.e. Humidity & Temperature and one output variable i.e. Fan2. Figure 4.35: Relation Between
Input Variables Humidity & Temperature and Output Variable Heater, shows relation between
two input variables i.e. Humidity & Temperature and one output variable i.e. Heater.

Figure 4.36: Relation Between Input Variables Humidity & Number-of-People and Output
AC-Cool, shows relation between two input variables i.e. Humidity & Number-of-People and one
output variable i.e. AC-Cool. Figure 4.37: Relation Between Input VVariables Humidity & Number-
of-People and Output Variable Fanl, shows relation between two input variables i.e. Humidity &
Number-of-People and one output variable i.e. Fanl. Figure 4.38: Relation Between Input
Variables Humidity & Number-of-People and Output Variable Fan2, shows relation between two
input variables i.e. Humidity & Number-of-People and one output variable i.e. Fan2. Figure 4.39:
Relation Between Input Variables Humidity & Number-of-People and Output Variable Heater,
shows relation between two input variables i.e. Humidity & Number-of-People and one output
variable i.e. Heater.

Figure 4.40: Relation Between Input Variables Temperature & Number-of-People and
Output Variable AC-Cool, shows relation between two input variables i.e. Temperature &
Number-of-People and one output variable i.e. AC-Cool. Figure 4.41: Relation Between Input
Variables Temperature & Number-of-People and Output Variable Fan-1, shows relation between
two input variables i.e. Temperature & Number-of-People and one output variable i.e. Fanl. Figure
4.42: Relation Between Input Variables Temperature & Number-of-People and Output Variable
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Fan-2, shows relation between two input variables i.e. Temperature & Number-of-People and one
output variable i.e. Fan2. Figure 4.43: Relation Between Input Variables Temperature & Number-
of-People and Output Variable Heater, shows relation between two input variables i.e.

Temperature & Number-of-People and one output variable i.e. Heater.

AC. ool

Temprature 1] 0 . Humidity

Figure 4.32: Relation Between Input Variables Humidity & Temperature and Output Variable
AC-Cool

Temprature o 0 Humidity

Figure 4.33: Relation Between Input Variables Humidity & Temperature and Output Variable
Fan-1
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4.4 Modeling of Bus Rapid Transit System

Let us consider the scenario of Bus Rapid Transport System. Bus Rapid Transport Systems
(BRTS) are used in different developing and developed countries such as France, Germany,
Turkey, India, and Pakistan. BRTS are an effective source of transportation in cities for avoiding
traffic congestion and timely traveling. These systems are cheaper alternate of metropolitan trains
because setup cost of BRTS is much less than that of metropolitan trains. Normally, there are rush
hours when the number of passengers increases and sometimes the rush is so severe that it becomes
difficult for passengers to timely and comfortably reach the destination. So, for understanding and
analyzing the system we need to model it.

In this section we provide model of a generic BRT system for proof of concept. We
modeled it at abstract level with less details. As ambient may be in hierarchical manner such as a
person riding on a bus may contain a bag and in bag there may be laptop or mobile phone. So, in
this case more details may be provided for a specific purpose. Now we are following the steps

provided by the framework for the purpose of modeling.

4.4.1 Ildentification of Agents

We have three agents in our model i.e., Buses, People, Stations.

4.4.2 Classification of Agents

Buses: Buses are ambient
People: People are mobile agents

Stations: Stations are Static and Meta-agents

4.4.3 Determining the Relations of Agents

There are four stations, and the road is connecting these stations. People can ride on a bus.
People can stand on a station. Bus stops on a station. Bus travels through road.
Figure 4.44: Casual Loop shows the casual loop of the system. Figure 4.45: Stock and Flow
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Diagram shows the stock and flow diagram of the system. Figure 4.46: a) State Chart for Agent
“Bus” b) State Chart for Agent “Passenger” has two parts, the first part a) shows the state-chart of
the agent named as Bus and the second part b) shows the state-chart of the agent named as

Passenger.
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Figure 4.45: Stock and Flow Diagram
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Figure 4.46: a) State Chart for Agent “Bus” b) State Chart for Agent “Passenger”

4.4.4 Formalization of Processes

The ambient-oriented model according to the above defined rules will be:

Enter Station
Stand in Queue

Wait

Bus Arrive

Ride on Bus

Reach Station
Get Off the Bus

Leave Station

(b)
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There are two ambient bus and passenger. The ambient bus is represented by B and the ambient

passenger is represented by X. P is the process. S is the station. ais the location. mov means move

to.

PB | PX

It shows both processes are parallel.

Pg = (mov(a == Sl)) Px = (mOV(Ot == Sl))
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The above shows bus moves to station one in first process and in second process passenger moves

to station one.

Pg = (in, :: X)

It shows that the passenger standing on the station move in the bus.

Ps = (mov(a == Sz) Px = (mov(a == S2))

It shows bus moves to station two and similarly new passenger come to station two.

Peg = (out, 1 X)
Pg =(in, :: X)

In the above two line, the passenger which are inside the bus mean bus is parent of whom should
get off whereas the passenger standing on the station who are the siblings of the bus should ride

on the bus.

Pg = (mov(a == S3)

Px = (mov(a == S3)) Ps = (out, T X)
Pg =(in, :: X)

Pg = (mov(a == Sa)

P = (out, 1 X)

In the above lines, similar to previous explanation has been presented. Let F is the first station, N

is the last station and O is constant. Process for bus Pg will be modeled as shown below.



133

( mov(a == Sp)
(in,: : X)
mov(a == Sg,0 )
Py =4 (out, T X) ) (4.0.10)
(in,: : X)
mov(a == Sy)
\ (out,T X)

Let Snearest is the station nearest to location of passenger and the Sgestination is the destination of the

passenger. The process X for passenger will be modeled as shown below:

mov(a == Snearest)
N mov(in,:: B)
Py = mov(a@ == Sdestination ) (4.0.11)

mov(out,! B)

4.4.5 Formalization of Messages

Bus shares its current location to the next bus station and the bus station calculates the approximate

reaching time and intimate to the passenger. So, this may be modeled as:

Pg = (S1 ::< bus-id, a >, 0)
Px = (S1 :: (bus-id, exp-time), 0)

The messages by the agent Station are as following:

B :: (busjy, a),0

X < busiy, exPrime >, 0x, x=>0 (4.0.12)

PXE{

4.4.6 Formation of Rules

Assuming normal hours and routine service, when there is no rush, the rules will be:
The rules of the bus will be bus moves from source to station one. At station bus moves to bus

stop and waits. After pickup bus moves to station two. At station two, bus first drops the passengers
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and then picks up passengers. Then bus moves to station three. At station three, bus first drops
passengers and then picks up passenger. Then the bus moves to station four which is the final station.
At station four, bus drops passengers and ends. The rules of the passenger will be; the passenger
comes to platform, waits for bus arrival, rides on bus, moves to desired station, gets off to platform

and exits from platform.

4.4.7 Simulation of Model and Graphs

We used Anylogic simulator for simulation. Figure 4.47: Workflow of Model for BRTS
shows the flowchart of the model along with 2D run. After running the values show the number of
buses as well as passengers who crossed specific area. The rules are represented in this flowchart. Figure
4.48 shows the 3D representation of the model where one can see buses picking up passengers, moving,
dropping of passengers, and exiting from the area. Whereas the passengers coming to a station, riding
on the bus and exiting from the bus and leaving the station. With the 3-D model a graph is shown in the
same figure. This graph has been created to analyze the waiting time of the people at first station. The

Bus Rapid Transit Systems with isolated tracks are represented here in a model.
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Figure 4.47: Workflow of Model for BRTS D
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Figure 4.48: 3D-view of BRTS Simulation with Graph for Waiting Time

Here, we provide simulation of a specific model of Rawalpindi-Islamabad metro bus system. In
Figure 4.49: The Main View of Model Including Flexible Slide Bars for Selecting Variables, the
start screen of simulation has been displayed. In this figure at the top “Bus Rapid Transit System” is the
name of this model. There are certain attributes that are flexible, and the user may select the values
according to need. Frequency of Buses is the first attribute, and it has numeric values from 0 to 100.
The user may select any value by dragging the bar. This number will add the number of buses in the
system. Here, 0 buses will mean that there is no bus in the system. 10 buses means that the number of
buses running in the simulation will be 10. The second attribute is Inter-arrival time of Buses which
shows the time gap between different buses. The third flexible attribute is Stop-time of bus which
represents the time that a bus stops at a station. The next flexible attribute is Bus Capacity which shows
the total number of passengers that can ride on a bus at a time. The last flexible attribute is Bus Speed
which shows the maximum speed a bus can achieve. In the left side of this image the values selected
for attributes has been displayed. In the bottom of the image information about the model has been

provided.
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Bus Rapid Transit Systems accross the globe are aimed in fast and rapid tranists. These bus system:
have operate on seperate roads and bus stops. In this model we have considered the Islamabad Bu
Rapid Tranist.

The length of metro bus service two lane track is 22km.8.3km portion from Saddar, Rawalpindi to IJP
station Islamabad elevated and rest is with road network. It has 24 Stations.

This Simulator will also help us to analyse the average waiting time of passengers on individual bus
stops by variying the bus numbers in the simulation.

Figure 4.49: The Main View of Model Including Flexible Slide Bars for Selecting Variables

In Figure 4.50: Map of Islamabad for Simulation, the simulation 3-D simulation environment
of model has been shown. The simulation environment is based on the map of route taken from Google.
In the lower part of the image workflow of the model has been shown. In the bottom left the number of
stops and number of buses is shown. The variable “I”’ on the map shows the number/identity of stations.

The variable P shows the number of passengers at a station.
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Figure 4.50: Map of Islamabad for Simulation
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Figure 4.51: Graph at Station 0, shows the graph at station O where the blue line indicates the
average waiting time in the direction from station O towards station 23 and the red line indicates the
average waiting time from station 23 towards station 0. There is no red line in graph at station 0 because
station O is the last station in this direction and no passenger is in waiting. Figure 4.52: Graph at Station
1, shows the average waiting time at station 1. At station 1 passenger can move in both directions
therefore both the red and blue lines are present in this graph. Figure 4.53: Graph at Station 2, Figure
4.54: Graph at Station 3, Figure 4.55: Graph at Station 4, Figure 4.56: Graph at Station 10, Figure
4.57: Graph at Station 11, Figure 4.58: Graph at Station 12, Figure 4.59: Graph at Station 21, Figure
4.60: Graph at Station 22 and Figure 4.61: Graph at Station 23 show the average waiting time at
station 2, 3, 4, 10, 11, 12, 21, 22 and 23 respectively. At station 23, in graph only red line is present
because it is the last station in the direction from station 0 to 23. All these graphs are based on the set
values of flexible attributes. These values are of attributes are number of buses is set at 12, inter-arrival
time is set at 3, waiting time is 2 minutes, bus capacity is 100 and bus speed is set at 10 KM/H. Also,

the normal scenario check box is selected.
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Figure 4.51: Graph at Station 0
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Figure 4.52: Graph at Station 1

After just increasing the number of buses change in waiting time can be seen in Figure 4.62:
After Changing the Frequency at Station 1, Figure 4.63: After Changing the Frequency of Buses
the Graph at Station 10 and Figure 4.64: After Changing the Frequency at Station 21 which show
graph at station 1, 10 and 21 respectively. As compared to the previous graphs of respective stations,
decrease in the average waiting time can be seen.

The previous graphs show that changing the number of buses cause a decrease in the average
waiting time. Now we change some more variables and see how this effect in average waiting time.
Now we increase the frequency of buses to 51 as shown in Figure 4.65: Change in the Frequency of
Buses which was at first set at 15. The change in average waiting time can be noticed by graphs shown
in Figure 4.66: Graph at Station 0 After Increasing the Number of Buses, Figure 4.67: Graph at
Station 1 After Increasing the Number of Buses, Figure 4.68: Graph at Station 10 After Increasing
the Number of Buses, Figure 4.69: Graph at Station 21 After Increasing the Number of Buses,
Figure 4.70: Graph at Station 23 After Increasing the Number of Buses for stations 0, 1, 10, 21 and

23 respectively. There is a significant decrease in average waiting time compared to the previous values.
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Figure 4.54: Graph at Station 3
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Figure 4.55: Graph at Station 4
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Figure 4.56: Graph at Station 10
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Figure 4.57: Graph at Station 11
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09:20 12:40 16:00 19:20 2240 02:00 05:20

@ rorward Boarding Waiting Time @ Backward Boarding Waiting Time

10

06:00

Figure 4.59: Graph at Station 21

09:20 12:40 16:00 19:20 22:40 02:00 05:20

@ Forward Boarding Waiting Time @ Backward Boarding Waiting Time
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Figure 4.61: Graph at Station 23
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Figure 4.62: After Changing the Frequency at Station 1
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Figure 4.63: After Changing the Frequency of Buses the Graph at Station 10
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Figure 4.64: After Changing the Frequency at Station 21
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Figure 4.65: Change in the Frequency of Buses
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Figure 4.67: Graph at Station 1 After Increasing the Number of Buses
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Figure 4.68: Graph at Station 10 After Increasing the Number of Buses
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Figure 4.70: Graph at Station 23 After Increasing the Number of Buses

4.5 Discussion

In this section, we discuss the value-addition of the proposed framework for developing
models of the systems that are composed of agents and ambient. In the absence of any comparative
frameworks, here we examine how to design complex agent-based ambient-oriented systems in
general. In particular, we also discuss how conventional modeling schemes fail to provide effective

tools for building detailed models and simulation of agent-based ambient-oriented systems.

4.5.1 Problemin Modeling Agent-based Ambient-oriented Systems

The concept of agent and ambient functioning that are used in collaboration was provided
by [241] where, first time the ambient was treated as a mobile entity. In this article the agents were
considered as entities that are placed within an ambient. On the basis of this article, [227] provided
the concept of ambient-oriented modeling approach. The proposed ambient-oriented modeling
unlike its base article doesn’t distinguish between agent and ambient. In [136] the presented model
treats any entity as an ambient whether it fulfills the definition of ambient or not. Agent-based
modeling is mature and have well developed frameworks, software and libraries as discussed in
previous sections. So, modeling agent-based ambient-oriented systems needs framework to
properly distinguish agents and ambient, elaborating the process, simulating the model,

representing their relations in model and representation of messages.
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4.5.2 Our Framework for Modeling Agent-based Ambient-oriented Systems

Our first research guestion is that how complex systems having agents that contain other
agents and have the ability to move within a limited location can be modeled? So, in other words
we can write it as how can agent-based, ambient-oriented systems be modeled? The second
research question is that how can one represent different agents of different levels based on their
dependencies? So, we can write this question as how can we represent the inclusion relations of
ambient and agents? The third question is that how can we add details like message sending or
receiving by certain agents in link with the representation of dependencies? We can write it as;
how can we represent messages along with relations of ambient and agents?

Ambient always own three properties i.e., inclusion, narrowness, and mobility. Inclusion
means an ambient is a container which can contain other entities. Narrowness means that it should
have certain boundaries. Mobility means that an ambient will always have the ability to change
the location. When we analyze the means of transportation like airplanes, trains, buses and cars,
they may be treated as ambient. An airplane is an ambient which moves from one airport to the
other and also contains passengers, and crew staff. A bus is an ambient as it can move from one
location to the other and passengers can ride on it. A train is an ambient as it moves from station
to the station containing people and luggage. A car is an ambient as it can move from one place to
the other including the driver and passengers. A ship is an ambient as it can move from one port
to the other containing people and luggage. Similarly, the trucks are the ambient and may contain
different agents.

We have discussed different types of agents in previous sections. All other agents who
don’t fulfill the properties of ambient should be treated as agents. An agent may be an ambient at
certain granularity level whereas at other level it may not. For example, while modeling the bus
systems the human riding on bus will be an agent. Whereas in other case human may also contain
some agents like mobile, smart watch etc., and have ability to move. An agent should have some
role in the model. Depending on the availability of data one may select any of the agent-based
modeling type. There are different frameworks/protocols available for agent-based modeling.
These frameworks may be extended for adding the ambient features.

A model is based on some entities and the rules for processes. Usually the rules of agent-
based modeling are written in code for simulations. In some simulation environments such as

Anylogic the rules are written as flow diagrams and have visual representations or rules. In
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ambient-oriented modeling the rules are represented as processes. Processes contain messages as
well. To use agent-based modeling incombination with ambient-oriented modeling, the rules
should be defined in simulations and explanation should be provided in the form of ambient-
oriented modeling expressions. Agent-based modeling is very effective for ad hoc systems and
continuous time simulations. Since, ambient-oriented is majorly state-based and can be effectively
used for event-based properties of systems. Our proposed framework will be useful for modeling
complex systems that have both agents and ambient as their components.

With the emergence of new technologies, modern transport systems are rapidly changing.
Internet based applications are facilitating for the transportation as well. Internet based transport
systems like Uber and Careem are operating in multiple countries. Internet of Things based goods
tracking applications are also proposed. SWVL is a service operating in different countries which
provides internet based routed public transport. These types of systems need modeling for different
purposes. Hence, our modeling approach will help in modeling such transport systems. It will help
in modeling both urban as well as long distance transport systems. There are various agent-based
simulation environments. Although we used Anylogic, however other tools may also be used.
Some of the famous agent-based modeling tools are NetLogo, AgentCell, AgentFactory, Brahms,
Urbansim and Swarm. However, addition of ambient properties to these tools will be helpful in

representation of ambient and modeling agent-based ambient-oriented systems.

4.6 Unified Framework

A digital twin refers to a virtual representation of a physical system, product, or process,
created using real-time data and other information. It allows organizations to simulate and analyze
the behavior of their physical systems, processes, and products, helping them optimize operations
and make informed decisions. Digital twins are widely used across a range of industries, including
manufacturing, healthcare, and smart cities.

Manufacturing: In the manufacturing industry, digital twins are used to simulate and

optimize production lines. For example, a digital twin of a production line can help identify
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bottlenecks in the production process and predict maintenance needs. This can result in reduced
downtime, increased efficiency, and improved product quality.

Healthcare: In healthcare, digital twins can be used to model patients, enabling healthcare
professionals to simulate treatment options and make informed decisions. For example, a digital
twin of a patient with a complex medical condition can help healthcare professionals understand
the impact of different treatments and make predictions about the patient’s future health.

Smart Cities: In smart cities, digital twins can be used to simulate and optimize the
performance of urban infrastructure and services, such as transportation systems and energy grids.
For example, a digital twin of a city’s transportation system can help city planners optimize routes,
reduce congestion, and improve energy efficiency. Buildings: In the building industry, digital
twins are used to model and optimize the performance of buildings. For example, a digital twin of
a building can helps building owners and operators understand energy usage, predict maintenance
needs, and improve indoor air quality.

A digital twin is a virtual representation of a physical object or system, and it can be used
in the context of Internet of Things (10T) systems to better understand and optimize the behavior
and performance of these systems. The different modeling approaches, such as agent-based
modeling (ABM), service-oriented modeling (SOM), contract-based modeling, network-based
modeling, and fuzzy logic modeling, can be used to create digital twins for 0T systems.

For example, ABM can be used to model the behavior and interactions of individual
devices or components within an 10T system, and a digital twin of an 10T system can be created
by aggregating the individual digital twins of its components. SOM can be used to model the
services provided by an IoT system and the relationships between these services, and the digital
twin can be used to represent and monitor these services. Contract-based modeling can be used to
specify the relationships and interactions between different components of an IoT system, and the
digital twin can be used to represent and monitor these relationships. Network-based modeling can
be used to model the communication and data exchange between different components of an loT
system, and the digital twin can be used to represent and monitor these interactions. Fuzzy logic
modeling can be used to model the uncertainty and imprecision inherent in 10T systems, and the
digital twin can be used to represent and monitor these uncertainties. By using these different
modeling approaches, the digital twin of an 10T system can provide a comprehensive and detailed

representation of the system, and it can be used to analyze, optimize, and control the system.
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Additionally, the use of digital twins can help to reduce the gap between the physical and virtual

worlds, and it can improve the understanding and management of complex 10T systems.

4.6.1 Case Study of Smart Public Transportation

Imagine a public transportation system that consists of a fleet of buses, each equipped with
loT devices to monitor and control various aspects of their operations. To model such a system,
we can use a combination of various modeling approaches, including agent-based modeling,
network-based modeling, contract-based modeling, ambient-oriented modeling, and service-
oriented modeling.

Agent-based modeling can be used to represent the different agents involved in the system,
such as the buses, passengers, and bus drivers. The buses can be modeled as mobile agents that
can move from one place to another and interact with passengers and drivers. Passengers can be
modeled as passive agents who have certain needs and preferences, such as the desire to reach
their destination on time and in comfort. Drivers can be modeled as active agents who take actions
based on their own goals and the information they receive from the environment.

Network-based modeling can be used to represent the connections between the agents and
the environment. For example, the connections between the buses and the bus stops can be
represented as edges in a graph, while the bus stops themselves can be represented as nodes. The
connections between the passengers and the buses can also be represented in this way. By using
network-based modeling, it is possible to analyze the flow of information and resources within the
system and to identify bottlenecks and inefficiencies.

Contract-based modeling can be used to specify the obligations and responsibilities of the
different agents. For example, the contracts between the passengers and the bus company can
specify the level of service that the passengers can expect, such as the frequency of bus arrivals
and departures, the quality of the buses, and the speed of the journeys. The contracts between the
bus company and the bus drivers can specify the working conditions and the incentives for good
performance. By using contract-based modeling, it is possible to ensure that the different agents

are aligned in their objectives and that the system is fair and transparent.
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Ambient-oriented modeling can be used to represent the context in which the agents
operate. For example, the ambient of a bus can be modeled as the physical and social environment
in which it operates, such as the route it takes, the weather conditions, and the behavior of the
passengers. The ambient can also include information about the traffic conditions, the road
conditions, and the locations of other vehicles and obstacles. By using ambient-oriented modeling,
it is possible to capture the complexity of the real-world environment and to simulate the
interactions between the agents and the environment.

In addition to ambient-oriented modeling, the bus system can also be modeled using aspect-
oriented modeling. This means that the system can be divided into different aspects, such as
scheduling, monitoring, and maintenance. Each aspect can be considered as a modular unit that
can be developed, tested, and maintained independently, allowing for a more flexible and
adaptable system. For example, the scheduling aspect can include the planning and management
of the bus routes and schedules, taking into account factors such as traffic conditions and passenger
demand. The monitoring aspect can include the real-time monitoring of the bus and its passengers,
allowing for quick and effective response in case of emergencies. The maintenance aspect can
include the management of the bus fleet, including the scheduling of regular maintenance and
repairs, as well as the replacement of worn-out parts.

In addition to aspect-oriented modeling, the bus system can also be modeled using service-
oriented modeling. This means that the system can be viewed as a set of services that can be offered
to the passengers, such as online ticket booking, real-time tracking, and on-board entertainment.
These services can be offered to the passengers through various channels, such as mobile
applications, websites, and onboard displays. For example, the online ticket booking service can
allow passengers to book their tickets in advance, eliminating the need to wait in long queues at
the ticket counters. The real-time tracking service can allow passengers to track the location of
their bus in real-time, helping them plan their journey accordingly. The on-board entertainment
service can include features such as Wi-Fi, charging ports, and entertainment systems, providing
a comfortable and convenient experience for the passengers.

Moreover, we can also add fuzzy logic modeling to the system, which will allow us to
capture the uncertainty and vagueness of real-world data and decisions. For example, the bus
driver’s decision-making process can be modeled using fuzzy logic, where the driver can make

decisions based on a set of fuzzy rules that take into account various factors such as traffic
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conditions, road conditions, passenger preferences, and safety concerns. The deployment of fuzzy
logic can also help to optimize the efficiency of the bus system by making more informed decisions
based on real-world data.

In conclusion, the combination of different modeling approaches including agent-based
modeling, network-based modeling, contract-based modeling, ambient-oriented modeling,
service-oriented modeling, aspect-oriented modeling, and fuzzy logic modeling can provide a
comprehensive and detailed simulation of the public transportation system. The simulation can
help to optimize the design and operation of the public transportation system by considering all
the different aspects and concerns involved, from the passengers and drivers to the weather
conditions and traffic patterns. The simulation can also help to ensure that the public transportation
system provides a high level of service to the passengers while also being efficient, secure, and
sustainable.

4.6.2 Case Study of Smart Home

A Smart Home loT system can be used as an example to show how different modeling
approaches can be integrated. Consider a smart home system where different devices and sensors
are connected to monitor and control various aspects of the home environment such as temperature,
lighting, security, and appliances. The smart home system has to operate in real-time and handle
multiple tasks simultaneously. To achieve this, the smart home system can use a combination of
different modeling approaches.

Agent-based modeling: Agents can be used to represent different devices and sensors in
the smart home system. The agents can be programmed to act autonomously and make decisions
based on the data received from the sensors. For example, an agent for temperature control can be
programmed to adjust the temperature of the room based on the data received from temperature
sensors. The agents can also communicate with each other to exchange information and coordinate
their actions. Ambient-oriented modeling: The smart home system can use ambient-oriented
modeling to provide a more details about ambient in system. For example, there may be a
wheelchair in the home. The wheelchair can be modeled as an ambient. Similarly, food serving

trolly is also ambient.
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Fuzzy logic modeling: Fuzzy logic can be used to handle uncertainty in the data received
from the sensors. For example, the smart home system can use fuzzy logic to determine the
temperature of the room when multiple temperature sensors are installed. The fuzzy logic system
can use the data from all the sensors to calculate the average temperature of the room, taking into
account the reliability of each sensor.

Contract-based modeling: Contracts can be used to define the interactions between the
different devices and sensors in the smart home system. The contracts can specify the actions to
be taken by the devices and sensors under different circumstances. For example, a contract between
a temperature sensor and a temperature control agent can specify the actions to be taken when the
temperature goes above or below a certain threshold.

Aspect-oriented modeling: The smart home system can use aspect-oriented modeling to
separate the cross-cutting concerns from the main functionality of the system. For example, the
security aspect of the smart home system can be separated from the temperature control aspect.
This will make it easier to maintain and modify the system as the security aspect will not affect
the temperature control aspect, and vice versa.

Network-based modeling: The smart home system can use network-based modeling to
represent the communication between the different devices and sensors in the home. The devices
and sensors can be represented as nodes in the network, and the communication between them can
be represented as edges. For example, the temperature sensor can be represented as a node, and
the communication between the temperature sensor and the temperature control agent can be
represented as an edge.

In this scenario, the different modeling approaches can be used together to provide a robust,
flexible, and scalable solution for the smart home system. The agent-based modeling provides the
autonomy and decision-making capability for the devices and sensors, while the ambient-oriented
modeling provides a natural and intuitive interface to the users. The fuzzy logic modeling handles
uncertainty in the data, while the contract-based modeling provides a framework for defining the
interactions between the devices and sensors. The aspect-oriented modeling separates the cross-
cutting concerns, and the network-based modeling provides a representation of the communication
between the devices and sensors.

In this scenario, let’s consider an IoT system for Smart Home automation. The system

consists of multiple smart devices such as smart lights, smart thermostats, smart locks, and smart
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cameras. These devices are connected to the internet and can be controlled remotely through a
smartphone app or a web interface.

Agent-Based Modeling: In this system, each smart device can be considered as an
individual agent with its own set of behaviors and functions. The agents interact with each other
to perform specific tasks such as turning on the lights when someone enters the room, adjusting
the thermostat based on the ambient temperature, and automatically locking the doors when
everyone leaves the house. The behavior of each agent can be modeled using an agent-based
modeling approach.

Ambient-Oriented Modeling: In this system, the ambient that are a special type of agent
should also be considered. For example, a smart food serving trolly is also the part of the home.
The trolly can move to different places at home such as kitchen, dining room and drawing room.

Fuzzy Logic Modeling: In some cases, the decision-making process for controlling the
smart devices may not be straightforward. For example, the lighting system may need to turn on
the lights in the evening when it starts to get dark, but the brightness should not be too high as to
disturb someone who is sleeping in the room. In these cases, fuzzy logic modeling can be used to
model the uncertainty and imprecise knowledge involved in the decision-making process.

Contract-Based Modeling: The interactions between the smart devices can be modeled
using contracts in a contract-based modeling approach. The contracts can define the expected
behavior of each agent and the rules for communication between the agents. For example, the
smart locks and the smart cameras can have a contract that defines the rules for automatically
unlocking the doors and turning on the cameras when someone enters the house.

Aspect-Oriented Modeling: The aspect-oriented modeling approach can be used to model
the cross-cutting concerns in the 10T system. For example, security is a concern that affects
multiple smart devices in the system. An aspect-oriented modeling approach can be used to define
the security requirements for the system and ensure that the smart devices implement the security
features consistently.

Network-Based Modeling: The smart devices in the 10T system can be modeled as nodes
in a network-based modeling approach. The connections between the devices can be modeled as
edges. The network-based modeling approach can be used to analyze the interactions and
communication between the devices and optimize the network for better performance and

reliability.
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Service-oriented modeling: The smart home 10T system can also benefit from service-
oriented modeling, where each smart device provides a specific service to the system, such as
temperature control, lighting control, or security control. The services can be modeled as
independent entities that can be composed and reused to provide new functionality, making it
easier to modify and extend the system.

By using a combination of these modeling approaches, the smart home automation system
can be modeled and analyzed to ensure that it meets the requirements and performs optimally. The
models can be used to simulate the system and test different scenarios before deploying it in the
real world. This helps to identify potential issues and improve the design of the system before it is

deployed.
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Chapter 5

CONCLUSION AND FUTURE WORK

5.1 Conclusion

In this dissertation we have provided a unified framework for modeling service-oriented
loT systems. The unified framework is composed of three sub frameworks of modeling loT
systems. We provided the procedure for selecting any of the frameworks with respect to
requirements. The research began with identifying the case studies of 10T systems. We examined
different uses of loT. After identification of different applications of 10T, we separated those
applications in four different groups. We examined previous works done with respect to each
group. Here, we provided a separate framework for each group. Every framework uses a
combination of modeling approaches. We considered a total of eight modeling approaches. We

used different simulation and design tools at different levels.

5.11 Contributions

This thesis has four major contributions. The contributions of the thesis are:

5.1.1.1 For Software Engineering Purpose

Internet of Things is an emerging area connecting various domains and aimed at targeting
almost every aspect of life. Everything is going to be connected to the internet and everything is
expected to be smart in near future. These smart systems are highly dependent on artificial
intelligence and connections. The increasing number of connected devices and their collaboration
is demanding more and more complex systems. These complex systems require proper planning
and guidelines for development. New scenarios are emerging on daily basis. Due to these reasons,

Internet of Things systems development needs complete and correct models. However, previous



156

modeling approaches may not be sufficient to effectively model such systems. In this study we
have proposed a framework for complex l0T systems modeling for Software Engineering purpose.
Our framework provides an effective way to model different types of systems and subsystems i.e.
continuous, discrete, ad hoc, general, service-oriented systems including decomposition and
composition. We have used well known elements of four modeling approaches i.e., agent-based
modeling, aspect-oriented modeling, contract-based modeling, and service-oriented modeling. We
validated the framework by using it for an IoT system scenario. We used different tools like
Netlogo, Attributed graph grammar (AGG), XML and WSDL.

5.1.1.2 For Fuzzy-values Purpose

Modeling complex systems is used for different purposes in engineering. For
communication among stakeholders from different backgrounds models are helpful in
understanding viewpoints. In l1oE we have different types of devices and people to interact with.
In such heterogeneous environments models are used to represent systems at different viewpoint
levels. Human agents interacting with a system more often produce fuzzy values. Our proposed
framework provides a mechanism to model IoE systems which have fuzzy values. The agents
which produce fuzzy values are termed as fuzzy agents. Our framework provides a more detailed
model using concepts of different modeling approaches. Moreover, it is helpful in building
consistent and complete models as new agents can be created at composition stage and model can

be revised accordingly.

5.1.1.3 For Ambient Purpose

We discussed agent-based modeling and ambient-oriented modeling in detail. And then we
discussed agents and ambient from different aspects as an agent is the basic unit of agent-based
modeling while the ambient is the basic unit of ambient-oriented modeling. After this discussion,
we provide the similarities between the agent and ambient. After a deep discussion of the agents
and the ambient, we conclude that the ambient may be treated as a type of agent. However, in case
of agent-based modeling and ambient-oriented modeling, both the approaches promote totally

different ways of modeling. Agent-based modeling promotes visual representations and minimizes
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the use of mathematics. Ambient-oriented modeling is based on calculus and also has very low
support for visual modeling. We then used an example of BRTS to elaborate their integrated use.
With the help of example modeling, it was clear that a need arises to use both the techniques for
same system at different levels of modeling. We presented the required steps for modeling modern
transportation ways using an integrated approach. This modeling approach will be helpful in
model-based engineering of transport systems that use information and communication

technologies.

512 Comparisons

A hybrid modeling framework uses agent-based modeling (ABM), Discrete-event
Simulations (DES) and System Dynamics (SD) in combination to model teamwork and ABM
builds the frame along with modeling the internals of agents by DES and SD [242]. For modeling
teamwork in engineering environment, ABM approach has been provided [243]. A framework for
modeling freights has been proposed that overcomes the limitations of existing approaches [244].
A framework known as MESA has been presented and this framework for agent-based modeling
[245]. A framework for modeling and simulation of emergent behaviors is presented [246]. A
framework for modeling and simulation is proposed that addresses incident management on three
axes i.e. incident, domain and life-cycle phase [247]. A traffic simulation framework to reproduce
urban freight movements, particularly concerning double-parked delivery operations has been
proposed [248]. A modeling and simulation framework has been provided to support a holistic
analysis of healthcare systems through stratification of the levels of abstraction into multiple
perspectives and their integration in a common simulation framework [249]. A framework for
modeling different aspects of transportation system has been proposed and has used agent-based
modeling in this framework [250]. A framework for modeling complex systems has been provided
and this framework used the combination of network-based and agent-based modeling in
combination [4]. A framework for modeling the security of Internet of Things systems has also
been proposed [251].

There are several other frameworks that provide the use of agent-based modeling and other
traditional modeling approaches for different specific purposes. However, there was lack of
modeling framework that: provides the use of agent-based and ambient-oriented modeling

approach in combination, provides representation of messages and processes that are associated
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with agents in agent-based modeling, provides a mechanism to model 10T systems that create or
use fuzzy data, provides a mechanism to model loT systems from viewpoint of Software

Engineering, and provides a unification mechanism.

5.1.3 Limitations

We have applied our framework on few scenarios. As the use of 10T is increasing, we
expect emergence of new scenarios. Hence, there may appear new combinations of technologies

which would demand for modeling form different aspect.

5.2 Future Work

As we provide a unified framework for modeling complex 10T systems. 10T is an emerging field
and 10T systems are using different technologies as well. In future more technologies can be
incorporated in 10T systems to get more benefits from emerging technologies. The incorporation
of new technologies can emerge the need of new modeling perspectives. Also, the existing tools
may not be able to model a complete system according to different perspectives. Hence,

improvement in tools is also the need of the day.
521 Framework

In future we aim at extending the framework that includes ambient in IoT systems for
implementation in relevant scenarios like Internet of Things supply-chain. We also aim at focusing
on the concept of device-to-device service provision and modeling digital currency payment
method for l0T. There will be set of agents on the basis of services they provide. These agents will
be some 10T devices. Every agent will have some contracts. There will be rules for modeling. We
also intend to use Blockchain usage in 10T environment as a case study. These will help in defining
mechanism of Visual smart contracts management and control. Also, it will provide a way to model

mechanisms to monitor Visual smart contracts.

5.2.2 Tools

However, in future we aim on working for a unified tool based on this framework. We used
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WSDL for devices by using device as a portType. There is a need to customize WSDL to service
description language for devices and provide alternate names to the tags such as portType to
Device. Similarly, SOAP needs to be updated as per 10T because here a physical object provides
service. Also, binding of simple object in web service differs from binding of a physical object in
loT service.
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