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SECURING DATA LEAKS VIA SQL INJECTION 

ON AN E-COMMERCE WEBSITE

ABSTRACT

Nowadays e-commerce websites are very popular for online shopping in this pandemic. 

While in this digital world the online security breach is a big threat to the real world as it can 

be very dangerous for a person or any organization who get attacked by these hackers. A lot 

of users get cash out of their Credit Cards while ordering online and they get access of user 

details. Even though technology has advanced significantly in recent years, hackers can still 

exploit security flaws to do SQL injections. Hackers can use a variety of methods to 

accomplish SQL injections, and there are numerous ways to prevent SQL injections from 

occurring. The vulnerability to SQL injections is significant and it pose a significant threat to 

web based applications since hackers may quickly enter their system and access whatever 

data and information they choose, at any time and from any location. The project is based on 

the prevention of SQL injection Queries via secured Database and AES.
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