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Abstract

Online voting systems were thought of as the solution to the problems
of the traditional voting system but the problem still lingered because
even in the online voting systems, there is a single authority that makes
the decisions hence, leading to a single point of failure. As the technol-
ogy is enhancing day by day, individuals are becoming more aware of
the ways elections are rigged and the traditional voting system, as we
all know, gets rigged or either the ballot boxes are burnt hence, putting
a question mark on the credibility and authenticity of the whole voting
system. These issues result in trust problems like corruption, fraud,
fake votes, etc. A decentralized voting system represents all the steps
involved such as showing the list of potential political parties eligible
for voting along with their candidates, smart contract, a list of vot-
ers, and real-time democratic results. In decentralized voting, a smart
contract is set up and not a single entity has the authority to make
decisions. Blockchain is an emerging technology that is very safe and
we have used it to overcome the problems of the traditional voting sys-
tem by providing all the voters to see the real-time democratic process
and since the votes are counted autonomously, so the chance of human
error is also eliminated. We are using Ethereum Blockchain to make
the most out of it. It brings the power of permission-based blockchain
to enable reliable, safe, and quick applications. Our project will help
solve the issues of traditional and online voting systems as it provides
security, is non-hackable as one needs to win a consensus mechanism
to make any change in the smart contract, maintains the anonymity
of the voters and the counting of votes happens automatically.
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Chapter 1

Introduction

1.1 Overview

Blockchain is an incorruptible, immutable digital ledger that can be programmed to
practically record everything significant or valuable. It is a digital ledger of trans-
actions that is divided and shared evenly across numerous networks of computer
systems through the use of a peer-to-peer (P2P) network. Without the use of a cen-
tral server, data can be shared directly among nodes in a P2P network. A consensus
mechanism is used to update the data in the blockchain and this specific attribute
of blockchain gives it the power of decentralization.

The cryptography technique is used to secure the transactions as well as the blocks.
In the blockchain, each bock is connected to the next block using the hash of the
previous block. The first block of the blockchain is called “Genesis”. The only
way to add data to the blockchain is by following the time-sequential order. Every
transaction that is made is recorded on the block and when the capacity of the block
is reached, the block is added to the ledger called the blockchain. A unique hash
code is given to every block and every transaction made, so if someone attempts to
make any change to the data of the transaction, the hash code of that transaction
automatically changes which makes the chain invalid.

Blockchain has attracted many applications towards it because of its security, ro-
bustness, and great potential. Voting problems can be solved using blockchain.
With the passage of time, people’s faith in the traditional voting system has been
decreased, and to restore their faith, there is a need for an innovative system. The
proposed system will not only allow people to cast votes from within Pakistan but
also from anywhere in the world because of its decentralized nature. The system
would include some mechanism related to the security and the anonymity of the
voter which helps us in ensuring that it is rigging-free. There is a need of making
people believe that their votes matter. Right now, there is no easy way to check
whether the vote cast by the person is authentic, cast, or counted rightly. The com-
plex system of casting votes to choose the leader is not transparent to the voters.

To address the problem of the unsecured voting system, a blockchain-based solution
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is designed which empowers the voters while showing them the live statistics of the
votes. In the designed system, a smart contract is used to manage the transactions
and communication among all the network nodes. All the nodes of the system are
able to verify the transactions that are stored in the decentralized system database.
The introduction of the private blockchain allows all the network nodes to encrypt
their confidential information however, there are some significant participants who
have an additional authority such as the owner of the smart contract. This system
will collect and manage the votes, not only the votes of people living within the
country but also the votes of overseas Pakistanis. The main purpose of the system
is to create a safe, robust, and trustworthy system that will not only restore the faith
of people in voting but also allows the overseas Pakistanis to cast vote while sitting
anywhere in the World. It also helps to encourage the development of advanced
business strategies based on blockchain and IoT.

1.2 Problem Description

With the improvements in technology every day and emerging technologies of the
Internet, improvements are being made to the voting systems, but almost all the
advanced systems are centralised which do not solve the major issue of voters trust,
false votes, and rigging. Centralised systems have a single point of failure meaning
that it is controlled by a single authority which makes them more vulnerable to
hacking and attacks and that’s the biggest drawback as it can lead to the whole
system crash. In traditional voting system, there is no way to authenticate if the
person has casted vote only once. Similarly, the votes are counted manually which
means there is a chance of human error and the votes can easily be tampered. Since
the traditional system is centralised, the central authority could be biased which
could lead to the selection of an undeserving candidate. Blockchain technology
provides us an efficient solution for secure voting. It helps us in maintaining the
anonymity of the voter as only a hash is generated when the vote is casted by the
person. If decentralized voting is implemented successfully, then all the problems of
the traditional voting can be solved.

1.3 Project Objectives

Our project’s goal is to design and develop a system that uses blockchain technology,
features, and characteristics to conduct elections that are fair while maintaining the
anonymity of the voters and showing real-time democratic results. A web application
will be developed which would provide a user-friendly interface to the end-users.
In order to overcome the problems of the traditional voting system, blockchain
technology is quite helpful. The proposed system will allow the development of a
decentralized electronic voting system on blockchain.
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1.4 Project Scope

The project scope is a declaration of what work is and isn’t included in the project. A
proper scope declaration minimizes the risk of project overruns and unexpected tur-
bulence greatly. Our project aimed at building a web application using Blockchain
Technology which will help provide a set of protocols that allow voters to cast votes
while the election commission is responsible for creating elections and adding can-
didates and voters.



Chapter 2

Literature Review

In this section, we have discussed the contributions and research papers of different
researchers who have provided and discussed their findings and theoretical solutions
using blockchain to introduce decentralized voting. With the increasing threat of
security and rigging; it has become almost impossible to ensure fair elections. Using
blockchain technology, secure and fair elections can be ensured. We have categorized
these research works into centralized and decentralized system approaches.

2.1 A Political Election

An election is a procedure through which the general public selects candidates for
public office. Typically, the selected candidate will represent the public’s needs
through the voting process. A central voting authority is in charge of overseeing,
organizing, validating, and announcing the election results in a centralized manner.
The voting system can be organized in a variety of ways, depending on the voting
authority chosen by each organization or country. There are three types of voting
systems in general which are mentioned below:

e Ballot-based voting systems.
e Electronic-based voting systems.
e Online voting systems

The voting systems are centralised and can be summarised as follows:

2.1.1 A Ballot-based Voting System

A ballot system is the most prevalent centralized voting mechanism. Every authen-
ticated person who is approved by the voting authority is considered a voter in a
ballot system. A ballot, which is usually a little piece of paper, would be provided
to each voter. After that, the voter would choose one of the options before casting
their ballot in a polling station box.

After the voting session has ended, the voting authorities will normally transport
the boxes containing the voters’ votes to a public location designated for the vote

4
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counting. The ballot boxes would be opened, each ballot is examined for accuracy,
and the votes would be classified publicly. Stakeholders in the voting process are
frequently invited to see the vote tallying process to help validate it.

However, this form of the voting process has many disadvantages and some of them
are listed below

e [t is costly to prepare a paper-based voting ballot.

e Printing out all of the ballots, on the other hand, becomes an expensive and
time-consuming task.

e If the voting authority is biased and there are no stakeholders checking the tal-
lying process, the procedure becomes time-consuming, error-prone, and simple
to tamper.

2.1.2 An Electronic-based Voting System

One option for improving paper-based ballot systems is to use electronic voting
systems. Electronic voting machines, often known as electronic ballot machines or
EVMs, are used in electronic voting systems. Even private networks or Internet ser-
vices, such as the transmission of tabulated results after voting results, are possible
with EVM systems. In nature, the EVM would have specific criteria, such as high
levels of security, privacy, accuracy, verifiability, accessibility, and scalability.

Even after providing many benefits, EVMs still face a few challenges as mentioned
below:

e The high cost of EVM machines is one of the main reasons for their sluggish
acceptance in voting systems.

e Many EVMs have been poorly implemented, and there have been reports of
voting fraud on the platform. This should not be interpreted as a criticism
of EVMs in general, as voter fraud is typically caused by poorly implemented
security systems behind the EVM machine.

2.1.3 Online Voting Systems

The ability to vote online, via online network systems such as the Internet or private
networks set up by the voting authority, is one type of electronic voting system. The
ballots are completed online due to the online nature of the voting systems, which
eliminates the costly requirements of ballot preparation inherent in traditional vot-
ing systems. The votes would be routed to a central server for tallying, making the
procedure easy, and efficient.

Although the online voting system provides many benefits; a growing number of
technical concerns must be addressed by the voting authority such as the system
should be able to authenticate and allowing multiple users to vote at the same time
without experiencing severe delays or issues. Similarly, the security components of
online voting systems are exceedingly complicated, with numerous points of attack
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and vulnerability. An attacker only needs to exploit one of these points to alter vote
results or even invalidate parts or all of the voting.

2.2 Centralized Systems

The effectiveness of the democratic process i.e., voting depends a lot on the method-
ology used. If different stages of voting can be tracked, only then we will be able to
monitor the real-time democratic process. There is an existing voting system called
Israeli E-Voting Scheme. They came up with an idea to save paper and to make the
process of voting transparent. The components of the voting station are shown in
Figure 1.

Each voting station has a few elements. At first, a voting terminal, which is used by
the voter to cast the vote. The vote is stored on the contact-based smart card con-
nected with the terminal. Secondly, there is a verification terminal that a voter can
use anytime to verify his/her vote. Thirdly, there are blank ballots that are cryp-
tographically paired with verification terminals. Fourthly, there is a voting booth,
where voters go to cast vote privately. At last, there is a ballot box, where contact-
less smartcards are collected and counted by the administration. The local elections
committee consisting of several trustworthy people is always present in the stations
to oversee the voting process and they also have the responsibility to cross-check
the voter’s identity. However, the proposed voting system didn’t last for long as its
credibility was compromised by a relay attack [I].
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Figure 2.1: Israeli E-Voting Overview

There is another system devised for centralized voting. The devised system consists
of a computerized national identity card (CNIC), QR code scanner, biometric recog-
nition system, voting machine, and the central database as shown in Figure 2. A
QR code scanner is used to scan the QR code printed on the CNIC or identification
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card of the voter. In this way, the authenticity of the voter will be verified, then
a biometric recognition system, which in this case is eye retina scanning, is used
to identify the person. Once the person is verified, the electronic voting machine
(EVM) will be activated. The voter can then vote for the candidate of his/her
choice with the help of this machine. All of the data is kept on SQL Server, and the
required constraints can be applied to assure the voting’s integrity [2].

EVM-1

Retina

QR Scanner

Scanner Retina
QR Scanner

Scanner
Il Il _—
COMPUTER CENTRALIZED 1L JL
1T COMPUTER

DATABASE
Microcontroller U

ﬁ SERVER Microcontroller

SWITCH PANNEL 1T
SWITCH PANNEL

Figure 2.2: E-Voting using centralized database

2.3 Blockchain: Background

A blockchain is made up of a sequence of cryptographically linked blocks. Each
block includes information and data. The Genesis block is the very first block in the
chain. Except for the Genesis block, which is the first block in the chain, each block
in the chain has data, hash, and the hash of the previous block. Cryptography is a
technology that restricts access to the content of messages sent and received to just
the sender and receiver. The secret key is used to secure/encrypt the data. When
the sender transmits a message to the receiver, he or she includes the secret key in
the message. The communication is then decrypted by the receiver with the same
secret key|[3].

Originally, blockchain was intended to be used to assist Bitcoin transaction pro-
cessing. Bitcoin’s fundamental goal is to provide a decentralized financial system
in which each transaction between ledgers can be completed without relying on a
single server to validate transactions. Rather than depending on a central bank,
other ledgers in the Bitcoin ecosystem will attempt to verify the transaction’s legit-
imacy on their own. The fact that each transaction within the Bitcoin ecosystem is
depicted as a Block is why the algorithm is called a blockchain.

Blockchain is a distributed database that utilizes a peer-to-peer network. The con-
sensus process adds the material to the distributed database. When a new block
is formed, it is distributed to all network users. Each node verifies the block and
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then adds it to its own blockchain once it is completely verified. This is how nodes
come to an agreement on which blocks to add and which blocks to leave out. In a
peer-peer network, all peers communicate directly without the need for a central au-
thority. Blockchain is also sometimes referred to as distributed ledger which means
data once stored in a block cannot be changed or deleted. It is an append-only
ledger. “A ledger is a written or computerized record of all the transactions.” [4].

’Q.
-0 < €=
for rammacion et o cotd oter Network Nodes
2+ B+ 51
o oot

Figure 2.3: Explanation of Blockchain Modules

2.4 Web 3.0

The introduction of blockchain technology brings in a new age of the web, which we
refer to as Web 3.0. The early days of the Internet were dominated by information
delivered via static web pages with no opportunity for interaction. It was primarily
created by information portals with flat material that allowed visitors to ”just” read
but not submit any comments, reviews, or feedback. The capabilities to communi-
cate, share information, add content, and trade data define Web 2.0, or the second
stage of the World Wide Web’s evolution. Then comes the third generation of the
Internet called Web 3.0 which is built on decentralization, with no one point of con-
trol or profit centre. The blockchain allows value to be transferred without the need
for a profit centre or monopolistic service providers. While social media allowed
users to share information, it concentrated control in the hands of a few private
actors (creating digital oligarchies with social media companies, peer-to-peer ride
sharing, and peer-to-peer hospitality networks), and blockchain technologies allow
for the creation of decentralized networks with no centralized points of control.

2.5 Smart Contracts

There should be a defined set of rules and logic upon which transactions should take
place. Those sets of rules and logic are called smart contracts. Smart contracts are
once written cannot be altered. If one wishes to update the smart contract, he/she
must create an updated version of the previous contract and execute it. Smart
contracts are stored in blockchains and are triggered automatically. The use of
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smart contracts significantly reduces the cost as it does not include the involvement
of third parties. Smart contracts are deterministic in nature which means that the
output is known for each input. This property ensures that each node gets the same
input for consensus[5].

2.6 Decentralized Systems

We have seen the changing trend in which people feel reluctant to obey central-
ized authority due to factors like biasness, distrust, dishonesty, etc., and they feel
an appeal towards the concept of decentralization. The traditional way of voting
requires a lot of trust in the central authority and as discussed in the above sec-
tion, the centralized system also revolves around the centralized authority. The
centralized approaches may lead to the selection of undeserving candidates due to
the centralized authority’s dishonesty, and hacking of the centralized devices. The
decentralized network has the potential to be used as a modern electronic voting
technique to overcome the central authority. A decentralized approach helps us in
seeing the democratic process in real-time, where blockchain is used for maintaining
transparency in the data flow between voters and the capacity of data management.
This approach will help us to choose the most deserving candidate [6].

BlockVote is a decentralized, blockchain-based system for electronic voting[7]. The
system follows the three main steps of any voting process i.e., poll creation, voting,
and result tallying. The anonymity of the voter is maintained throughout the vot-
ing process and results are announced once the voting period is over. The system
used two protocols for implementation is using the Ethereum framework and using
Hyperledger framework. In conclusion, the author has compared the two protocols
and did an analysis of both technical and management aspects of adopting either
protocol. The author has also suggested solutions to improve the system.

2.7 Related Searches

We have done research on conducting elections online with the use of blockchain tech-
nology. We came to know about the different methods used to conduct blockchain-
based voting. We have summed up our findings in the following table which contains
the title, tools and technology, consensus algorithm, limitations, and the solutions
of the particular research paper.
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Title Tools and | Concen- Limitations Solution
Technol- sus
ogy Algo-
rithm
Conceptual- | Any FElec- | - [-Voting is just | Estonia govern-
ization of a | tronic a supplement to | ment provided
Blockchain- device the ballot paper. its citizen with
Based with  ac- Voting  turnout | options to either
Voting cess to the remained low | choose to vote
Ecosys- Internet. at around 60 | online via the
tem in percent. internet or ballot
Estonia[§]. paper.
On Trade- | Public Proof of | The need for ex- | Proposed propos-
offs of | blockchains | Work ception handling. | als make use of
Apply- ie., The proposed | public permis-
ing Block | Ethereum ledgers  provide | sionless economi-
Chains for | and  Bit- no guarantees | cally incentivized
Electronic coin. of transaction blockchains,
Voting acceptance  and | mostly either Bit-
Bulletin performance coin or Ethereum
Boards[9]. limitations. as these are the
favorite  choices
in most of the
blockchain-based
voting proposals.
E-Voting Ethereum Proof of | Thereisstillroom | The  blockchain
with Blockchain Work for advancement is presented as
Blockchain: in  fundamental a transparent
An E- blockchain tech- | vote box in a
Voting nology research in | new prospective
Protocol terms of function- | electronic voting
with Decen- ality and support technology.
tralization for sophisticated
and  Voter applications.
Privacy[10].

Table 2.1: Blockchain based voting papers (1)
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[14]?

European law
would have to be
followed. This
may go against
the blockchain’s
properties.
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Title Tools and | Concen- Limitations Solution
Technol- sus
ogy Algo-
rithm
An E-voting | Integration | - It does not guar- | They presented
Protocol of antee data privacy | an e-voting tech-
Based on | blockchain or neutrality. nology based on
Blockchain paradigm blockchain ~ and
[11]. into  pro- blind signatures.
posed
e-voting
protocol.
The future | Integration Zero- The security pro- The voting sys-
of E-voting | of Zcash | knowledge tocol verification | tem’s underlying
[12]. and proof[13]. | is inadequate. technology is a
Ethereum payment method
(ZoE). that provides
transaction
anonymity, a
feature that has
yet to be seen
in blockchain
protocols.
What if | - - To deploy | They propose
blockchain blockchain in | that BEV would
technology national elections, | transfer power
revolution- various areas of | and trust away

from central play-
ers like electoral
officials, and
instead promote
the formation of
a tech-enabled
community
Sensus.

con-

Table 2.2: Blockchain based voting papers (2)
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Title Tools and | Concen- Limitations Solution
Technol- sus
ogy Algo-
rithm
Follow My | Bitcoin Proof of | Scalability. It's a  group
Vote[15]. Blockchain | Work. that proposed a
blockchain-based
secure online
voting  network
with the ability
to audit ballot
boxes and track
election results in
real time.
A Security | Hyper- - A passive mnet- | To provide end-
Analysis of | ledger. work  adversary | to-end encrypted
Voatz, the can learn about and voter-
First Inter- a user’s vote, | verifiable ballots,
net Voting and an active | Voatz uses a
Application one can respond | combination  of
Used in by disrupting | a  permissioned
U.S. Federal transmission. blockchain,  bio-
Elections metrics, and
[16]. hardware-backed
keystores.
Polys online | Exonum Practical | Does not support Polys goal was to
voting sys- | blockchain. | Byzan- write- in voting. help local gov-
tem [17]. tine ernments,  state
Fault governments, and
Tol- other  organisa-
erance tions save time
(PBFT). and money by

allowing them to
focus on gather-
ing and preparing
proposals.

Table 2.3: Blockchain based voting papers (3)
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2.8 Conclusion

The research paper titled BlockVote[7] discussed earlier is the base of our project.
The findings of the research paper showed that the suggested system may be utilized
to conduct a poll while keeping the results secure and limiting the result tallying
time to a minimum in both of their implementations. In our proposed system, we
introduce an election mode in addition to the voting mode used in BlockVote. In the
election mode phase, Election Commission will have the authority to start elections.
Therefore, the system is intended to respond in a fair amount of time. The voter
should be able to import his or her Election Commission-provided wallet in a matter
of seconds while keeping network stability in mind. The system’s performance varies
depending on two modes that is: voting mode and election mode.



Chapter 3

Software Requirement Specification

In this chapter, we have discussed the requirements of our proposed project. Along
with the requirements, we will also talk about the existing systems that are cen-
tralized and tell how our proposed system is different from them. This chapter will
brief about existing systems, proposed systems, functional requirements as well as
non-functional requirements.

3.1 Existing System

Electronic Democracy is a combination of electronic and democracy, which consists
of the use of the Internet to enhance the democratic process within a democratic
state. E-democracy aims at making the process of voting more accessible to the
public so that more individuals can take part in policy decision-making. This ap-
proach will result in the development of smart policies, increasing transparency and
accountability. It is a relatively new concept that has surfaced just recently and
has been making rounds among the public mainly through social media. In this
century, we have seen a drastic shift to online activities with everything gradually
shifting online. Similarly, public participation in policy-making through cyberspace
is defining a new form of democracy. Electronic voting combines the democratic
process with technology to make the process more convenient for the voters. Elec-
tronic voting can be carried out in two of the following ways i.e., either people can
vote from their homes using the internet or they can vote at a polling station.

3.1.1 E-voting at the polling station

This approach closely resembles the traditional voting process except that computer
is used instead of the ballot paper. These computers have their private network and
server. The process is centralized as the government monitors all the coordinated
activities.

14
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3.2 E-voting online

This advanced approach will allow voters to vote from their homes. All they will
be needing is access to the internet. Being said that the Internet is viewed as the
most suitable option to carry out the democratic process. The issue of electronic
voting is global, and many states have tried to come up with solutions to tackle this
problem. A few states and the approaches that they used are discussed below:

3.2.1 Brazil

This country tops the list when it comes to electronic voting because they were the
first one to conduct elections online in 1990. Similarly, the elections of 1998 mark
one of the largest electronic elections in the history of mankind. In this way, Brazil
successfully managed to elect its President, 27 Senators, 27 Governors, and many
other officials [18].

3.2.2 New Zealand

New Zealand tried to solve a problem concerning the democratic process which
is overseas residents. We know that a significant number of people work abroad,
and they miss the democratic process. Therefore, New Zealand devised a system
where overseas could vote. In this way, registered overseas voted online at the
parliamentary election in the Netherlands in November 2006 [19].

3.2.3 Australia

Australia came up with a unique and one-of-a-kind electronic voting system in 2001
and then in 2004. The system used barcodes to authenticate the voters and personal
computers were used as the voting terminals. Voting terminals were linked to a
private server in each polling station using a secured local area network so that
there is no room for vote manipulation. They avoided the use of a public network
like the Internet, and it resulted in a successful voting [20].

3.2.4 Pakistan

To date, no electronic voting system has been implemented in Pakistan to carry out
the process of voting. There is no doubt that Pakistan is in dire need of a proper
voting system that could be more tech-oriented rather than having human interac-
tions all the time. With the increasing population and corruption, the traditional
voting system has resulted in disputes and this approach doesn’t look promising for
the future either.

3.3 Proposed System

The proposed system is a blockchain-based system where voters can vote and see
the democratic process in real-time. In this system, a decentralized approach is used
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to store data and information related to all network attributes. Once the data is
stored on the blockchain, it cannot be changed. Blockchain is an immutable database
meaning no one can manipulate the data. Blockchain also provides transparency.
Hence, the blockchain-based voting system which cannot be tempered is much faster
and more secure.

3.3.1 Product Perspective

The system consists of two parts. The EC will utilize one for general purposes, such
as viewing candidates and their registered parties, viewing voter lists, and starting
and ending elections. The other part uses web browsers such as Mozilla Firefox,
Internet Explorer, Google Chrome, etc. On election day, voters should import their
Ethereum wallets and be validated as a result. The voters will use the given interface
to cast their votes. After the voters have cast their votes, the results will be updated
according to the smart contract.

3.3.2 Product Features

Product features are the characteristics or properties of a product that provide value
to end consumers and set it apart from competing products on the market. Some
of the features of our project are mentioned below.

Eligibility:

Only eligible users are allowed to vote, according to this property meaning those
who have received certification from the Election Commission.

Privacy:

One of the most fundamental features of democratic process is privacy. The anonymity
of the voter is maintained throughout the process.

Verifiable:

According to this property, everyone involved in the voting process should be able
to verify the results. This increases election transparency. A voter should also be
able to check whether or not his or her vote was counted.

Immutability:

The voter’s decision should be final. Once the vote has been cast, no one can change
the vote.

3.3.3 Constraints, Assumptions and Dependencies

EC authenticates the system and provides the ETH wallet address and private
key, allowing voters to vote from anywhere. The most important aspects of our
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blockchain voting method are security and anonymity. We can list the following
assumptions and dependencies for the system’s proper operation:

Metamask Browser Extension

Users can manage their accounts and keys in a variety of methods, including hard-
ware wallets, while keeping them separate from the site context.

Ganache

It’s a personal blockchain for developing Ethereum and Corda distributed applica-
tions quickly.

Truffle

A world-class development environment, testing framework, and asset pipeline for
blockchains based on the Ethereum Virtual Machine (EVM), with the goal of making
life easier for developers.

NodelJs

It’s a JavaScript runtime based on the V8 JavaScript engine in Chrome.

3.3.4 Software Requirements

The table 3.1 enlists the software required to develop the project.

Software Type Version
Ganache Ethereum Blockchain Server 2.4.0
Metamask Ethereum Wallet 7.7.9
Truffle Development framework for ETH | 5.1.31
Node JavaScript Runtime 12.17.0
Visual  Studio | Integrated development environ- | 1.46
Code ment

Remix Solidity’s IDE 0.10.1
Remix Solidity’s IDE 0.10.1
Windows 10 Operating System 1809

Table 3.1: View ledgers and polling results

For our blockchain-based voting system, functional and non-functional requirements
are specified below:
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3.3.5 Functional Requirements

These requirements include the set of activities that are necessary for the system to
perform. Below is the list of requirements that the developer must fulfill. According
to our decentralized system, functional requirements are as follows:

Smart Contract Developer

e Smart contract developer should have the list of candidates and the list of
voters in advance.

e The developer should include the necessary entities in the smart contract and
deploy it on blockchain.

The pseudo code of the smart contract is shown in Figure 3.1.
pragma solidity »>=8.5.16;

contract Election {

ff Model a Candidate

struct Candidate {
uint id;
string name;
string party;
uint wvoteCount;

1

ff Store accounts that have voted

mapping(address => bool) public voters;

Jf Store Candidates

f/ Fetch Candidate

mapping(uint => Candidate) public candidates;
f{ Store Candidates Count

uint public candidatesCount;

ff woted event
event wvotedEvent
uint indexed _candidateld

)s
Figure 3.1: Pseudo code of smart contract

End Users

e Users should be able to log into their accounts with the help of unique address
provided to them.

Users should be able to vote.

Users should be able to see real time democratic process.

Users should be able to view their voting status.
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3.3.6 Non-Functional Requirements

These requirements are not concerned with the functionality of the system. They
impose restrictions on the product. One non-functional requirement can give birth
to the number of functional requirements. According to our decentralized system,
functional requirements are as follows:

e Performance

The system should be able to reply to the user quickly. Similarly, exception
handling is performed so that system does not crash and gives an alternative
route to the user.

¢ Anonymity

Only the voter’s public key, which has been previously hashed, is broadcast on
the blockchain. Due to the fingerprint’s hash, which is essentially the binary
values of the coordinates, no one, other than the voter, will be able to identify
any voters within the blockchain.

e Privacy

The likelihood of voter manipulation and coercion by dishonest supporters is
decreased because voters do not know when to cast their ballots. Only the
randomly generated time against each group in the code that was performed
is used to clock the voters’ votes. As a result, voters cannot be threatened or
blackmailed by manipulators or members of a particular party.

e Transparency

A distributed, open ledger known as a blockchain makes every transaction and
activity accessible for peer validation, review, and visibility. This prevents
fraudulent acts from happening in secret while keeping everything in plain
sight. The transparency of blockchain allows for the fairness and accuracy to
be achieved.

e Serviceability

Once the voting has started, the voting event should trigger so that the voters
are able to cast their votes.

e Consistency

The application should be able to carry out multiple transactions at once.
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3.4 Use Cases

Uses cases shows visually, how user will interact with the system. Following are
the uses cases that will depict how the voter will interact with decentralized web
application.

3.4.1 Voters and candidates’ verification

The figure 3.2 and table 3.2 shows the verification phase of the voters and the
candidates who are taking part in the elections.

Verification Module

Election
Commission

Figure 3.2: Outline of verification module

Use Case ID UuC1

Use Case | Voters and candidates’ verification
Name
Actor Government Official /List of voters and list of candidate’s providers.

Pre-Condition Candidates would have to register their interest in order to be added
to the candidate registry list, and voting authorities would have to
check the candidate’s qualifications before adding them to the list.
Similarly, the voting authorities would compile a list of potential
voters and be in charge of verifying those voters before they cast
their ballots.

Post- The list of candidates and voters will be passed to the use case UC
Condition 2.

Success Sce- Successful creation of lists.

nario

Details Because of the differences in voting authority and the inability to

include the process inside the architecture, the system would not
handle the process of declaring interest and checking the qualifica-
tions of candidates before approval.

Table 3.2: Verification
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3.4.2 Smart Contract Deployment

The figure 3.3 and table 3.3 explains the interaction of smart contract developer
with the blockchain.

Smart Contract

o

Smart
Contract
Developer

Wi

Figure 3.3: Outline of smart contract module

Use Case ID ucC 2

Use Case | Smart Contract Deployment.
Name

Actor Smart Contract Developer.

Pre-Condition

The smart contract should have a list of voters and candidates in
advance.

Post-
Condition

The smart contract is deployed on the Ethereum blockchain. Its
copy is sent to all the nodes.

Success Sce-

nario

Successful deployment of smart contract on Ethereum blockchain.

Table 3.3: Smart contract deployment
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3.4.3 Login

The figure 3.4 and table 3.4 explains that the user is verified against the list of voters
that is provided in the smart contract.

Vote Module

O

include

Smart
Contract

Voter
extend

Figure 3.4: Outline of login module

Use Case ID UuC 3

Use Case | Login.
Name
Actor Voters.

Pre-Condition Every voter must have a account on metamask wallet.

Post- Getting ready to vote and accessing the smart contract functional-
Condition ity.

Success Sce- | Successful verification.

nario

Table 3.4: Voter login
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3.4.4 Vote Casting

The figure 3.5 and table 3.5 explains the vote casting procedure such that the vote
is casted and submitted after paying a small fee through meta mask.

Vote Module

O

Smart
Contract

Voter

Figure 3.5: Outline of cast vote module

Use Case ID UuC 4

Use Case | Vote Casting.
Name
Actor Voters.

Pre-Condition A metamask wallet and successful verification.

Post- The vote is added to the ledger.

Condition

Success Sce- | Transaction is carried out successfully and the vote is added to the
nario ledger successfully.

Table 3.5: Vote casting
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3.4.5 View ledger and polling results

The figure 3.6 and table 3.6 shows that the voters are able to see the real-time
democratic process.

Democratic Process
Module

/

Voter

Figure 3.6: Outline of view ledgers module

Use Case ID ucC b

Use Case | View ledger and polling results.
Name
Actor Voters.

Pre-Condition The vote has been cast by the voter.

Post- View transactions by different wallets.

Condition

Success Sce- | Successful declaration of a winner after the poll has ended. All the
nario users should be able to view the results.

Table 3.6: View ledgers and polling results
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3.4.6 D-voting overview

The figure 3.7 and table 3.7 shows all the sub modules of democratic process from
start to end.

Smart Contract

e

Election
Commission

o

[\

AN

Smart Contract Smart
Developer Contract
Voter

Figure 3.7: Outline of application’s modules
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Use Case ID ucC 6
Use Case | Overview
Name
Actor Voters, Government Official, Smart Contract Developer, Smart

Contract

Pre-Condition

Eligible voters with access to the internet and metamask.

Post-
Condition

List of candidates with their votes will be displayed to voters at the
end of voting.

Success Sce-
nario

All the modules of democratic process are carried out successfully.

Table 3.7: Application description




Chapter 4

System Design

In this chapter, we have presented the development phase of our blockchain-based
decentralized voting. The aim of this chapter is to understand the basic flow of our
application so that we can turn our proposed solution into reality. This chapter
contains the design goals, suggested application’s abstract view, and conceptual
model. We have also included specifications of our system components, modules,
and data to fulfil the requirements stated in the previous section. The details of the
chapter are discussed below:

4.1 Design Goals

Design goals are key properties of the system to be optimized that may have an im-
pact on the overall design. The distinction between system design and requirements
is thin. Design goals are properties that the designers seek to make ”as excellent
as possible” without precise criteria for acceptability, whereas requirements include
particular values that must be reached in order for the product to be acceptable to
the client.

4.2 High Level Design

The boundaries of a software system are described and shown using a context dia-
gram, also known as a level 0 data-flow diagram. It tracks the flow of data between
the system and external entities. The figure 4.1 depicts the entire software system as
a single process. To conduct fair elections, we have proposed a decentralised system
to ensure rigging free elections. A smart contract will be deployed on blockchain.
The eligible voters are issued with an address through which they’ll be able to con-
duct votes. When a person casts a vote, a new block is added to the blockchain
which ensures transparency.

27
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—

2. Decentralized website i E
is ceated to eliminate
vote rigging
i —1
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blockchain which VOTE to eligible voters
ensures transparency

5. People start voting

Figure 4.1: Modules of Decentralized Voting

4.2.1 Context Diagram

D-voting is a web application with which the voter will interact through a metamask.
The figure 4.2 illustrates that the user will log in and then will be authenticated. If
the user is successfully authenticated, they will be able to see the list of candidates
that are taking part in elections. The user will cast a vote for the candidate of
their liking. After the vote has been cast, a transaction will be carried out. The
transaction will be accepted when a fee in Ethers will be paid. Every transaction
that will be made will be recorded in the ledger and the results can also be viewed.
Another component of this diagram is a smart contract which will have the list of
candidates and the voters in advance so that the voters can be authenticated as well
as the candidates who are mentioned in the list are the ones receiving the votes.
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Login
e Candiclate Selectinn—; v
Voters Carry out Transactio D-Voting Deploy | Smart Contract
Contract Developer
View Democatic Process.
View Voting Status
List of

voters/candidates

Figure 4.2: External components interacting with the system

4.3 System Activity

The activity diagram is a behavioural diagram, which means it depicts the system’s
behaviour. An activity diagram depicts the control flow from a start point to an
endpoint, as well as the multiple decision pathways that exist while the activity is
being conducted. When a user casts a vote, a transaction is initiated. The vote
is broadcasted to the P2P network so it can be validated by all the blocks in the
network. Once the transaction is validated by blocks, the new transaction is added
as a new block to the block hain network. After the transaction is complete and
validated, the results are updated as shown in figure 4.3.

B8 V) v/
u  — =t th
O | v | —_—
User initiates a The vote is Varified data is Results are updated
transaction by broadcast to P2P turned into a block once transaction is
casting the vote network for and appended to the completed
validation public blockchain

Figure 4.3: Flow of control in the system

4.3.1 Activity Diagram

The activity will start once Admin triggers any one of the two events, i.e., start
election and end election. Initially, Admin needs to start the election. After that,
the voters will be authenticated by checking if a hash value exists against the voters’
names. If the hash value already exists, the voting button will be disabled and the
voters will not be allowed to vote. If the hash value against the voter’s name does
not exist, the voting button will stay enabled and the voters will be able to cast the
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vote. Voters vote by selecting the appropriate candidate at first. If the voters do
not have the fee that has to be paid to cast a vote or do not have an active internet
connection, their vote will be nullified. However, if the voter has adequate fees in
his/her wallet, then a transaction will be carried out. Once the transaction exits
successfully, the candidate’s vote count will be increased by one. This action will
also update the status of the voter on the digital vote card. If Admin chooses to
end the election, then the election will be ended such that no voter will be allowed
to vote and the voting button will be disabled as illustrated in figure 4.4.

End Start
election election

}

- Initiate
Authenticate ~| transaction
the voters

Does voter has
enough fees to carry out
transaction

Terminate
transaction

Is voter
address
wvalid

/ v Y:s
es
¥

. . Make Display successful

Display login selection of message, increase
error candidate vote count of that
candidate with 1

| I

L Update the
Has woting
isabl l—
e N = | f——Yes voter already status of
oting voted? voter
button

o~

Figure 4.4: Process flows of proposed system

4.4 System Events

A sequence diagram, also known as an event diagram, simply displays the order in
which the components interact with each other. Sequence diagram shows in which
order and how the system component interact with each other.

4.4.1 Login Sequence Diagram

The figure 4.5 shows that the user interacts with the D-voting component. The user
has a meta mask wallet. Without this wallet, the vote cannot be cast. The user
will enter the login credentials and they will be verified by the smart contract. If
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the credentials are verified, the user will be successfully logged in or else an error
message will be displayed.

i Graphical User .
, Interface Ledger Web Application Error Message
Voter

Connect to login page
usging metamask
.

Show
successful
message

Redirect

4’
Enter Login .
Credentials Verify

Alternative J
Redirect
—_—

Display successful
message

Redirect

Figure 4.5: Sequence of Voter Login Module

4.4.2 Vote Sequence Diagram

The figure 4.6 depicts that the user will select the candidate, cast the vote and will
be directed back to the web application. Basically in this process, the metamask
will reappear and a transaction will be made. If the transaction will be successful,
in the backend the vote count of the candidate will be increased by 1 after every
successful transaction. At the user end after every successful transaction, the user
will receive a notification that would say: “Your vote has been cast successfully.”
After successfully casting vote, the vote will be counted. Similarly, if the meta mask
transaction is unsuccessful, the vote cast will be unsuccessful and no data will be
updated on the blockchain and the user will receive a notification saying that the
vote is unsuccessful. The vote will not be counted.
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Figure 4.6: Sequence of Vote Casting Module

4.4.3 Result Sequence Diagram

The figure 4.7 depicts that after the specified voting period is over, the voter will click
on the show result button on the application. This click will initiate a process at the
backend. The list of candidates along with the number of votes they have received
will be fetched from the blockchain and will be displayed on the user interface.
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User Interface
: Show result Blockchain
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Figure 4.7: Sequence of View Results Module

4.5 Entity Relationship Diagram

An entity-relationship (ER) diagram, also known as an entity-relationship model,
depicts the connections between entities. The most typical application of ER dia-
grams is to arrange data within databases or information systems.

Six typical symbols are used in a conceptual ER diagram.

e Entities are crucial data-representing objects or concepts. These entities, also
known as strong entities or parent entities, are frequently dependent on weak
entities.

e An entity’s attributes are its characteristics (i.e., many-to-many or one-to-one).
e Relationships are the connections between things.

e Weak entities rely on the presence of another entity.

e Attributes with several values are known as multi-valued attributes.

e The links between a weak entity and its parent are known as weak relation-
ships.
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In this ER diagram, we have explained the 5 relationships that occur in our proposed
system. The relationships are that the voters can cast votes to the candidates,
voters register to election commission, candidates register to election commission
and candidates receive votes. It is illustrated in figure 4.8.
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S \\:
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address 1
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Vote
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address @
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Commission' private address
key

cast_vote_to

address

Figure 4.8: ERD illustrating Entity Relationship Model

4.6 PCAM Methodology

PCAM stands for partitioning, communication, agglomeration and mapping. It is
used for methodically designing simple parallel algorithms and identifying design
problems that impact efficiency or scalability. Most programming problems have
multiple solutions. Existing sequential algorithms may not always provide the op-
timal answer. The design technique we describe is designed to encourage an exper-
imental approach to design in which machine-independent issues like concurrency
are tackled early in the design process and machine-specific features of the design
are left until later.

4.6.1 PCAM Design

Foster’s methodology structures the design process as four distinct stages:

e Partitioning.
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Communication,
Agglomeration.

Mapping.

4.6.2 Partitioning

Partitioning is dividing the computation and the data into tasks. Therefore, we
divided the tasks into smaller chunks as much as possible. The tasks are as below:

The poll organizer starts the voting.

The poll organizer predefines the list of candidates.
The poll organizer predefines the list of voters.

The poll organizer creates a smart contract.
Deployment of smart contract on Ethereum blockchain.
Voters interaction with Web 3.0.

Validation of voters by the system.

Voters initiate the poll by casting a vote.

Selection of candidates by voters.

One block is responsible for one transaction within the blockchain therefore a
new block is mined for every new voter.

No more blocks are mined after the election is ended by the poll organizer.

Data stored in the most recent block contains the final result.

The figure 4.9 explains the partitioning of proposed system according to PCAM
Methodology.

POLL Y VOTING
ORGANIZER
RESULT
el INTEGRATION
START/END RO e RESULTS e VALIDATION
ELECTION ETHONE L LOCKED Lk OF VOTERS
BLOCKCHAIN /
SMART LIST OF LIST OF INITATION VOTE
CONTRACT VOTERS CANDIDATES OF POLL CASTING
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Figure 4.9: Functional decomposition of processes

4.6.3 Communication

It considers the plan for inter-process communication necessary for the parallel pro-
gram. We need to identify the necessary communication between the fine-grained
tasks to perform the necessary computation. For functional decomposition, this task
is often relatively straightforward.

In our project, we believe that the process of voting can be parallelized because
it involves inter-process communication to some extent. Each voter has a copy of
the distributed ledger, such that all the changes will be visible to every other voter
in real-time. The process of voting can be done concurrently as shown in figure 4.10.

|

Smart
Contract

Timestamp Timestamp

Previous Previous
Hash Hash

Hash

Hash

Vote
Status

Figure 4.10: Communication between components of voting event

4.6.4 Agglomeration

Agglomeration is required to achieve data locality and good performance. It com-
bines the many fine-grained tasks from partitioning into fewer coarse-grained tasks
of larger size. It is shown in figure 4.11.
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Agglomerate

Figure 4.11: Agglomeration of processes

4.6.5 Replication of Data

By nature, blockchain supports this feature. Significant savings in communication
can be made by replicating data. Once a smart contract is sent to all the nodes, we
are reducing the dependency of nodes on one another. Newly added blocks to the
chain have information about the previous block.

4.6.6 Mapping

The goal of mapping is to minimize total execution time. In general, we want to
map tasks to achieve good load balancing. For problems involving functional de-
composition, load balancing can be a very significant challenge. Complicated load
balance algorithms often must be employed for this purpose. To do that, we must
focus on making the code parallel first. Unfortunately, at this stage, we do not have
the code related to our FYP.

Cloud computing allows nodes to operate across clusters of machines, thereby en-
abling increased transaction speed which supports parallel processing across the
entire network. Blockchain-as-a-service (BaaS) refers to third-party cloud-based
infrastructure and management for companies building and operating blockchain

apps.
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4.6.7 Conclusion

The above-proposed technique is our take on devising a parallel solution for our final
year project. The project can be parallelized using this approach; better and more
efficient results can be generated in a lesser period.



Chapter 5

System Implementation

In system implementation, all stages of deploying our logical designs into a physical
environment using defined methods and methodology are included. During this
phase, we develop a system design to meet the system’s requirements as well as
the decentralized voting mechanism. In this chapter, we’ll go over all the tools,
techniques, and procedures we used to implement prototypes that were developed
based on system requirements during the system architecture phase.

5.1 System Architecture

Each network participant monitors, authorizes, and updates new entries in the
blockchain architecture’s distributed network. Blockchain’s layered architecture is
divided into five tiers which are the network layer, transaction layer, blockchain
layer, trust layer, and application layer.

Inter-node communication is handled by the network layer, which is also known
as the P2P layer. The data structure of a blockchain is described as a linked list of
blocks in which transactions are arranged. The blockchain’s data structure is made
up of two basic components: pointers and a linked list. A linked list is a collection of
linked blocks that include data as well as pointers to previous blocks. Transactions
are digitally signed to ensure the security and integrity of the data contained in the
blockchain. To sign transactions, a private key is utilized, and anyone holding the
public key can verify the signer. Information modification is detected via the digital
signature. The consensus layer is in charge of validating, ordering, and ensuring
that everyone is in agreement. The application layer includes smart contracts, chain
code, and decentralized apps (DApps). It includes scripts, application programming
interfaces (APIs), user interfaces, and frameworks.

In a decentralized voting web application, a decentralized website provides an inter-
face for the end-users to vote in the application. We have designed a user-friendly
graphical user interface. Node JavaScript (Node.js) is used for the development of
the GUI. We have used different images, styles, and buttons to make our GUI at-
tractive and interactive. We used a local blockchain server maintained by Ganache.
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The figure 5.1 shows the general view of different layers of blockchain.

Ci:t?:ct Application Layer
Development Apps Apps
Trust Layer
[ Pg.‘;i‘iﬁ‘;?,f" ] [ Block Validation J Blockchain Layer
Gransaction Validaticﬂ ( Minning ) Transaction Layer
( Peer to Peer ) Gthereum Nodes) Network Layer

Figure 5.1: Five layers of system architecture

5.1.1 Proposed System Work flow

The proposed system development is compatible with a web application. The basic
flow of our system is shown in Figure 5.2. Key activities of the system are mentioned
below:

e Smart contract developer creates a smart contract and deploys it on Ethereum
blockchain.

e Every functionality of the democratic process is written in solidarity language
inside a smart contract.

e Voters interact with the application through metamask.

e Authorized voters can access the voting functionality of the smart contract
and vote for their favorite candidate.

e To vote, a transaction must be carried out. Once that transaction is made
successfully, the candidate’s vote count will be updated.

e After the voting period is over, results will be displayed.
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Figure 5.2: System architecture

5.2 System Modularization

The project has been separated into multiple components, with separate modules
for each functionality. Any software consists of multiple systems, each of which
has several sub-systems, each of which contains its own sub-systems. As a result,
building a comprehensive system in one go that includes all essential capabilities is
a time-consuming task that might result in several errors due to its huge size.

If the partitioned modules are separately solvable, modifiable, and compliant an
effective modular design can be created. The project modules are as follows:

e Election Commission: In this module, the smart contract developer will
be in charge of setting up the smart contract, registering candidates and par-
ties provided by the Election Commission, and deploying contracts onto the
blockchain.

e Election Test: This is the module for testing our smart contract, in which
we use the Mocha Framework to unit test our application.

e Voter Module: Voters who have been given a personal ETH wallet will use
the Metamask extension to import their wallets into the voting site and cast
their vote in this module.
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5.3 Ethereum Blockchain

One of the most well-known cryptocurrency ecosystems is Ethereum. Unlike Bitcoin,
Ethereum allows every Ethereum wallet owner to install their own smart contract
onto the Ethereum network to support their own business logic. To implement
BlockVOTE on Ethereum, we must use the Ethereum Foundation’s Truffle Frame-
work for smart contract development.

Ethereum requires that a smart contract be written in the Solidity programming
language. After the contract code is generated, it is compiled using the Truffle
Framework’s Solidity compiler tool. The Truffle Framework also provides a contract
migration tool, which is used to deploy the built contract onto the Ethereum net-
work. In our prototype, each voter must have their own voting application installed
on their machine. The voting machine can be a computer, a smartphone, or a tablet
that can connect to the Internet. The application interacts with the deployed con-
tract using Web 3.0 and the Truffle JavaScript library.

Despite the fact that voting should be free, a user must spend some Ether (the
Ethereum ecosystem’s currency) in order to generate a new block, according to
Ethereum platform specifications. The quantity of Ether required by a user is de-
termined by the size of data contained within the created block. As a result, before
casting a vote in our Ethereum-based voting program, each user must first con-
nect their Ethereum wallet to the voting application. According to the automatic
cost calculation on the Ethereum network, the cost per vote in the BlockVOTE
application is 0.000652 ETH per vote.

5.4 Interface of the Application

To develop the decentralized voting application, we have used the Node JavaScript
environment. Below is the list of the frameworks and tools which are used to develop
web interfaces.

5.4.1 jQuery

jQuery is a JavaScript library that makes interactions between JavaScript code
and HTML elements easier and more consistent. Websites may be interactive and
dynamic using JavaScript, and jQuery is a utility that aids in this process. Some
features of the jQuery are as follows:

e jQuery wraps a number of typical activities that require a lot of lines of
JavaScript code into methods that can be called with only a single line of
code.

e There are a lot of JavaScript libraries available but over 70 percent of the
world’s biggest companies use jQuery such as Google, Microsoft, IBM, Netflix,
etc.
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e The jQuery team is well-versed in cross-browser challenges, and this expertise
has been included in the jQuery library. All major browsers will run jQuery
in the same way.

5.4.2 BootStrap

Bootstrap is a free front-end framework that offers HTML and CSS-based de-
sign templates for typography, forms, buttons, tables, navigation, modals, picture
carousels, and other features, as well as optional JavaScript plugins. Bootstrap
also allows us to quickly construct responsive designs. Some of the features of the
bootstrap are as follows:

e All current browsers are compatible with Bootstrap (Chrome, Firefox, Internet
Explorer, Edge, Safari, and Opera).

e Bootstrap offers a vibrant community and extensive documentation, including
live examples and templates.

5.4.3 HTML

The acronym HTML stands for Hypertext Markup Language. HTML is a markup
language that is used to produce electronic texts (called pages) that are displayed
on the Internet. Each page contains several hyperlinks, which are links to other
pages. Every web page in our decentralized application was created using a single
HTML version. Some features of HTML are as follows:

e HTML coding guarantees that text and images in your browser are formatted
correctly. A browser would not be able to display text as elements or load
images or other elements without HTML.

e One of the advantages of HTML is that it can incorporate programs written in
a scripting language such as JavaScript, which affects the behavior and content
of web pages.

5.4.4 REST API

Representational State Transfer (REST) is an architectural paradigm that favours
basic HTTP calls over more complicated options like SOAP for inter-machine com-
munication. When we use REST, our calls will be message-based, and the HT'TP
standard will be used to express these messages. A RESTful API sends a represen-
tation of the resource’s state to the requester or endpoint when a client request is
made. This data, or representation, is sent via HT'TP in JSON format.

The Election Commission sets up elections and adds registered candidates along
with the parties to contest the election. Election’s rest API hosted on Ethereum
blockchain is used to display election specifications on the frontend. GET, POST,
PUT, and DELETE are the HTTP request methods used by the rest of the API.
REST API is based on the server-client model, which allows the server and client
to run and evolve independently.
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5.4.5 Microsoft Visual Studio Code

Visual Studio Code is a stripped-down version of Microsoft’s official programming
environment that focuses solely on the code editor. Its cross-platform nature allows
it to support a wide range of programming languages and syntaxes.

Visual Studio Code supports highlights, auto-indents, snippets, and auto-complete
in a variety of languages, including HTML, CSS, JavaScript, several varieties of C,
JSON, Java, SQL, PHO, Ruby, Visual Basic, and many others. Beyond support
for Git repositories and the ability to open several file iterations in one window,
the environment isn’t fancy and focuses solely on giving flexibility and simplicity
to promote interoperability across the platforms supplied. Some of the features of
Microsoft Visual Studio Code are as follows:

e The fact that VS Code is almost entirely open source is a huge plus. This
feature helps to increase community engagement.

e Visual Studio Code is built using Electron which is a framework for generating
desktop programs using JavaScript utilizing Chromium and Node.js.

5.4.6 Node.js

Node.js is a programming language that is used to create networking and server-side
applications. We create JavaScript apps in Node.js, an open-source, cross-platform
run-time environment. On Windows, Linux, and OS X, such a program can run
within its run time. The following are some of Node.js’s features:

e Its libraries are asynchronous since servers can’t wait for API responses; in-
stead, they call APIs and move on with Node.js. Previous API responses are
handled by the event mechanism.

e Its libraries execute code quickly thanks to Google Chrome’s V8 JavaScript
Engine.

e [t uses a single-threaded approach, but due to its event system, servers become
far more scalable than standard servers that handle requests with a restricted
number of threads.

e Data chunks are returned by the Node.js application, therefore there is no data
buffering.

5.5 Environment Language Used

5.5.1 Javascript

JavaScript is an interpreted client-side scripting language that enables web design-
ers to include code in their pages. JavaScript is the most popular programming
language today, and it is typically embedded in HTML or ASP files and runs imme-
diately from the web page. JavaScript can execute more complicated functions than
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HTML, such as printing the time and date, building a calendar, and other things.
The following are some of the benefits of using JavaScript:

e We can validate user input before sending the page to the server, resulting
in less server interaction. This reduces server traffic, resulting in lower server
strain.

e Visitors get immediate feedback instead of having to wait for a page reload to
discover if they’ve forgotten something.

¢ You may make interfaces that respond when the user moves their mouse over
them or activates them with the keyboard.

e To provide a Rich Interface to our site users, we utilised JavaScript to incor-
porate features like drag-and-drop components and sliders.

5.6 Coding Standardization

The system design as discussed in chapter 4 is converted into code, which is a
machine-readable format. It essentially converts a human-readable format to a
machine-readable format. The efficiency of our code that has been transformed
from the system design is referred to as coding standardization. The efficiency is
mostly determined by:

e Readability:

The code should be readable, with suitable indentation and space, so that
all modules’ contents are evident.

e Portability:

The code is portable enough to run on a variety of platforms provided that all
of the required dependencies are installed.

e Easily Debug:

As far as possible, the coding should be error-free.

5.7 Conclusion

Initially, we tried to implement our proposed project using React Native, but we
couldn’t get the desire results. Afterwards we decide to make our website using
JavaScript and its libraries. The usage of local blockchain maintained by Ganache
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saved us a lot of time. Even after the completion of the project, we cannot deploy
it on Ethereum main-net because it costs a lot. Therefore, we are using personal
blockchain. Other benefit that local blockchain provided us was that it was quick
to response. Similarly, jQuery helped us to use built-in functions. We used those
functions at certain occasions to fulfill our tasks. We used bootstrap and CSS for
styling. We found it easier to make web pages using Html and CSS as lot of related
work is available on the internet and we were quick to get our hands on whatever
was required. We have tried to include the list of voters and candidates within
the domain of blockchain but we couldn’t do it in time. We will try to extend the
domain of blockchain in the future.
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System Testing and Evaluation

This chapter will go over the testing and assessment of our decentralized voting
application. For testing our application, we used a variety of methods. The main
purpose of our application is to provide rigging free elections and to provide the
ability for our voters to cast votes from anywhere in the World. We have used
a personal blockchain called “ganache” for this purpose. This online application
provides a user-friendly and adaptable environment in which voters can vote, check
their vote status, and examine the voting tally at any time. The testing and eval-
uation process here comprises the testing of the components, functionalities, and
modules that we constructed throughout the development phase. We can also check
the progress of our application’s design in this phase by comparing these modules
and components to the software requirement phase’s specifications.

6.1 Graphical User Interface Testing

To test the interface of our web application, we have used the graphical user interface
technique i.e., manual testing. We have used several images in our web application.
Therefore, we needed to make sure that they are completely visible on different
browsers. We did so by using the “.jpg” type images as they were compatible with
different browsers. Moreover, the “.jpg” type images can be easily modified to differ-
ent widths and heights. We used buttons to carry out the important functionalities
of the application as well as to navigate to different pages. Other actions that we
performed to ensure specifications are as below.

o We have tested the working of all the application’s buttons, icons, menus, and
QR code.

e We used dialogue/pop-up messages to make sure that messages are displayed
accurately.

e We aligned the text according to the pages and images.

We believe that graphical user interface testing meets the design specification goals
and increases the reliability of the application.
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6.2 Usability Testing

Usability testing helped us in improving customer satisfaction because “Decentral-
ized Voting” focuses on reliability and customer satisfaction. Voters need to perform
only one action to vote. Keeping that in mind, we knew that the user interaction
with the application will be very limited. Therefore, we designed our application in
a way that users with minimum technical knowledge can also use it with ease. The
core functions of our application i.e., starting election and casting vote are very cru-
cial to the democratic process so we tested them multiple times. To our satisfaction,
the core functions work properly.

6.3 Compatibility Testing

To perform compatibility testing, we used cross-browser testing also known as
browser testing. This type of testing helps us in discovering if our application works
properly across the different browsers such as Google Chrome, Microsoft Edge, and
Mozilla Firefox. Similarly, they should work properly on browsers on different de-
vices such as laptops, iPhones, Androids, etc.

6.4 Application Performance Testing

The democratic process should be carried out as soon as possible to make sure that
all voters get an opportunity to vote as well as the vote count is locked within 24
hours. To meet these requirements, the performance of our application should be
fast.

To perform application performance testing, we used the endurance testing tech-
nique. This technique helped us to evaluate if transactions extended the specified
amount of time. The vote count on two screens i.e., Admin Screen and Cast Vote
screen is updated immediately after the vote is cast. The dialogue boxes waste no
time to appear once crucial functions are invoked. This testing technique ensures
that our application performance is good.

6.5 Exception Handling

Exception handling is performed to deal with runtime errors. In our case, these
are the errors that might arise due to the wrong actions of the voters. We handled
the possible exceptions in our applications with the following exception handling
techniques:

e User cannot cast vote until or less he/she has imported the right account with
adequate fees.

e Once the user has cast the vote, the voting button disappears and the message
“You have already voted!” appears in its place.

e The status of the user vote is updated to “Yes” once he/she casts the vote.
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6.6 Test Cases

A test case is a set of scenarios used to assess a specific feature of a software product
to see if it meets the business requirements.

6.6.1 Smart Contract Deployment

Test Case

TC1.

Test Function

Smart Contract Deployment.

Initial State

The creation of Migrations.sol, truffle-config.js in the source
folder, and the set-up of metamask.

Test Setup Two contracts should be deployed on the ganache local net-
work.
Input Provide correct values in truffle-config.js.

Expected Out-
put

Display of successful deployment message on the console.

Actual Output

The message is displayed on the terminal and the contract is
successfully deployed.

Status

Pass.

Table 6.1: Smart Contract Deployment
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6.6.2 Smart Contract Erroneous Deployment

Test Case

TC2.

Test Function

Smart Contract Erroneous Deployment.

Initial State

The creation of Migrations.sol, truffle-config.js in the source
folder, and the metamask wallet is set up.

Test Setup Two contracts should not be deployed on the ganache local
network.
Input Provide incorrect values in truffle-config.js or the metamask

wallet.

Expected Out-
put

Display of unsuccessful deployment message on the console.

Actual Output

The message is displayed on the terminal and the contract is
not deployed.

Status

Pass.

Table 6.2: Smart Contract Erroneous Deployment

6.6.3 Browser Syncing Configuration

Test Case

TC3.

Test Function

Browser Sync Configuration.

Initial State

Contracts are deployed on the local network.

Test Setup

The browser should be opened.

Input

Type “run npm dev” on the console to launch the application.

Expected Out-
put

The browser should be opened to show the initial functional-
ities of the application.

Actual Output

The browser opened with a proper display of the main screen.

Status

Pass.

Table 6.3: Browser Syncing Configuration
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6.6.4 Browser Desynced Configuration

Test Case

TCA.

Test Function

Browser Desynced Configuration.

Initial State

Contracts are deployed on the local network.

Test Setup

The browser should not be opened.

Input

Run npm run dev on the console to launch the application.

Expected Out-
put

The browser should not be opened.

Actual Output

The browser has not opened, and the main screen has not
been displayed.

Status

Pass.

Table 6.4: Browser Desynced Configuration

6.6.5 Start Election

Test Case

TCb.

Test Function

Start Election.

Initial State

Admin Screen should be on display.

Test Setup

The browser should not be opened.

Input

Click on the “Start Election” button.

Expected Out-
put

The voting button is enabled, and users can vote.

Actual Output

A dialog box pops up which displays the successful message.

Status

Pass.

Table 6.5: Start Election
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6.6.6 Cast Vote Successfully

Test Case

TC6.

Test Function

Cast Vote Successfully.

Initial State

Contracts are deployed on the local network; elections are
started by the admin such that the voting button is enabled.

Test Setup

Users can vote from the provided entities.

Input

Select any candidate and vote. While performing the transac-
tion, provide adequate gas fees to carry out the transaction.

Expected Out-
put

The vote has been cast successfully and the vote count of the
selected candidate has been increased by one.

Actual Output

The metamask wallet pops up to carry out the transaction.
Afterward, a dialog box pops up which displays the success-
ful message. The vote of the selected candidate has been
increased by one.

Status

Pass.

Table 6.6: Cast Vote Successfully

6.6.7 Cast Vote Unsuccessfully

Test Case

TCT.

Test Function

Cast Vote Unsuccessfully.

Initial State

Contracts are deployed on the local network; elections are
started by the admin such that the voting button is enabled.

Test Setup

Users can vote from the provided entities.

Input

Select any candidate and vote. While performing the transac-
tion, provide inadequate gas fees to carry out the transaction.

Expected Out-
put

The vote couldn’t be cast, and the vote count of the selected
candidate remains the same.

Actual Output

The metamask wallet pops up to carry out the transaction.
The transaction fails due to inadequate fees. The vote of the
selected candidate remained the same.

Status

Pass.

Table 6.7: Cast Vote Unsuccessfully
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6.6.8 End Election

Test Case

TCS.

Test Function

End Election.

Initial State

Contracts are deployed on the local network.

Test Setup

Admin Screen should be on display.

Input

Click on the “End Election” button.

Expected Out-
put

The voting button is disabled, and users cannot vote.

Actual Output

A dialog box pops up which displays the successful message,
and the voting button is disabled.

Status

Pass.

Table 6.8: End Election

6.6.9 Digital Vote Card

Test Case

TCO.

Test Function

Digital Voting Card.

Initial State

Contracts are deployed on the local network.

Test Setup

The digital voting card screen should be on display.

Input

None.

Expected Out-
put

If the user has cast the vote, then display yes. Otherwise

display no.

Actual Output

An address is on display belonging to a particular user. Status
is displayed as yes/no depending on the earlier actions of the
user.

Status

Pass.

Table 6.9: Digital Vote Card
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Conclusion

To summarise, we designed our Final Year Project, D-Voting, with the goal of pro-
viding convenience to the people of Pakistan, as well as Pakistanis living abroad, by
bringing this new technology into our country. We have put a lot of effort and time
into developing this application and report. We concentrated on learning the new
technology and using it to complete our Final Year Project.

Trusted elections are essential for a strong democracy, and citizens should have
faith in the electoral system. Traditional paper-based elections, on the other hand,
are untrustworthy. In today’s society, the idea of adapting the decentralized voting
technique is to make the political process reliable, faster, and easier. Making the
voting process inexpensive and quick normalizes it in the eyes of voters, lowers a
power barrier between the voter and the elected official, and puts pressure on the
elected official. It also allows for a more direct form of democracy by letting people
voice their preferences on specific bills and initiatives.

This project is a blockchain-based decentralized voting system that uses smart con-
tracts to allow secure and rigging-free elections while maintaining voter anonymity.
It includes a description of the system’s architecture, design, and security analysis.

7.1 Improvements for future

We successfully designed and launched our decentralized voting application, but
there are some features that can be added later to enhance the system’s functionality.
The following are examples of such characteristics:

e To be able to conduct more than one type of election.
e Include voters’ authentication within the domain of blockchain.

e To be able to add more candidates.

54



Appendix A

User Manual

Introduction

A user guide, often known as a user handbook, is a document that instructs users
on how to use a product, service, or application.

A.1 Metamask Installation

The very first thing that users need to do is to install metamask. It is a browser
extension that acts as an Ethereum wallet and can be installed just like any other
extension.

5__! MET&M}\SK Features v Support v About v Build v m
] ——

A crypto wallet & =

gateway to s220.77

blockchain apps @D

osver 30 million users worldwide.

Download now

Figure A.1: Metamask Installation
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A.2 Import Account

Once metamask is installed, users need to import their accounts in the wallets. The
account ID is provided by Election Commission.

.' @ Ethersum Mainnet @
S

Import Account

Imported accounts will not be associated with
your originally created MetaMask account Secret
Recovery Phrase. Learn more about imported

accounts here

Private Key v

Cance |

Figure A.2: Import Account

A.3 Admin Page

The admin page has two buttons i.e. start election and stop election along with the
list of all the candidates. Only admin can start the elections and see these buttons
while the users can only see the list of candidates.
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#  Mame Party Votes
1 lmran Khan Pakian Telwesk-a-naaal o
2 Shehbaz Shail Pakiistan Muslirm League 0
3 Baawal Bhutio Pakistan Peoples Parly o

4  Khalid Magbool Kuttahida Qaurni Movernenl Pakistan 0
5 Asfandyad \Wal Awarnl Mational Party O

B Jam Kamal Khan Balechistan Avwami P.|r|;;- 4]

Voting ends in:

3264 5 12 16

Day Hour Minute Second

Figure A.3: Admin Page

A.4 Home Page

When a URL is loaded, the first page that voters see is the Home page.

G @ localhost:3000 A a5 owm 3|
B Home HowitWorks CastVote My Digital Card

Welcome to new age of voting!

in your
you live results and status of your votes.

Learn more

b 9

- . ® -
VOTE VOTE
(= N & L
\ 1 L 4 U 1

Figure A.4: Home Page

A.5 Candidate Selection

This page shows the list of candidates to the voters from which they can select the
candidate to whom they want to cast vote.
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# Candidale Name  Party Votes
1 Imran Khan Pakistan Tehreek-e-Insaaf o
2 Shehbaz Sharif Pakistan Muslim League o
3 Bilawal Bhutto Pakistan Peoples Party o
4 Khalid Magbool Muttahida Qaumi Movement Pakistan 0
5 Asfandyar wali Awami National Party o
6 Jam kamal Khan  Balochistan Awami Party o

Select Candidate

Imran Khan (Pakistan Teh

Imran Khan (Pakistan Tehreek-e
Shehbaz Sharif (Pakistan Muslim League)

Bilawal Bhutto (Pakistan Peoples Party)

Khalid Magbool (Muttahida Qaumi Movement Pakistan)
Asfandyar Wali (Awami National Party)

Jam Kamal Khan (Balochistan Awami Party)

(Refresh the page if you've migrated 1o new account)

Figure A.5: Candidate Selection

A.6 Case Vote Page

The voters can cast vote through the following page.

= s CastVote My BlockVote Car
# Candidate Name  Pany Votes
1 Imran Khan Pakistan Tehreek-e-Insaaf ]
2 Shehbaz Sharif  Pakistan Muslim League 0
3 Bilawal Bhutio Pakistan Peoples Party o
4 Khalid Magbool  Muttahida Qaumi Movement Pakistan O
5  AsfandyarWali  Awami National Party o
6 Jam Kamal Khan  Balochistan Awami Party 0
Select Candidate
Imran Khan (Pakistan Tehreek-e-Insaaf) hd

Your Voler's Address: 0x2a152b65f3bdc893a057475eaeadd301142c3aBe

(Relresh the page if you've migrated 10 new account)

Figure A.6: Cast Vote Page

A.7 Transaction

Transaction will be carried out through a meta mask if the voter has an adequate
gas fee.
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Confirmation by Miners

@ s

We've updare

Rejec

W MetaMask Notification - ] x

© Newgas experience

Turn on Enhanced Gas Fea Ul in Sattings

0.00195737 0.00198732 ETH

Max amount:

.

Vote

4 Khalid Magbool

> @y oocs.7es
# Candidate Name  Party
New address detected! Click here to add to your address book.
1 Imran Khan Pakistan Tehreek-e-Insaaf
x 2 Shehbaz Sharif  Pakistan Muslim League
d how gas fee estimation and customization warks.
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Figure A.7: Carrying Transaction

Muttahida Qaumi Movement Pakistan 0

Your Voter's Address: Oxeddif25679b6392140aabcb55051172654f27ad

A.8 Transaction Confirmation by Miners

29

The transaction will be successful if voter has adequate fee in their account and the
transaction history can be retrieved through the meta mask.

A.9 Already Voted Prompt

The vote cast button will be disabled if the voter has already cast the vote.

# cand
1 imran
2 Shehl
3 Bilaw
4 Khalic
5  Asfan
6 Jam}

Your \

You have already voted!

<
9
[}
X

0ETH

0.00132488 ETH

Activity log:

Transaction datas

Figure A.8: Transaction Confirmed by Miners
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Candidate Name

Imran Khan

Shehbaz Sharit

Bilawal Bhutlo

Khalid Magbool

Asfandyar Wali

Jam Kamal Khan

Your Voters Address:

voted!

User Manual

Party Votes
Pakistan Tehreek-e-Insaaf

Pakistan Muslim League

Muttahida Qaumi Movement Pakistan 0

Awami

1

0

Pakistan Peoples Party 0
0

ional Party 0
0

Balochistan Awami Party

b6392140:

Figure A.9: Already Voted Prompt

A.10 Digital Vote Card

The voter can check the status of their vote either their vote was cast or not.

BlockVote Card

Voted: Yes

Address: Oxeddif25879b6392140aabc9b55051172654127ad

Figure A.10: Digital Vote Card Page

A.11 Smart Contract Owner Account

Below is the blockchain back-end server which consists of all the accounts that could
be used to vote. Any account that is not present in this list will not be allowed to
the vote. In other words, it serves the purpose of containing the list of voters.
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& Ganache — x
ACCOUNTS
Gas price GsuMT  HARDEORK NEWoRKID  ReC SERvER NG sTATUS ‘woRKspACE
20000000000 6721975  MUIRGLACIER 5777 HTTP:/127.0.0.1:7545  AUTOMINING QUICKSTART

MNEMONIC HD PATH

february twist coral frog client stable tip follow immense today hobby couch m/44'/60'/0'/0/account_index
ADDRESS BALANCE X COUNT INDEX &
©x6E67D1633F851dddeF738CcB3CA5ef165CB8F242 99.98 ETH 5 (<]

ADDRESS BALANGE TX COUNT INDEX &
0x37d3CO03f98BA9C9843725€22512351aC2561261 100.00 ETH 1 1

ADDRESS BALANCE TXCOUNT INDEX
0x54e5277c82AAd60C56983E3A45aC0f8B0O45Ae014 100.00 ETH J
ADDRESS BALANCE TX COUNT INDEX
0x70924F8F965CDf627a979bd9343198FD4f9ffC93 100.00 ETH [} 3 &
ADDRESS BALANCE X COUNT INDEX &
0xa4c6a3d77636376a0fb73B1Fad3565B97A93975B 100.00 ETH

ADDRESS BALANCE TXCOUNT INDEX &
0x51D3544A667b7a24B5FA5306Fcadc240579Be4AC 100.00 ETH o S

ADDRESS BALANCE TXCOUNT INDEX &
0xbb52c5AA484BB57Aac887883a89Bf84A9066b7A2 100.00 ETH o 6

Figure A.11: Smart Contract Owner Account

A.12 Blocks Mined After Transactions

Admin can view the the blocks as they are mined. Blocks are mined at each trans-
actions.

& Ganacte - 8 X

@
) ACCOUNTS 25 ) BLOCKS
S &/

T HARE D MINING STATUS WORKSPACE
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3 2€22-05-26 14:48:51 801413
BLOCK MINED ON GAS USED
2 2622-05-26 14:48:48 41£90
BLOCK MINED ON GAS USED
1 2622-05-26 14:48:48 188103
BLOCK MINED ON GAS USED B -
0 2€22-05-26 14:48:05 ] B

Figure A.12: Blocks Mined After Transactions

A.13 Contact Creation Transaction

Admin can view the initial contract and its transaction on the blockchain through
the following page.
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Figure A.13: Contract Creation Transaction
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