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Abstract

User identification using the spatio-temporal geometries or trajectories has always
been the interest of many researchers and is a very specific topic in fields related to data.
Nowadays large spatio-temporal data are collected using different techniques including the
smartphone’s GPS. However, one of the major concerned issue regarding the popularity
of GPS-based devices and systems is large scalability of the personal location information
(that is often highly dimensional) generated by them and the sharing of that massive data
with applications or identity systems. Traditional user verification techniques usually
separately consider spatial and temporal approaches. Although there have also some work
that has been done to integrate both the spatial and temporal information for user identity
prediction but most of them suffer from the overfitting problem because of the large
number of spatio-temporal trajectory patterns. Blockchain technology recently introduced
in several areas after the successful working in the domain of crypto-currencies. Advent
of blockchain can help resolving the concern of large scalability of mobility data by its
reliable storage capacity, immutability and decentralized trustless data processing features.
We consider a spatio-temporal Blockchain that registers both time and location attributes
of the users.
In this research, we propose a novel approach to uniquely identify an individual by using
its spatio-temporal fingerprints which are stored in blockchain. Fingerprint’s defines the
spatial data points or the spatial trajectory of that respective individual. Proving this
research, we developed a prototype blockchain system using the Hyperledger Fabric in
which user spatio-temporal fingerprints are recorded on the basis of user mobile GPS
data. And then we verify the user using the previously recorded data in blockchain and
user-given location data to the system. Furthermore, we generate a new private key for the
individual after the guaranteed verification steps satisfying our set threshold.
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Chapter 1

Introduction

1.1 Introduction

Many organizations have been working on the collection of location-based data
for identification and verification of objects such as devices, wireless systems or some
individual (person). In the mean time engineers, data analysts scientists in many fields have
also been capturing large complex datasets, such as terabyte’s of data is being received
on daily basis from spaceborne instruments, temporal and spectral-resolution remote IoT
systems, and other hand-held devices such as smartphone’s [2]. Due to the large scalability
and incessant nature of such location data is the major concern. The concern is regarding
to the storage capacity and the security of such data.
Currently, organizations are storing this type of data in traditional centralized databases
which are trusted but authenticated to single party. Due to the advent and recent interest
of many organizations in blockchain covers the issue of large scalability of this data,
and the security about loss of this data by its decentralized nature. In distributed ledgers
(blockchain) the recorded information like spatial trajectory neither can be modified nor
deleted. Previously the research in spatial and temporal data models and registration
systems has mostly been completed independently. Spatial database research provides
more focus on supporting the modeling and then extracting of geometries that are linked
with objects in a database. Temporal (time information) databases have focused on
providing the knowledge recorded in a database about the present state of the real world
to include the past [3]. And hence, when there is an integration of space and time, they
are actually dealing with geometries that makes changes over the time [3]. Generally,
mobile produced data comprises of the historical information of a user’s visiting sequence
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Introduction 2

(history) that is generated by the GPS technology, which is significantly more precise
positioning technique [4]. The mobile data includes the detailed version of the user’s
visited locations/history and comparable time-stamps. The work that is going on user’s
visiting movement with mobile data, oftenly location prediction, can potentially benefit in
many areas, like in mobile advertising, disaster predication and identification [5].
Also, the traditional location prediction techniques on mobile data uses the spatial trajectory
patterns. For example, spatio-temporal data grows at a much bigger rate as compared to the
transactions data that is currently supported by financial Blockchain systems. Furthermore,
the proof-of-work or smart contract for spatio-temporal data also requires proof-of-location
processing. Blockchain systems over the traditional databases value proposition is the data
integrity through cryptographically signed history. Large enterprises and service providers
such as Google requires spatio-temporal data analytics for providing continuous services
in a given time and location. Formulating this research problem we should also be worried
about that a spatio-temporal Blockchain system building should consider the fact of secure
data storage with the efficient query processing simultaneously such that the database like
analytics are also possible on the Blockchain.

1.2 Blockchain

Blockchain as a paradigm-shift technology that is first used in the crypto-currencies
and has recently using and backing into a variety of fields and application domains.
The Blockchain technology has showed its applicability for business solutions in sectors
including financing, healthcare, education and others [6]. For example, blockchain can be
used to identify our car. Our car can only be started once we tap the right pattern. We can
also use this technology to activate our smartphone, our smartphone will only be used or
in functional state if we type the right PIN code. These both work can protect our privacy
and ownership. The problem with previously used forms of smart property is that the
key is usually is in the form of physical, such as the SIM card or car key, and usually it
cannot be easily copied/transferred. The Blockchain reduces the risks of these by allowing
developers to replicate and then replace a lost protocol.

1.2.1 Technology behind Blockchain

Blockchain is essentially a distributed database that is secured by design and shared
across nodes geographically [7] and can store any type of record(s). Users, that are acting as
the node’s can only edit the parts of the blockchain they own, which makes this technology
highly secure. But at the same time anyone with access to it can see the data, so it is also
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highly transparent. Previously blockchain (chain of blocks) is being used for registering
the transactions or enables moving crypto currencies or digital coins from one individual
to another individual. It is a continuously growing list of records and is decentralized,
means which is completely open to anyone. And no single node owns the data that is
present in a Blockchain and the logic of a Blockchain makes it infeasible to modify or
cheat data once it’s published on a public Blockchain [8]. Blockchain firstly introduced in
Bitcoin, a crypto-currency known as digital currency which moves over the internet from
one individual to another. Private key is generally used to transfer the digital coins and if
it is lost is impossible to retrieve and hence all the crypto’s are then to be lost. We will
discuss later in this report how to re-generate the private key. As per a recent review, it has
been observed that currently blockchain is used to handle the ledger for a $10 billion-dollar
currency [9].
The working of blockchain depends on the nodes that are connected to this network and
some of the preliminaries that are core techniques of blockchain or hyperledger. Blockchain
keeps track of all the transactions that are recorded from the start. All the nodes which in
this case computers are connected to this network keeps the track of all the transactions
and together they approve and reject the new transaction data coming into the blockchain.
No data can be altered or modified in the blockchain, once the data is recorded to the
ledger, it can not be deleted or modified. This is the main reason blockchain differ from
the traditional databases.

As shown in the figure 1.1, all the nodes connected to a blockchain and forms a peer
to peer network.

1.2.2 Distributed Ledger

The data in the Blockchain is stored in a distributed ledger, which means it is
distributed among all the nodes or users that are in different areas, and removing a
intermediate authority to keep track that the system is under control. The information or
data in the distributed ledger stored using cryptography and only accessible using keys.
There are two different types of distributed ledgers. One is permission-less and other one
is permissioned blockchain.In permissionless blockchain, no permission for accessing and
using is required to be a part of the existing Blockchain network and to contribute in it. As
stated about permissionless in many areas that anyone and anything can become part of a
permissionless blockchain.
On the other hand, permissioned blockchains is a complete opposite of permissionless
blockchain. As blockchains idea is to open the network to everyone, but a permissioned
blockchain is effectively the opposite. Permissioned blockchains are also know as the
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Figure 1.1: Sample Blockchain

private blockchains.In permissioned blockchains we need a permission to join or access a
blockchain network [10]. As a result, the owner of a permissioned blockchain has the right
to decide who should and should not uses of become the part of its network. The owner
can also control the network’s structure, and to issue the software updates. Generally, the
owners control and take care of everything that takes place on their Blockchain [11].

1.2.3 Blocks in Blockchain

Blocks are records or data, which together forms a blockchain [12]. As shown in the
figure 1.2, each block typically consists of a cryptographic hash of the previous block, a
timestamp and the data/ information. The first node or block in this network is known as
genesis block. By design, as described earlier a blockchain is restricted to modification or
tempering of the data. It is open to everyone, distributed ledger that can register transactions
between multiple parties efficiently, in a verifiable and permanent way means once the
information is registered, it can not be deleted. It lives with the Blockchain system.

Blockchains are the perfect example of a distributed computing system. This tech-
nique makes distributed ledgers potentially suitable for recording or storing of events,
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Figure 1.2: Chain of Blocks

medical records, and other records management activities, such as identity management,
transaction processing, documenting provenance, food traceability or voting.

1.3 Spatio-Temporal Fingerprints

Definition: 1.3 "‘Sptio-temporal data belongs to both space and time or to

space–time."’

Spatio-temporal is the space data with respect to time. It shows the geometry changes over
time. As for tracking of moving objects, which remains at a single position within the
given time or a database of wireless communication systems, which may exist only for
a short time-span within a geographic region. Spatio-temporal fingerprints are generally
used to identify some object in some geo-spatial region within some time-window.

1.4 Motivation and Problem Description

Currently, the user identification over looking at the previously stored data is not very
reliable. As the data can be tampered and cheated, so we can’t guarantee the identification
of the concerned user. The other main reason of this data (as this is in the form of data
stream) requires a large storage space. Also typical user credentials are also not enough as
it can still be cheated by using others phone’s and email’s. To overcome these issue and
provide a successful identification of user we are using the blockchain technology. Once
the data, as in our case GPS locations and the time-stamp is stored in the Blockchain it can
not be tampered or cheated. And no centralized authority can hold it. We will identify a
user by considering its spatio-temporal fingerprints, which is latitude, longitude and the
timestamp. All this data will be coming from user’s smart phone and is recorded to the
Blockchain. The user can be identified by provided the previous history of visits with the
time and then the system will identify the respective user by looking over the stored data
in Blockchain. The data stored in Blockchain will also be hidden from the user and the
system just provides a simple interface which can only be used for some queries.
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1.5 Objectives and Research Contribution

Considering that smartphones are rapidly involves into multipurpose devices that can
access and can be used for a wide range of services, there is a general issue about how the
positioning information is stored, managed and processed. Examples includes:

a) Information on the specific locations of individuals/users at some defined times.

b) Moving patterns of individuals (specific paths or routes at given time windows and
their frequency).

c) Personal points of interest (POI) (frequent visits to specific shops, clubs, or institu-
tions).

In this work, we present an implicit mobile user identification approach as a prototype
system. The system can continuously and efficiently verify a mobile user using their
trajectory data (spatio-temporal) within some given time-window. The system provides
the advantage as the facts that a mobile processing device is personal and there are many
low-cost user identification capable sensors are present in today’s smartphone systems
for some other tasks and functions.
We assume the processing of spatio-temporal data in a Blockchain and propose the
system to find the optimal window which guarantees the verification of some individual.
The idea is to find out to prove this formally that how much time-window with certain
number of location readings is enough to guarantee for the successful identification of the
person. And how much locations user/person need to address to the system. We consider
a record that is registered in a Blockchain system also known as a transaction in terms
of Blockchain has a typical the following attributes: timestamp, longitude, latitude, and
hashed key which is an account identifier. Thus, we ensures the Blockchain for efficient
user identification anonymously.

The proposed system ensures the efficiency and a reliable identification of user without
the involvement of some intermediate medium which are considered to be as the trusted
third parties. Our contributions are as follows:

• We gather the GPS mobile information and store this information in the form of
spatio-temporal fingerprints and then being conveniently embedded in our proposed
blockchain system (which is basically the history of the specific location of individu-
als at different times windows).
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Notation Meaning
` Recorded location
r Radius for a specific range
t Transaction timestamp
t1 Start interval time; first timestamp
t2 End interval time; last timestamp

Table 1.1: Table with its useful notations

• We propose a novel user verification system to capture the spatio-temporal patterns
of user visits. It considers not only the spatial historical trajectory, but also the
temporal periodic patterns. For example, "‘listing of all the objects at the location ’`’
at time ’t’, or list all objects that moved in a radius ’r’ for location ’`’ at time interval
[’t1’; ’t2’]"’.

• We can ensure the identification by querying the user multiple time’s to ask the
history of different visits in different times

• Our proposed prototype system will find the similarity between the user provided
data and stored information in the Blockchain.

• Our main goal in this research is to find that optimal window which successfully do
the identification of some individual.

• Furthermore, after the successful identification of person using their spatio-temporal
fingerprint we will generate a new private key in the event of a loss of private key of
that respective person.

1.6 Thesis Organization

This thesis is about the successful identification of the user using a Blockchain based
system which records the user mobility data as a spatio-temporal fingerprint. The rest of
the this dissertation is organized as follows:
chapter 2 presents a brief description of the previously done related work, in which some
of the companies main Blockchain products are also described.
chapter 3 provides the system architecture overview and the Hyperledger Composer frame-
work.
In the next chapter 4, the detailed methodology is described which consists of the environ-
ment setup, processing logic flow and the algorithms created to work for our system.
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Furthermore in chapter 5, some of the experiments taken to proof our work and we showed
the results of our system. And at the end we have defined the conclusion of our work
which is followed by some of the future work.



Chapter 2

Literature Review

Modelling the idea when talking about the spatio-temporal work owes very much
to scientists researching the physics of space and time in the start of the twentieth
century, And huge volume of data that consists of both space and time are being collected
by the smartphones or devices using some of the location based API’s or services.
However, some device may not provide that much accuracy which requires to identify
some individuals with high rate of accuracy, and then this does not report the correct
location and this is due to the privacy concerns. The validity of location is programed
by the techniques that are very similar to the location proofs. [13]. A number of studies
[13, 14] have taken in to consideration of secure privacy-aware location validity. The
literature study can broadly be distinguished into that are based on infrastructure and that
are independent from infrastructure location-proof studies. Infrastructure-based location
history verification systems works as the presence of trusted access points or sensors,
traditionally the Wi-Fi points, or some other short-range communication medium. The
location recorded by such mechanisms is although correct, but it has also some of the
limitations. For example, access points or sensors are hard to scale because of the limited
coverage. The study in [13], considers wireless proofing using the spatial and temporal
properties of wireless systems whereas SecureRun utilizes Wi-Fi points to get the proof of
location PoL.

In another work, Zheng et al.[5] proposed a supervised learning techniques to detect
the person’s motion sequences from their historical GPS data points. The authors modeled
various individual’s location trajectories to mine the interesting locations and travel
sequences with GPS logs. Gao and Huiji in [15] introduced social networks to predict a
people’s next location by the recent location of their closest friend, which did not relies on
the user’s own location history. They proposed a social-historical system to study about
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the social-historical patterns of check-in behavior for location predictions.
The research in spatio-temporal data has always been the interest of many people
and so Luca and James in [16] proposed a series of spatio-temporal methods for user
identification by considering of GPS mobility data. The main focus of their work is to
identify or track the users from their movement patterns. They uses three popular datasets
for experimenting the uniqueness of GPS information. Moreover they provided a detailed
analysis of the unfairof power of speed, the direction and total distance of movement. De
Montjoye et al [17] also presented the work, where the researchers are able to identify
users from a lesser subset of their location records taken from mobile phone service
sensors. They mentioned that, in data set where the location of some user or person is
registering hourly or after some time interval and with a special resolution that is similar to
that given of information of sensors, "‘four spatio-temporal points are enough to uniquely
identify 95% of the individuals."’ They changed the data spatially and temporally to find
a way for the uniqueness of human mobility data points given their resolution and the
available from the outside information. This way of doing cocludes that the uniqueness of
mobility traces decays is approximately as the "‘1/10"’ power of their resolution.

In another existing and relate-able work to our research, Feng Tian a researcher from
Austria [18], developed a technique of traceability in supply chain domain. He mentioned
in his work that previously all of the systems were centralized which are asymmetric and
are not transparent that could result in the trust issues, like as fraud, cheating, tampering the
data and cheating with the information. And the other motivation to his work is the single
point of failure of such systems. So he developed a blockchain based solution in which he
created a food supply chain tracking system that lies on "‘HACCP (Hazard Analysis and
Critical Control Points)"’ and IoT, which provides an information for all the supply-chain
stakeholders with clear visibility, transparency, reliability and security. Also he introduced
a new technology called "‘BigchainDB"’ to fill the gap in the de-centralized systems and
to query some large scale data.

2.1 Introduction to Proof of Location

FOAM, a company working on the blockchain technology happens to building the
spatial protocols, procedures and applications that bring the geospatial data to distributed
ledgers (Blockchains). Recently they posted a blog ’The FOAM Proof of Location’ [19],
in which they described their work about allowing the users and autonomous agents to
secretly record authenticated location data at the time of their choosing, and then afterwards
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they reveal their personal information as per their interest, by presenting a fraud-proof
of location claim. They introduced a solution that maintains the Byzantine consensus
throughout a distributed network with the need to sync of clocks.

2.2 Crypto-Spatial Coordinate (CSC)

FOAM CTO, Kristoffer Josefsson blog post [20] described that CSC allows any
smart contract to make an irreversible claim to an address (data) stored in the blockchain
and a related location on the map. The blog post described, that CSC are Ethereum
smart contracts with related addresses that are positioning in a physical space that can be
verified from the chain. This methods is actually allow for physical addresses that are in
running environment to have the corresponding smart contract address that can be used for
distributed ledgers. They have introduced a method that is based on the geohash technique
as a base for their development because of its conceptual simplicity. Another use of the
geohash technique is that it is used as the public domains. This not means that the geohash
do not have the limitations. This also allows for changing this in future releases if they
find it to be very restricted. Instead of using the word hash, the geohash is not actually a
hash in cryptography. This is despitea self-similar, space-registering coordinate system.

The CSC standard can be used by any of the smart contract to make a demand to,
or for referening a location in some physical environment. When used across different
use cases, the CSC considers smart contract registering activities to take it to a spatial
dimension. The CSC acting as an index for spatial locations that works for any kind of
transaction inside the blockchain. Since geohashes are naturally forms a hierarchy, it also
means that a contract that points towards a building, and a contract reference to sensor
based devices placed within that premises, and that builds a spatial relationship.

2.3 The Spatial Index [1]

FOAM, a company based on Blockchain work also introduced the "‘The Spatial
Index"’ which is a general purpose Blockchain based explorer for visualization. It consid-
ered to be the interface for any decentralized system, that has the need for visualizing the
smart contracts on a map which is on the visual explorer. They also provided a detialed
information about their work and the technologies that are used behind to achieve their
goal.
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2.4 Analysis and Limitations

After analyzing the above mentioned works and the researches findings that are very
much related to our proposed goal there are some of the things that they have are not
previously done. No work has been done using the Blockchain based user identification
previously. They have used different techniques to follow the user identification or predica-
tion, some do not provide much accuracy due to the privacy of such data and some systems
are unable to handle the large data as the this type of data with both the temporal and
spatial is highly scalable and needs a lot of storing space. Limitations that they have faced
are just as described above the handling of large data as the data is continuously growing
as the movement of smart phone’s. And it is on a single place, only a single authority
handles it so if the system shut downs all the information will be lost and impossible to
retrieve. And for that we have used Blockchain which is exactly the opposite of these
systems/techniques as it is decentralized, many entities have the data and not a single line
of data item can be tempered.



Chapter 3

System Architecture

In this section, we will give a detailed overview of the architecture, components,
modules and interfaces for making of this prototype system and their working. We have
used Hyperledger Composer for the development of this prototype system. Hyperledger
Composer uses the Hyperlegder Fabric which runs by the Linux foundation. The architec-
ture for the developed blockchain based application comprises of different modules. The
process need to accomplish the final output is defined below.

• Internet and GPS access for coordinates: This is the first step of the application
when it triggers to record an entry into the blockchain. This step will check for the
smartphone’s internet connection and the GPS for getting the coordinates of the user
current location.

• Smartphone’s Local Storage: Due to the unavailability of smartphone’s internet,
we will store the GPS coordinates (lat,log) and the system time (in our case smart-
phone’s date and time) in the local db. And once the internet is available we will
sync this data to the distributed ledger using an API call.

• API: We have used the REST API to connect the smarphone to the distributed ledger,
in our case with the hyperlegder composer. This API core task is to get the GPS
location and and send it over to the distributed ledger to store this data. This API
is acting as a middle-ware to connect the smartphone with the core hyperlegder
architecture.

• Supported/Execution Runtimes: Hyperledger Composer currently supporting
three pluggable runtimes implementations:

13
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– Hyperledger Fabric: Which is actually used to store the state in the "‘distributed
ledgers"’ (Blockchain systems).

– Web: This runs inside a web page (browser), and is generally used as a interface
(playground). The state happens to store in the browser local database.

– Embedded: This is the execution which happens inside a "‘Node.js"’ process,
and the core task is for unit testing business logic. The state of this is stored in
an "‘in-memory key-value"’ store.

• "‘Connection Profiles:"’ are used all over the Hyperledger Composer to specify
how to coordinate with the execution runtime. Some different configuration types
for execution runtime like the CP for a Hyperledger Fabric runtime that will hold
the "‘TCP/IP"’ addresses and ports for Fabric peers and also holds the cryptographic
certificates. These connection setups are also the part of "‘Business Network"’ cards.

• "‘JavaScript SDK:"’ The Hyperledger Composer "‘JavaScript SDK"’ is a col-
lection of "‘Node.js"’ APIs: that actually helps in creation of the applications for
managing and interacting with the created business networks. The APIs are further
divided into two npm modules:

– "‘Composer-client:"’ that is used to submit the records/data to a business
network and to perform the CURD operations on assets and participants.

– "‘Composer-admin:"’ that is used to manage business networks which includes
the installation, startup and upgradation.

• "‘Command Line Interface:"’ The composer command line provides an ease to
the developers and administrators to create, deploy and managing the business-
network definitions.

• "‘REST Server:"’ The Hyperledger Composer REST server initially provides an
Open REST API for a business network. The REST server that is underlying on
the "‘LoopBack"’ make the change to composer model for a business network into
an open API definition, and at runtime implements CURD support for assets and
participants for allowing the records be registered for processing and retrieving.

– LoopBack Connector: The Hyperledger Composer LoopBack Connector is
generally used by the Composer REST Server, but it is also be used without
the Rest Server by integration of tools that support the LoopBack implicitly.
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• "‘Playground Web User Interface: [21]"’ is a web user interface to define and
test the distributed ledger ("‘business network"’). It allows the solutions analysts to
quickly import templates and prototypes of business logics that will execute on the
Web or Hyperledger Fabric runtime.

The diagram that supports the above defined modules is shown below (figure 3.1):

Figure 3.1: Architecture of the System

As our core development to achieve this research outcome is by using Hyperleger
Composer, we will discuss in detail the framework of Hyperlegder Composer.

3.1 Hyperledger Composer Framework

Hyperledger Composer [22] is an extensive, open-source development platform
developed by the Linux foundation. It is a framework for developing the small usecase
blockchain applications. Hyperledger Composer works on above of the current Hyperledger
Fabric Blockchain infrastructure and runtime, and this can allow the hyperledger or
blockchain consensus protocol to verify that the data recorded is valid and according to the
rules defined by the owners or participants.

As shown in figure 3.2, there are different components that lined together to create a
simple blockchain application and to deploy it. Each component holds some responsibilities
or we can say each got a separate role. We will define each of the module one by one.

Model File (.cto): Model file define all the stakeholders or entities present in
the "‘business network"’. The major three components in this module are the ’assets’,
’participants’, ’transactions’. Every component consists of the set of variables and their
own data types. We can also create the relationships between each entity.
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Figure 3.2: Blockchain (Hyperledger Composer) Architecture

Script File (.js): This module handles all the transactions or data recorded in the system
and is usally refereed as transaction processor functions. The main logic of the use case is
described here as in our case we define the identity management how to compare the data
entriers and how to identify a user looking over its previous recorded data.
Access Control File (.acl): The user roles or stakeholder roles are defined in this level. In
this file all the conditions should be written and in our case we only registering the data
that is coming from the smart phone’s GPS.
Query file (.qry): In this file we define the generic queries and this module take care
of all the query related stuff such as filtering the results of assets, participants and even
transactions. This module work as an SQL but in a litter way.
Business Network Archive (.bna): This module complies up all the above mentioned
components and it will be later deployed as the business network in the underlying
environment, hyperledger fabric.

As mentioned above about the three main components of Model File, here are some
of the details about them:

• Assests: Assests are the information about the things that are being registering in
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our system. In our case the assests would be the spatio-temporal fingerprints which
is in the form of GPS location and the timestamp.

• Participants: Participants are directly communicating with the system, as in our
case the Individual persons who is using the system for identity verification would
be the participant in our blockchain system.

• Transactions: Every new entry in the system considered to be a transaction and in
our case whenever a new location or spatio-temporal fingerprint reading in recorded
in the system it is considered to be a transaction.

3.2 High Level Design

This section describes in further the detailed elements discussed in the architecture.
Figure 3.3 shows the the client side and blockchain side components. In this section
we have divided the client side components and blockchain side components to give the
detailed overview of the working for a blockchain based system.

Figure 3.3: Hyperledger Composer Interface
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3.2.1 Client Side Components

The majority of the components are client side components, and provide functionality
for developing solutions with hyperledger composer.

• Playground: Composer-playground is used for developing, configuration and test-
ing business networks in a browser. It provides a web based interface to interect with
the hyperledger composer network and to test the scripts of blockchain. We can see
the blocks and the block details using this playground and also can access specific
block. Below is the image 3.4 that supports the above description of Hyperlegder
Composer Playground.

Figure 3.4: Hyperledger Composer Playgorund (Web Interface)

• REST API generation using LoopBack: Loopback connector composer is used
for building REST APIs for a business network. LoopBack [7] is a framework for
exposing backend systems such as databases via REST API. This connector exposes
a deployed business network to LoopBack so it can generate a REST API for the
assets, participants, and transactions in that business network.

• Hyperledger Composer-CLI Hyperledger Composer-CLI is used for the automa-
tion and scripting, it provides a CLI application composer that exposes functionality
in the composer-admin and composer-client modules to scripting languages, through
this we are able to do the following:

– Deploy, update and upgrade the business network.

– CURD operations for assests, participants and registries
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– Submit transactions

– Issue and revoke identities

• Client API: Composer client is used for building client applications. Provides APIs
for working with a deployed business network and performs the client side data
validation before serializing requests and sending them to the runtime running on
the target Blockchain platform.

• Admin API: Composer-admin is used for building administrative or operational
applications. This provides APIs for managing business networks, the first time
deployment to the Blockchain platform (deploying the chaincode/smart contract),
updating of a deployed business network definition. Also used for undeploying a
deployed business network.

• Editor Plugins: Provides ease to user to use their interest of editors, we have used
VSCode for this system.

3.2.2 Blockchain Side Components

The rest of the components are Blockchain components and provide functionality for
running a deployed business network:

• Composer Runtime: Composer runtime provides the following features:

– Management of the deployed business network.

– Persistence of resources (assets, participants, transactions) into registries.

– Access Control enforcement.

– Execution of user developed transaction processor functions.

• Composer Runtime Container: This is the chaincode/smart contract implementa-
tion, that provides a platform specific set of services to the platform independent
runtime code:

– Loading and execution of JS core runtime

– Routing of API calls from client into core runtime.

– Logging

– Data persistent using the world state

– Identifying the participant/ certificate used to submit the transaction.
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3.2.3 Composer Common Module

Composer common module performs the following tasks:

• Logging APIs used by the rest of Hyperledger Composer.

• Parsing and validating the APIs for the parts of a business network definition – model
files, access control lists and transaction processor functions.

• APIs for creating and loading business network definitions/archives.

• Connection profile manager API, for describing connections to Blockchain plat-
forms.

• Connector API, for building connectors which connect to Blockchain platforms.

• Code generation for JSON Schema and Loopback models

3.3 Loopback Connector Composer

Loopback [23] is a framework for exposing for backend systems such as databases
via Rest API. The hyperledger composer loopback connector exposes a deployed business
network to loopback so it can generate a REST API for the ’assets’, ’participants’ and
’transactions’ in that "‘business network"’.
The composer-rest-server module provides an easy to use CLI application for users who
don’t need to understand Loopback to create a REST API.
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Methodology

In this chapter, we will give a detailed overview of the methodology used to achieve
this research outcome. We described the implementation steps and techniques here that is
used to gain our research objective. First we will describe the pre-requisites to install for
setup a blockchain system and then we will list down the commands, algorithms and some
of the sample block designs.

4.1 Environment Setup

Some of the main pre-requisites that we need to setup the Blockchain system are
mentioned below with the detailed version and flavor description, all the below mentioned
languages and tools are need to be install to up-running a complete Blockchain system:

• Operating Systems: Ubuntu Linux 16.04 LTS (64-bit): To use Linux, we have
used the windows Linux subsystem. We just need to activate the windows Linux
system and we can will be able to use Linux (Ubuntu) in our current operating
system.

• Docker Engine - Version 17.03 or plus : Docker provides the developers an envi-
ronment to develop and run applications. Docker quickly gather all the components
and gets the code tested and deployed in the production.

• Docker-Compose - Version 1.8 or higher: Compose is a tool for defining and
running multi-container Docker applications.

• Node: 8.9 or higher: Node is an open-source, JS run-time environment that executes
the code written in JS outside the browser.

21
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• npm: v5.0 or greater: npm is a package-manager for the JavaScript programming
language.

• git: 2.9.0 or plus: Git is a distributed technology mainly used for version-control for
track down the changes happens in the source code during the development stages.

• Python: v2.7 or greater: Python is a high-level programming language.

• VS Code: Visual Studio Code is a Microsoft code editor.

4.2 Implementation Details

We implement a prototype identification for users to know retrieve their identity. The
implementation is done using the Hyperledger Composer which uses the Hyperledger
Fabric as its underlying technology. Hyperledger Composer provides an easy to use inter-
face (playground) to develop and test the Blockchain applications. It is an open-source
development toolset and a framework currently powered by the Linux foundation. Com-
poser allow us to define the data models and to implement the business logics. Currently,
composer only supports the JavaScript as the main programming language to develop. We
additionally need the Docker to set-up this Blockchain network, as we are creating the
distributed application locally. Docker makes easy to run and test the application on the
local environment. Below are the steps (pre-requisites) that we need to follow and to install
for to up and running this Blockchain environment (Hyperlegder Composer) [24]:

• After logging into the terminal window of WSL, we need to install the commands
mentioned in 4.1. The commands mentioned below are used to clone the environ-
ment of Composer and to install the pre-requisites for the Composer in the Linux
environment.

→ curl -O https://hyperledger.github.io/composer/latest/prereqs-
ubuntu.sh
→ chmod u+x prereqs-ubuntu.sh
→ ./prereqs-ubuntu.sh

Table 4.1: Commands to setup Hyperledger Composer

• After installing some of the pre-requiesties of Hyperlegder Composer, we need to
install an extension of Hyperlegder composer on VS Code.
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• Once the extension is install, we need to some more installations using the same
WSL (Ubuntu) terminal window. Some of the CLI tools to provide the essential
operations like running a REST server, creating application assets and applications
are mentioned below in 4.2.

→ sudo npm install –unsafe-perm –verbose -g composer-cli@0.20
→ sudo npm install –unsafe-perm –verbose -g composer-rest-
server@0.20
→ sudo npm install –unsafe-perm –verbose -g generator-hyperledger-
composer@0.20
→ sudo npm install –unsafe-perm –verbose -g yo

Table 4.2: CLI Tools to Install

• After the installation of CLI tools, we need a web interface to interact with the
transactions and assets. Composer provides a web playground UI and to install this
we need the following command to install the playground.

→ sudo npm install –unsafe-perm –verbose -g composer-
playground@0.20

Table 4.3: Composer Playground UI Install

• Then, we need to install the Hyperledger Fabric to give us the local runtime for
deployment of our business network. The commands used to install Fabric are
provided in the below box 4.4.

→ mkdir /fabric-dev-servers
→ curl -O https://raw.githubusercontent.com/hyperledger/composer-
tools/master/packages/fabric-dev-servers.tar.gz tar
→ cd /fabric-dev-servers
→ ./downloadFabric.sh

Table 4.4: Hyperledger Fabric Installation

• At the end we need to generate a Peer Admin Card and start the web app.

All of the above installation guide is followed using this [25].

4.3 Processing Logic Flow

The following sequence of steps shows the system processing logic flow:
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→ ./startFabric.sh
→ ./createPeerAdminCard.sh
→ composer-playground

Table 4.5: Starting Application

• When the Blockchain system up and running, we have to register/record the GPS
coordinates into the composer assets. This considered to be a transaction. These
records are coming from the user smartphone device. Whenever a new record as a
transaction submitted to the Blockchain, the system will also enter the timestamp to
the transaction block.

• All the transactions of one single object are recorded against some user or smartphone
ID. This is used to retrieve all of the blocks related to some specific ID when needs
to identify.

• Once the transactions are registered in the system, users can anytime from anywhere
can locate or identify themselves by using or query the system. The system can
provide a interface to provide or query information to match the similarity between
the feeded record in the system and provided record to the system.

• System can ask for the location and time of the user, when user wants to identify
themselves. User after providing the location and time to system will be able to
identify or verify. System ensures the identification after checking of location at the
set timestamp.

4.4 Algorithms

Blockchain applications can be best describes in terms of the Assets, Participants and
the Transactions, that are stored inside a network.

• Assets: Assets could be anything of value that can be registered or shared over
the network. In our case of user identification system the assets are the spatio-
temporal fingerprints which comprises of the GPS coordinates and the timestamps.
We here defined the data-structure comprises of the following information. The
below mentioned data structure needs to be build in the .cto file of composer.

– ownerId: Unique ID of a user. We can identify the key values (fingerprints)
of a user by using this identifier.

– participantId: This is the block ID, identifier for the some specific block.
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Data Structure
-> String ownerId
-> String participantId
-> String lat
-> String log
-> DateTime timestamp

Table 4.6: Block Definition

– lat: Stores the latitude coordinate.

– log: Stores the longitude coordinate.

– timestamp: Binds the time and date with the block when ever a transaction
happens.

• Participants: are considered to be the actual stakeholders of the system. These are
the real actors which needs to store the information in the network.

• Transactions: This describes the actions that are performed on the asset by the
participant. Every new block entry considered to be a new transaction in the system.

This identification system key roles are to register the spatio-temporal fingerprints and
provides a decision every time a user wants to identify the system. The main algorithms
used to fulfill these scenarios are mentioned below.

Algorithm 1 Fingerprint Creation
Data: Owner Id, Fingerprint Description
Result: Creates a Fingerprint with appropriate values in Identification System
if fingerprint exists then

return
else

set the fingerprint attributes with the description
push the fingerprint to Blockchain
push the current time to Blockchain

end

Fingerprint creation algorithm takes two input for storing in the blockchain system,
one is the OwnerID and the other is fingerprint description, which is in our case is the GPS
locations with concatenation of the timestamp. If the same information is present already
in the system ,the new information will not be stored and if the information against some
ID is new. It will be stored in the system.
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Algorithm 2 User Identification
Data: Location Information, Time and Date
Result: Returns a result (Successful or Unsuccessful)
if location not exists in time then

return
else

retrieve all locations against the owner ID
check the time against the locations with the input time
if location and time matches then

return successful
push the result to logs

else
return unsuccessful
push the result to logs

end
end

The algorithm 2 provides the basic logic flow of this identification system. It takes
location information and date-time as an input and after matching the queried window with
the Blockchain system, it returns the blocks or inputs as successful or unsuccessful.

Algorithm 3 Displays User Information History
Data: Owner Id, Fingerprint Description
Result: Returns a all loaction history with timestamp
if user history exists then

return user location and history within the query time
else

return

end

Algorithm 3 displays the user visited location information with the time of visits. This
algorithm takes OwnerID, and timestamp as as input and returns the user visit history from
Blockchain. Algorithm also checking if the ownerID or users exists in the Blockchain
system or not.
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Experiments and Results

In this section, we will show some of the outcomes of our research work. First we
will show the basic blocks of this identification and then we will accumulate our test results
basis on some test cases. We have registered some blocks against a user ID, which is
the owner ID in terms of the Blockchain data structure. Every time a block enters in the
network it is considered as a transaction in the system. Some of the blocks against some
owner ID is shown in the below figure 5.1.

Figure 5.1: Blocks against Owner ID: 025

Each block shows the complete description of the block and the fingerprint of a user.
The figure 5.2 shows the complete block in our user identification system.
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Figure 5.2: Block 0290 against Owner ID: 025

As a test case we have provided multiple inputs to the system to check the retrieval
rate of the system. System successfully matched the coordinates registered in the system
and the coordinates provided to the system. As a prototype system we have to enter the
exact coordinates to be matched to give the output to the user. The matching engine
retrieves the output in our case blocks within no second. The input provided to the system
should be accurate enough to match the coordinates and with in the time provided.

Analysis As for the experiments and collecting results to show the accuracy and the
efficiency of our prototype system, we have collected the results as shown in the below
table 5.1:

OwnerID Query No. Fingerprints Query Time System Performance (CPU)

025 1 100+ <2 sec 80%
025 2 100+ <2 sec 79%
025 3 100+ <2 sec 84%
026 1 20 <1 sec 50%
026 2 20 <1 sec 49%
026 3 20 <1 sec 23%
027 1 10 <1 sec 26%
027 2 10 <1 sec 27%
027 3 10 <1 sec 27%

Table 5.1: Test runs and Results

We have recorded the information of three smart phone’s GPS coordinates against
their respective ID’s. And we have collected the GPS locations that are recorded after the
every change in the coordinates. The query time and the system performance can also be
seen in the table. The total number of records are also shown in the table. We have also
calculated the end result of the system by providing the coordinates to the system that can
be seen in table 5.2.

System queried the user to enter the details of the coordinates and the timestamp and
after matching or precessing the provided information with the system’s information, it
provides the end results as shown in the table 5.2.
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Query No. Processing Time (Seconds) Result

1 <3 sec Successful
2 <5 sec Unsuccessful
3 <5 sec Successful

Table 5.2: End Results
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Conclusions & Perspectives

Blockchain technology by design provides many features as the integrity, transparency,
authenticity, and audit-ability and it is also provides larger security as comparable to other
storing systems. And thus this makes it possible the greatest choice for maintaining and
identifying a the user due to the large data set that is in the form of GPS readings with the
its timestamp. Blockchain provides lesser conflicts through increased trust and distributed
environment. This research work User Identification using spatio temporal fingerprints is a
Blockchain based technique to successful identify a user by using its smart phones location
readings. We provided the prototype of user identification model based on Hyperledger
Composer and evaluated its performance. The experimented system registers the readings
of mobile GPS coordinates and stores them in the Blockchain system as a fingerprint and
then system successfully able to identify the user by querying the location and time. The
problem that we have faced in during the development is to run the environment setup in
a local machine. It is very complex to setup in a local machine and takes a lot of time
to initiate the network. Hyperlegder composer provides much ease to test and run the
application using it’s interface that is Playground. The prototype has shown acceptable
overhead in terms throughput and resource utilization with the scope of optimization for
full-scale end to end application. We have run multiple system performance tests and
calculated the end results to achieve this research goal.

6.1 Potential Future Directions

There is always a room for improvement and therefore, a few possible future
directions for enhancement in this work are mentioned below. The technique that can be
useful in future and and performance of this prototype system can be enhanced by:

30
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• Designing a more accurate system, this can be done by using a lighter tool and
hyperlegder so the query time required to process a single verification will take less
than the current.

• Less querying data for a system to successfully identify a user using spatio-temporal
data and provide more accuracy with respect to GPS data collection.

• Ensuring the systems accuracy by asking the multiple time-windows of user visits in
different days. And generating a private key after using some algorithm to retrieve
all of the lost digital currency.
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