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Abstract

Cyber threats are on the rise and with each passing year significant increase is observed
internationally. Despite numerous anti-malware measures, cybercriminals and hackers aren’t ones
to give up easily, especially not as long as there’s money to be made in malware. Although, some
traditionally-popular forms of malware appear to be losing ground in recent years, as hackers and
cybercriminals are changing their tactics to attack new or underutilized vulnerabilities [1].

Information Systems Audit and Control Association (ISACA), in its latest 2020 annual report,
highlighted that 62% of cybersecurity professionals believe their organization’s cybersecurity
team is understaffed. Understaffing among organizations, including business and government,
could create a strain on existing staff and lead to an increased risk from malware threats. The
demand for cyber security professionals is increasing year-over-year. Industry has always raised
concern over the readiness and skill set of new employees especially in the offensive & defensive
domains of cyber security. It is of utmost importance that offensive security skillset should be
developed in students and cyber security professionals that should be comparable to expertise of
cyber criminals.

A cyber range is a safe environment for training and learning about the execution of cyberattacks.
If an organization wants to train and keeping the main systems unaffected cyber range is the best
approach. Cyber ranges are the exact mirror of the real systems. It is a simulation and has complete
resources to learn without impacting the real system. Previously the cyber ranges where in the
fixed places and locality. Now a day’s cyber ranges are shifting to the cloud for flexibility. Cyber
warfare simulators are advanced cyber ranges were multiple user can launch and defend against
cyberattacks in a virtual environment. Besides Cyber range used as a trainer platform, it is also
used as a training purpose in securing the system. Network and infrastructure security are widely
ignored due to less awareness. For such reasons, the proposed project is to give knowledge and
training to people by learning about networking infrastructure and its vulnerabilities by applying
different practices like security hacking, malware analysis, phishing, etc.

In this Final Year Project (FYP), a cyber warfare simulator is developed with focus on a user
friendly digital-end for generating simulations. The cyber warfare platform is created using
advanced and latest technologies for better performance. The front end is designed in React JS and
in the backend Docker, Django and Node JS is used allowing the user to have an interactive
interface to learn and train themselves, with a user friendly environment. The threat base or
vulnerable software/machines are built using containers use Docker technology. It allows resource
friendly virtualization upon same operating system kernel, as compared to dedicated virtual
machines used in many other similar products. The drawback containers have is that it only
supports Unix based programs and software packages but its efficient resource usage is enough to
prove its worth. The developed cyber warfare simulator provides an excellent opportunity for
expansion by increasing new Docker images of advance vulnerabilities. The developed product
can be used to train both students and professionals in the domain of penetration testing.



Acknowledgments

In the name of Allah, the Most Gracious and the Most Merciful. Alhamdulillah, all
commendations to Allah for the qualities and His approval in finishing this undertaking.
Foremost, I would like to express my sincere gratitude to my advisor Prof. Dr. Faisal
Bashir for the continuous support of my final year project and research, for his patience,
motivation, enthusiasm, and immense knowledge. His guidance helped me in all the time
of research and writing of this thesis and Final year project. I could not have imagined
having a better advisor and mentor for my FYP. He puts his additional knowledge and
efforts for my help and was always there for our guidance.

AMMARAH KHALEEQ

Bahria University, Islamabad

January, 2021



Contents

ADSTIACE ..o et saeenreeane i
CRAPLEE T ot sttt et sttt e st b et ean e e 1
To INEFOUCHION ....ooiiiiiiiiiiiiee e s st s st 1
1.1 Cyber RaAN@E: .......cccooiiiiiiiiiiie et s 3
1.2 Offensive and defensive Threat Modeling ...............ccoccoiiiiiiiiiiiiiiiiee 3
1.3 Cyber Warfare Simulator /Cyber Range...............ccccoocviiiiniiiiniiiiiiiii, 3
1.4 Objectives of Cyber Warfare Simulator ................cccooiiiiiniiiiiiniiie 4
1.5 Output of the ProjJect ..o s 4
1.6 Problem Description Limitation in the existing system.............ccccccooiiiiniiiniiinnicineens 4
1.7 Proposed System (Project QUtCOME): ..........cccceeriiiiiiiiiiiiiieiieieeee et 5
CRAPLET 2 oottt et e h e s h et e s bt e bt st ae et s he b e a e e bt et she e b e ene e e nene 6
2. Literature ReVIEW..........ccooiiiiiiiiiiiii e 6
2.1 History of Cyber Security, Cyber Crime and Cyber Range ..............ccccooceiiiniiiniinennnn 6
2.2 Cyber Security and Why it is important:................ccoccooiiiiiiiiiniiieeee e 7
2.3 CyDer RANEES: .....c.cceiiiiiiiiieieeere ettt st st st 8
2.4 Related WOrK: ..o 8
CRAPLET 3 ..o ettt et s s ee 10
3. Requirement Specifications ..............ccccooiiiiiiiiiiiii e 10
3.2 EXIStING SYSTEIM ....ooiiiiiiiiiiiieiee e e e 10
3.3 Problem Description Limitation in the existing system................ccccooviiiiiiniinnn, 12
3.4 Proposed System (Project OUutCome): ...........ccooouiiiiiiiiiiiiiiniiiniieee e 12
3.5 Requirement Specifications ...............coocoiiiiiiiiiiiiiiii 12
306 USE CASES ..o e et 13
CRAPLET 4 ...ttt st e 17
Gu DICSIGI ..o e et 17
4.2 Data Flow Diagram Developed Cyber warfare Simulator ................ccoccoociniiniiinnnn. 18
4.3 AcCtivity DIQ@IAM ......ooviiiiiiiiiiiiiiie et ettt 19
4.4 Sequence DIagIam..........cocoiiiiiiiiiiiiiiiieie ettt 19
4.5 GUI DSIGN ...c.eoiiiiiiiiiieee ettt ettt et s et et sbeesan e e e 20
CRAPLET 5 ...ttt e ettt a e sa bt e bt e s a b e e a bt e ebe e sa b e eabe e sabeeabeenbeenaee eenaes 26



5. System Implementation .............cocccoiiiiiiiiiiiiii e e 26

5.1 INErOAUCHION ..ottt e e 26
5.2 System ATCRItECEUTE .........ooviiiiiiiiiiiiee et 26
5.3 USer INtErTACE ......ccoooviiiiiiiiiiiiiie e e 27
5.4 Middleware/ Backend ...............cccccooviiiiiiiiiiiiiiiiii e 27
5.5 COMPOMENLS ......ccoooiiiiiiiiiiiiii bbb s s 28
5.6 Tools and Technologies Used ..............cccoooviiiiiiiiiiiiiiiiiieee e 28
CRAPLET 6 ... ettt ettt et b e bt et e be e sane e e eaeee 30
6. System Testing and Evaluation .................cccoooiiiiiiiiiii e 30
6.1 INErOAUCHION ......ooniiiiiiiiiii e st 30
6.2 Importance of teStiNG ............cccciiiviiiiiiiiiiiii e 30
6.3 What are Test Cases and their Importance ..............ccoccoeeviiiiiniiiiiinicie e, 30
6.4 Testing Cyber warfare simulator ..., 31
CRAPLET 7 oot aee s 33
To CONCIUSIONS ...t 33
7.1 Final ConClUSION. .........ccoiiiiiiiiiiiiceeeeee ettt 33
7.2 Future ENRAaNCemMEnt ...........cccocoeiiiiiiiiniiici e e 33
RETEICIICES ...t st e 34

vi CONTENTS



List of Figures

Figure 1 Cyber Attacks GIODALLY .......cccoouiiieiiiiieiicieteee ettt s 1
Figure 2 Architectural Diagram Of the eXiSting SYSteM ........cceevieriieierierieienieeieie e 11
Figure 3 Use Case DIAGIAM .......cccuiiiiiiiiiieiieiieiie ettt ettt ettt et eeneeenteenseeneas 14
Figure 4 Architectural DIiagram ...........ccccocvieiiiiniieiieiieciceic ettt e e esbeesbeeneeas 18
Figure 5 Data FIOW DIQZIAIN ......oouiiiiiiiiiiiiieiieieeiei ettt 18
Figure 6 ACtiVIty DIQGIAIM .....eeuiiiieieiieiieiestteeeie ettt et ebeesae st eseenteeneenee e 19
Figure 7 Sequence Diagram AdMIN...........coeeviiriieriieiiieiiieiieie et et ste e eveebeesieessaesseesseesseesees 20
Figure 8 Sequence DIiagram USET ..........ccueruirieiieriieiieieniieteie sttt eteee e sse et esaesseeseensesseeneenne 20
FIGUIE O STEN UD .ttt ettt ettt ettt et s be e 21
FIGUIE 10 ST UP .ttt ettt et ettt e it e et e et et e bt e sneeenseenbeenseenneas 21
FIgure 11 Si@N TN USET...ccuiiiiiieiieiieciie ettt ettt sab e esbeesbeesteestaessseesseenseenseas 22
Figure 12 SigN TN USET...ccviiiiiiiiieiieiie ettt ettt e s e e esbeesbeessaessaesssesnseenseenseas 22
Figure 13 Sign In AQMIN ..o.oiiiiiiieieieeeee ettt et ettt et e e neenee e 23
Figure 14 User Panel Dashboard .............cccoooiiiiiiiiiiiiceeeee et 23
Figure 15 User Panel Leader Board...........ccooiiiiiiiiieiiiicieieeeeecee e 24
Figure 16 User Panel Leader Board.............cociviiiiiiiieniinieieeeeeee e 24
Figure 17 Admin Panel Dashboard..............cociiiiiiiiiiiiiiieeeeee e 25
Figure 18 Admin Panel Create SCENATIOS ........ecvverieeirieriieieeieesieesteeieeseesseeseesssesssessseeseesseensns 25
Figure 19 Architectural DIaramm ........c.occeevueriieieriieiieierieeieie ettt sttt et esee e ese e nee 27
FIGUIE 20 DIOCKET ....uivieiieiteieeeeee ettt ettt b et est et e bt e st enbeeneeneenee 28
FIGUIE 21 VS COUC....uitieiiiiieiieieeteeest ettt ettt ettt ettt s b e esbeeseensesbeesaensesneensenns 29



List of Tables

Table 1 Related WOTK .....cc.coiiiiiieiee ettt ettt ettt e e e e sneeene 8
Table 2 LOZIN USE CASE ....ccvieeieniitieieiietieniestteteteettente st et ebesteestebesstenbesbeessesesseensenseeseensesseensenes 14
Table 3 RegiStration USE CaSE......c.eevuieriieriieiieiieeiiesiie ettt et et e eesieesneeenbeenbe e seesseesnsesnsesnseeseas 15
TabIE 4 Play SCENATIOS......ueieivieiierieriiesiteeteeteesteesteestteeeseesbeesseeseesseesssessseesseesseesseesssesssessseesseeses 15
Table 5 AdMIn Create SCENATIOS .......evuirieeieriirietieiieienieetete sttt ettt sbe et et bt estesbe et eneesbeeneenee 15
TaBIE 6 STZN UP .ottt ettt ettt et et et e st e s bt e st e be e st enbeebeenee e eneeneenee 31
Table 7 Login with correct credentials ...........cocueviiiieieiiiieieceieeeee e e 31
Table 8 Login with incorrect credentials ..........c.oceeeerierieieniirieieeeteie et 32
Table O CTreate SCENATIO ... ..eevieiieriieeeie et etteetee et erteesite st e et e eseeeste e seesseessseasseenseesseesseesnsesnseenseenseas 32
Table 10 Start DIl ......c.oooiiiiieie ettt et se e neeenseenseenseenneas 32

vi



Acronyms and Abbreviations

DSA
OOP

PF
SE

SQL
UNESCO
UNICODE
XML

vil

Data Structure and Algorithms
Object Oriented Programming

Programming Fundamentals

Software Engineering

Structured Query Language

United Nations Educational, Scientific and Cultural Organization

Unique, Universal, and Uniform Character encoding

Extensible Markup Language

Acronyms and Abbreviations



